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Wm ARE YOU READY? OVERVIEW WHO'S AFFECTED?

NIS2 is Coming:
Everything You Need
to Know and More!

Understand what the cybersecurity directive

means to your business, and how Veeam can

help with NIS2 compliance... time is ticking

OVERVIEW [ WHO IS AFFECTED?

Are You Ready for NIS2?

SOLUTIONS WHITEPAPER

h |



Veeam NIS2 dotaznik — jste pripraveni?

NIS2 Compliance Checlklist

Discovered that you need to comply with the NIS2 directive? Knowing whot steps to take to at stake that you , as an individual and your organization could foce. Here, we focus on orticles
be compliant is not an overnight fix. We've created this handy checklist, so you can work out o 21 and 23 which outline the requirements needed to comply. Visit our website to understand
plan of oction. The penaities for non-compliance can be severe, make sure you know whot is more about NIS2 and how your business could be affected.

NIS2 Article Ask yourself... How the Veeam Data Platform con help

() Dolknow what risks | have in my current environment?

Built-in security and complionce check

21-2(a): policies on risk % Js U i
analysis and information [ ) Dol have insights in internal and external foctors? Anomaly and trend reports
' n | recover within agre me Objective when
systom security ~~ Canl hin ogreed Recovery Ti Ive whe
" disaster strikes? Daily reodiness reports
( : ) Do | have backups of all important systems?
= Tags ensure that new workloods are bocked-up
21-2(c): business continuity, such as [ ) I moved workioads to the cloud, are they sofe?
backup manog t and disast: = Full overview of your workloads, anytime, onywheta
recovery, and crisis management; [ Can | recover quickly from outoges without spare resources?
) Recoves to Azure as your spare DC
[ ) Do we have o cybersecurity hygiene policy?
) Can | keep out non-authorized users?
= and role-based occess control
21-2(ik human resources [ ) Am | still relying on insecure passwords?
socurity, control polk = Support for systems
and asset management: () Can a rogue administrator impoct my recovery options?
= Iimmutable repositories
! Have | educated oll staff about safely handling dota?
() How do | know which systems are impacted? ond rule scanning to identify
ﬁ"‘l"l' ”‘J:i:‘ dowhynﬁ:?w () How do we handle wineabilities and disclosure? impocted systems
ovent within 24(a)/72(b) !loun of ~ How do | report to my Computer Security lncident Response ready to submit to CSIRT
becoming oware of the significant -~ Team (CSIRT)?

Incident,

to ensure Veoam report availability

' Can | meet the report deadlines when my systems are down?

Not in the EU and think you're exampt? Sad news, you're not...
NIS2 impacts supply chains and is far reaching. Talk to us teday
and see how we con help start your journey to compliance now.

Fill the gaps in your
curity with Veea




NIS2 a zalohovaci reseni

Duty of Care

Organizace jsou povinny zavést robustni opatreni pro fizeni
rizik a kontinuitu podnikani, aby minimalizovaly kyberneticka
rizika a dopady. To zahrnuje fizeni incidentl, zabezpeceni
dodavatelského fetézce, zlepSovani bezpecnosti sité a fizeni
pfistupu, Sifrovani, obnovu systému, nouzové postupy a
zfizeni tymu pro krizovou reakci.

Duty to Report

Nezbytné subjekty jsou povinny zavést procesy pro rychlé
hlaseni vyznamnych bezpecénostnich incidentl s
konkrétnimi terminy oznameni, napfiklad 24hodinovym
systémem véasného varovani. NIS2 také vyrazné klade
diraz na firemni odpovédnost, coz vyzaduje, aby vedeni bylo
aktivné zapojeno a znalé kybernetickych opatreni
organizace.

Data Management and Hygiene

Data tagging & Data locality

Security Measures

Zero Trust Frameworks
Cryptography & Encryption
Multi-Factor Authentication
SIEM Integration

Threat Detection

Threat detection capabilities
Monitoring & Alerts

Malware detection

Backup Strategy
3-2-1-1-0

Cryptography & Encryption
Backup validation

Response & Recovery

Incident and Disaster Recovery processes in place
Plan & test for recovery environment and access
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Zasady Zlero Trust

Pr kla atoky. PR TR ae
edpokladat utoky Explicitné ovéFit
Segmentovat

Ovérit kazdy pokus o pristup Pro kazdého uzivatele,
pomoci kontextu IAM a MFA zarizeni a aplikaci

Minimalizovat dosah utoku

Zasady Zero Trust Data Resilience (ZTDR)

Segmentace zalohovaciho softwaru a
uloziste zaloh

Vice zon odolnosti Neménné ulozisté zaloh

Ochrana dat pred zménou nebo

odstranénim

Minimalizovat dosah utoku Pravidlo 3-2-1-1-0
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Zero Trust Data Resilience (ZTDR) architecture

Production Backup Software Backup Storage

HYBRID CLOUD veeam WITH S3 IMMUTABILITY

<&, ==
RPC, SSL — ‘
> FIRST, Veeam Data Cloud Vault
Backup Server 3 3 .
NFS, iSCSI P £ Primary data center & Public Cloud
I 2 2
Y Y -~ x
e 12 =g 2 |3 :
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3 3 5 8
8 SSH, RDP 8 Proxies © © Service provider
< > < £ £
< g < £ E
£ £
> @ Zero Access to S
— destructive actions* Secondary data center
Cloud Agents 3 3
& Performance tier Capacity tier
Assume breach Multiple Data Resilience Zones

* Zero Access to destructive actions against the firmware, OS, storage application, or backup data.
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Zalohovaci ulozisté s absolutni immutabilitou
Bezpecné =I

< Absolute Immutability [} >
|

Zero Trust architektura a S3 objektové NIEERAN Jednoduche
ulozisté * Dle Veeam best practices Vy'konné

Nulovy pristup k destruktivnim akcim * Rychlost zapisu aZ do 8 GB/s

Okamzita neménnost * 15 min. pro nasazeni
* Supercharged Instant Recovery
Ovéreno a testovano treti stranou * Automatické updaty a optimalizace od

Object First * Linearni skalovatelnost kapacity a vykonu,
automaticky load balancing

< Ransomware-proof >




Ovéritelné bezpecné

,0otbi je navrzeno tak, aby chranilo pred
jakymikoli utoky na data nebo malwarem: i kdyz
jsou utocnikovi znama vsechny divérné
informace, véetné prihlasovacich udaju spravce,
utocCnik nedokaze zménit data ulozena v zarizeni
Ootbi.”

NCC Group
Posouzeni bezpecnosti produktu Ootbi
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Independent
Security Test Report

Object First immutable backup

storage ap

clober, 2024

pliance

ncecgroup”

Security Update

Oibjact Firs? is commitiod 1o meohing IT securtty industry stondards

for #% Fogship product Ooth (Owus-of-the-box immulabiity). which serves

08 0 secure-by-design storogs target for Vesam bockup dota, Sacurity mxpeims
continuossly mprove the hardeceng of the product ond we regulardy engoge
with incepeadient. therd parry 1esting firms for volidation tha Oothi

1 Secuns-Dy-Defoult

Weo employed the expertise of the NOC Group, 0 1eom of cybersecurity expernts,
0 conduct comprebensme penatration tests on the Oathy appllance and its
woftware 1o idantify ond address undecovened nsks. Ths paper provides

o summary of RCC indings and importart security informoficon obout

Object First's Ootbi solution

NCC's Final Takeaway

The Ocebi appication & designed to protect against any data breach
or mahwvars infustation of an Object First customer: even Il #ll of the
custormer's sacrets, Inchuding scdministrator creceertials and bucket
credontials, are known 1o the attacker, the attacker stif carnot modfy
cata stored within an Oochi applance.

NCC Grinmn, Coi Product Secir iy Saseswment. Ady 31N
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Format a kapacita pro kazdé pouziti

Kombinujte, prizplsobujte a skalujte v ramci kazdého formatu — az 1,7 PB na cluster, celkem 7 PB?

Pro ROBO, SMB a Edge Pro datova centra
8 TB 18 TB 144 TB
16 TB 36 TB 216 TB
24 TB 72 TB 432 TB

OBJECT
FIRST

* Kapacita 17 PB v Konfiguraci Skalovatelného ulozisté zaloh (SOBR) Veeam




Veeam Complete Data Resilience

-

aws i Microsoft & Google Cloud vmware &= Hyper-v Y PROXMOX

8, Red Hat AKVM BE Microsoft NUTANIDS @) SC/ALE HPE
|\
Veeam Intelligence
( ( (
Protect Smarter Detect Faster Recover Clean
AR | 8B e &>
cl QY * ) )
Zero Trust architecture, verified and 1 Backup lnl;nei:cr;it;zpy Cg::rx;uwsalzc I::gnjeigctr;n 1 Recover anywhere
immutable backups m?g;ir:ng detection Automated, recovery testing in
sandboxed environments
Veeam Threat Center & SIEM integrations
g |\ J

4 paloalto N\GROWDSTRIKE splunk> servicenow

SOPHOS

Microsoft
Sentinel

Veeam Cyber Secure and Coveware Cyber Extortion Readiness & Response




Veeam Data Platform
Secure Backup & Fast Recovery - Proactive Observability & Al - Clean Orchestration & Compliance

F a.‘ Veeam Data Cloud Vault
G 2 Secure, Inmutable Cloud Storage

o = = H =
Qan — on
Cloud Virtual Physical Apps Unstructured Data

aws  aws VMW VMware vSphere “ Windows n Microsoft m NAS
A Azure Microsoft Hyper-V A Linux O Oracle B File Share
&) GoogleCloud D Nutonix AHV @ mocos E7 saPHANA @ Object Storoge
L) 1BM Cloud ‘ Red Hat Virtualization AIX AIX ' PostgreSQL
Q Microsottentraid O oracie Linux VM O solaris IEM 18M DE2

x Proxmox VE “( MySQL

m Scole HyperCore . MongoDB

HPE Morpheus VM Essentials
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Dalsi uzitecné zdroje

Veeam Backup & Replication Security Best Practice Guide

Veeam Security Knowledge Base Article List

Ransomware Trends and Proactive Strategies Report 2025

Veeam Cyber Secure Program

Veeam University Free

Veeam University Pro

Veeam Hands-On Labs



https://bp.veeam.com/security
https://www.veeam.com/knowledge-base.html?type=security
https://go.veeam.com/ransomware-trends
https://www.veeam.com/products/veeam-data-platform/cyber-secure.html
https://www.veeam.com/support/training/veeam-university-free.html
https://www.veeam.com/support/training/veeam-university-pro.html
https://go.veeam.com/hands-on-lab-experience
https://go.veeam.com/hands-on-lab-experience
https://go.veeam.com/hands-on-lab-experience
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