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Strojova data obsahuji cenné informace

Data Sources

B Customer ID Order ID Product ID
Order Processing —— 10098213 569284734 SA-2100

569281734 10098213
Order ID Customer ID

Errorin
middleware

Time waiting on hold

Complain raised M
at Call Center M Customer ID

{actor:{displayName: “Go Cowboys!!” followersCaunt:1366,friendsCount:789,link: Customer’s Tweet
http://dallascowboys.com/,location: { AR AAUCIICHNINCIRIE i Type:“place’),

objectType:“person”,preferredUsername:“Cowb0ysF@n80”,statusesCount:6072},body: “Can’t buy

Post on Twitter ——

© »~ &
\

this device from @ACME. Site doesn’t work! Called, gave up on waiting for them to answer! RT if

- ou hata MACMEN" nhiartTvng:"gctivity”, postedTime:“2016-05-21T16:39:40.647-0600”
Company’s Twitter ID
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Search Processing Language (SPL)

Vyhledavaci terminy

index=main action=purchase | stats count by status | rename count 2s "number of events”

Pipe character: Vystup
Zzleva je vstupem doprava.

stats count by status rename count as "number of events”

e.g. index=main action=purchase

i Time Event

> 16/01/2024 27.102.0.0 - - [16/Jan/2024 11:03:08] "GET /cart.do?action=viewdproduct_id=MCB-58JSESSIONID=SD6SL6 Status : l’ Count : 0’ Status : D’ number Of events : ‘/

11:03:08.000 FF1@ADFF3 HTTP 1.1" 20@ 3453 “"http://www.buttercupenterprises.com/product.screen?product_id=DFS-2"
"Mozilla/5.@ (Linux; Android 12.0.@; SM-A546B Build/A546BXXU1AWB7) AppleWebKit/537.36 Chrome/114.
©.5735.61 Mobile Safari/537.36 (compatible; Googlebot/2.1; http://www.google.com/bot.html)" 388

host = Domane-Demo- ' source = /var/log/weblogs/noise_apache.logl? = sourcetype = access_combined 2 @ @ 8 5 @ 2 0 0 8 5 @

> 16/01/2024 131.178.233.243 - - [16/Jan/2024 11:083:@8] "POST /product.screen?uid=5ac99574-edc7-417d-ad38-df31f
11:03:08.000 883d28@&product_id=PP-5&JSESSIONID=SD7SL3FF6ADFF8 HTTP 1.1" 200 2311 "http://www.buttercupenterpri
ses.com/product.screen?product_id=PP-5" “"Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_12_4) AppleWebK

it/537.36 Chrome/107.8.5304.122 Safari/537.36" 703

400 81 400 81

host = Domane-Demo-  source = /var/log/weblogs/noise_apache.logl?  sourcetype = access_combined

> 16/01/2024 12.130.60.4 - - [16/Jan/2024 11:03:08] "GET /product.screen?uid=881e7945-8fd6-4a55-94c1-880f668eal
11:03:08.000 48&product_id=BW-3&JSESSIONID=SD1SL6FFS5ADFF6 HTTP 1.1" 4@0 3158 "http://www.buttercupenterprises.c
om/product.screen?product_id=BS-2" "Mozilla/5.@ (iPhone; CPU iPhone 0S 15_0 like Mac 0S X) AppleWe

bKit/605.1.15 Version/15.@ Mobile/19A346 Safari/602.1" 602

host = Domane-Demo- = source = /var/log/weblogs/noise_apache.logl7 = sourcetype = access_combined 40 2 50 40 2 50

> 16/01/2024 12.130.60.5 - - [16/Jan/2@24 11:03:08] "GET /product.screen?uid=8a9dfff3-2e4f-4eab-aef6-088cdb412b
11:03:08.000 8e&product_id=BW-3&JSESSIONID=SD8SL1FF4ADFF1 HTTP 1.1" 505 131@ “"http://www,.buttercupenterprises.c
om/product.screen?product_id=CM-1" "Mozilla/5.@ (Windows; WOW64) AppleWebKit/537.36 Chrome/113.0.5

672.92 Safari/537.36" 977 403 57 403 57

host = Domane-Demo- = source = /var/log/weblogs/noise_apache.logl7?  sourcetype = access_combined

401 76 401 76
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Management view — the so-called health score / KPI of a service, service, branch
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Management view — the so-called health score / KPI of a service, service, unit, branch, etc

Mission Critical Applications Security
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SOC Overview

Incident Summary

Unassigned =+ In Progress * Pending
26

30

632

Incidents

Incident Analysis

Owner v Status v Urgency v

unassigned New Critical

In Progress
splunker Resolved
sgeetarfunk

soar_admin Informational

MITRE ATT&CK Techniques by Risk Object
hash_values
host_artifacts
network_artifacts
T 1
B N

B Execution

system

Reconnaissance Resource Development B initial Access M Persistence priviledgeEscalation

Resolved 3 Closed = Total

False Positive - Incorrect Analytic Logic

False Positive - Inaccurate Data

Benign Posltive - Susplclous But Expected

Unassigned

7

Defense Evasion Credential Access

-
v

181

"7

188

145

1

splunk

Incident Timeline

Informational w— oW === Medium = High Critical

Incidents

0 e Z w wéo"ﬁ‘f;‘\e@‘

12:00 AM 4:00 AM 8:00 AM 12:00 PM 4:00 PM 8:00 PM
Wed Sep 7 Wed Sep 7
2022

Disposition
False Positive

2
0.3x

Incorrect
Analytic Logic

True Positive

4
0.6«

Suspicious
Activity

Benign Positive }
0.3x |

Suspicious but
expected

Undetermined Unassigned

619 1
97.9% 002%

2
0.3«

Inaccurate

| data

Incident Assignments

Owner = New = Unassigned = In Progress Pending =+ Resolved
Ithomson P 1

sc_admin

sgeetarfunk

soar_admin

splunker

unassigned

B Exfiltration

Discovery B Lateral Movement I Collection Bl Command and Control Impact Privilege Escalation




roces monitorin

loT Factory Manufacturing Process

A

I.TE FACTORY STEPS 4 & 5 - BODY ASSEMBLY & TRIM AND GLASS Models Produced (Today)

J

Overall Equipment Effectiveness (OEE) Metrics

191,843

OEE

77

Performance

108

Availability

65

Quality

92
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2020
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Business Operations Metrics

Production Cost

$24,818 0%

Energy

1,461kWh 0%

Operational Risk
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Performance metriky a analytika

Airport Metrics & Analytics

On Time Performance Summary

Security Waiting Time
Gate G

Cancelled

9 . Significantly Delayed
min A

Security Waiting Time
Gate F ; : 4 &
e "% a/ . S Lo Y Delayed

gmin

Security Waiting Time

& " B ' TJ
9 . i \ 5 &7 - Arrivals
min N | N/

Scheduled = Via = Flight Number = Status <

On Time

Gate E

Security Waiting Time / ) o S ~ X 1:56 Hong NK 65 Arrived
Gate D W / y £ ; = . Kong

Seattle Delayed

9m|n { vl . : ) New York Delayed

Toronto On Time

Security Waiting Time | i
(i ' Austin Cancelled

9min

Security Waiting Time Scheduled = Destinations * Flight Number < Status
Gate B

Depatures

155 Tokyo UA 34 Departed

9 m i n 1n:57 Los Angeles NK 77 On Time
Toke Off Gueue Time 12:02 New York AA 31 Delayed
Runway 19L/O1R

Security Waiting Time 12:04 Vancouver AC 92 On Time

Gate A gmin ¢ -9 12:07 Shanghal AC 42 on Time

s 1211 Mexico City UA 31 Cancelled
9m n \/\




TimeRange Refresh Rote

L 60 rewien 1 Muie
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Captain Peter for RCM ';::,’;“ iees 'P T Sustainability
Import Haulage
Notifications 2 Gosan Frelght Environmental Performance
Temperature s H Energy Consumption TJ
32 CO2 Emissions 1,000 t

Humidity M _

" SOx Emissions 1,000 t
CO2 Level M o NOx Emissions 1,000 t

- | W DN |

Shipment App  h&la) e 75 S MyFinance

14,830

Active Users 15,064 /WMNWW e

160
Failed Logins WNWW'/W —

e

12,420

Response Time [RUEiEAlS W =¢

Active Users 8,8 51

Failed Logins
Response Time

Extrapolated Goal
419,832 400,000

31,516 30,000

514 520

810 830

I C i 3

Health Predictive Health
Score Score

View your invoices

Raise you dispute

Check your balance

Pay online

4,939

88

2,947

2,904
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Redlné pripady nasazeni Splunku ve verejné spraveé

Situational Awareness (Emergency Services): Sjednoceni dat z dispecCinku, senzoru a telemetrie vozidel
pro rychlejsi zasahy.

Monitoring kriticke infrastruktury: Sjednoceni IT a OT (operacni technologie) pro zajisténi odolnosti
energetiky a dopravy.

Smart City: Propojeni dat z dopravy, odpadového hospodarstvi a sluzeb obanum.

Zdravotnictvi (Uptime): Zajisténi dostupnosti elektronické zdravotni dokumentace a klinickych systému.
Kyberneticka obrana: Sjednocena detekce hrozeb napric vladnimi sitémi.

Digitalni sluzby: Sledovani vykonu portalu pro obCany a zajisténi jejich spolehlivosti.

Detekce podvodu: Odhalovani finan¢nich nesrovnalosti v realném case.

Automatizace shody (Compliance): Automaticky sbér dukazu pro audity a regulace.

Kyberneticka odolnost ve vzdélavani: Ochrana vyzkumnych dat a univerzitnich siti.

Environmentalni monitoring: Sledovani emisi a udrzitelnosti.
Prediktivni udrzba: Predvidani poruch v dopravni a energeticke infrastr re.
Krizove rizeni: Dashboardy pro reakci na katastrofy. —

Sprava dat a politika: Data jako zaklad pro tvorbu viadni politiky.
Verejné zdravi: Epidemiologicky monitoring a vCasna detekce hrozeb.
Planovani pracovni sily: Optimalizace nasazeni zaméstnancu na zakla




Splunk - leader v securité | observabilité

Leader

No 1 Observability

SIEM i IT Operations =

Leader

[l
11111/
1"‘/ /

I

11 years in a row Constellation,

ket :
Gartner® SIEM marke G'an?:l legtiﬁﬁsearch
Magic Quadrant™ Gartner
Gartner APM
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Moznosti hasazeni

Splunk Cloud Splunk Enterprise

Saas reseni On-prem nasazeni Enterprise + Cloud

- Reseni bez starosti o svou « Nasazeni ve své
viastni infrastrukturu infrastrukture

« Citliva data on-prem, zbytek
v Cloudu

« AWS, Azure, GCP « Absolutni kontrola svych dat * Prehled dat ve vsech

nasazenich diky Federated
Search

« Funguje i bez pripojeni k
internetu (air-gapped)




Sjednocena
Security a
Observability

atforma

Detect | Investigate | Respond

Powered by Splunk Al

APls | Integrations | Models | Visualizationg
Custom & Third-
Third h | Federat Party
Party Manage | Searc ate | Automate Apps/Services
Tools
Events | Logs | Metrics | Traces
Public Clouds "“ Devices

On-Prem Private Clouds
Data Centers



Splunk Security

Komplexni reseni pro Agentic SOC




Gartner

11th consecutive
timeas a Lead

Gartner® Magic Quadrant™ for
Security Information and Event
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Data Management and Federation Transform Threat Detection Reduce Risk Exposure Simplify SecOps with Al Unified TDIR

The expanding _
landscape of tni:vg

cyberthr

Advanced

persistent

attacks Zero day
exploits

Phishing
attacks

Ransomware
attacks

Insider
threats

Malware



Dopad dnesnich
bezpecnostnich vyzev

3+

hodiny stravené na vysetrovani upozornéni

41%

upozorneni je ignorovano

20+

ruznych bezpecénostnich nastroju je pouzivano v SOC -

64%

tymu SOC ma potize s prechodem mezi nastroji,

s malou integraci pro usnadneni
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A strategic approach il '
Agentic SOC

1

A " T
. FFF=== ! $S8% $=3
P f‘////t{fi;;;: | “li‘%
//f ‘?
"I/ -

-

splunk>



Agentic SOC Architecture

4 I
Al and : Agentic Orchestration ‘ Integratc:)d Al Assisted Experiences
Automation Automation

- /

4 )
_Llf n'fl'_e . Threat : - Investigation : = Response

00ling Detection

NS /
Open
Data

Platform

© 2026 SPLUNK LLC



Sjednocena SOC plat:

On-Prem | Cloud | Hybrid Multi-cloud True Multi Vendor

7 ¢ : . v .
g XDR :ﬁ\m EDR <= Firewall D{P\o IAM [—] Servery (D Cloud XDalm zdroje

SOAR

Aplikace




Splunk

Asistenti

Zvyste produktivitu, a umoznéte rychlejsi detekci a reseni

© 2026 SPLUNK LLC

Al Assistant
for SPL

( Generally Available

Al Assistant in
Observability Cloud

& == Al Assistant
— Chat1
Az Why Is frontend having issues?
s — e Here are some possible reasons

it seems like frontend is having isg
downstream dependency "paym

experiencing problems

Checking the health mg

( Generally Available

)

Al Assistant in
Enterprise Security

Geographically Improbable Access Detected

workstation-478.internal
arvec-932.internal.domain
Source IP Address 192.16810.47
Destination P Addrass 19216810123

Protocol SMB

Event Information

Files accessed and \\server-932\share\payrol
\\server<932\share\confi

Additional Contaxt

( Generally Available

)




Data Management and Federation Transform Threat Detection

Simplify SecOps with Al

Reduce Risk Exposure

Unify TDIR

Agentic Al
In Enterprise Securi

Al Toolkit

Splunk MCP server

Triage agent

Al Malware reversing agent

AI Assistant v Enterprise
security

Vse v cené produktu.....

Mission Control Analytics v Security content v Configure v Search @
& Queue mcooors| ' 24 hour risk threshold exceeded for system=win-svri.acme.local AlAcaiatant £azSocurity
risk t
Overview Response Events Search ‘ John Smith May 31 , 4:01 AM acmi
Overview Discover Al Assistant skills by 31
stant
v MITRE ATT&CK map
. ) 1 AM
The highlighted techniques were detected on n Detections in & .Detelcufn: o Sub-Tec... (1) ~ | KRN 0 Al May 31 1 4.0 1 AM S0
the entity (in a finding)win-svri.acme.local investigation Ui id ) _
time range Sure, here are the Al Assistant skills that can be

Credential Access [2 DK

2 of 89 Techniques (2%) 1 of 30 Technigues (3%) Oof3
® Abuse Elevation ® OS Credential
Control Mechanism Dumping

Execution (2 Persistence [2 Privilege Escalation [2 Defense Evasion (2

® Command and
Scripting

Interpreter

Initial Access [Z

3 Techniques (0%) :

® Abuse Elevation
Control Mechanism

PowerShell

v Intermediate findings

Entity CJ win-svri.acmelocal Threshold: 100 Intermediate findings count 5 Timeline  Threat topology
Asset win-svriacmelocal Priority Medium | DNS win-svriacmelocal | Business
Unit itservices Category windows server
90
80
0
Thu 30 Sat
May 2024 June 202
Intermediate findings details
Q filter Show 10 ~
> Timel Risk Message $
> VYesterdav. Aninstance of cmdexe spawnine nrocdumn exe was identified attemotine to dump Isass exe on endnoint

leveraged:

1. SPL Generation based on the user's Splunk
environment:

« This involves creating or generating
Splunk Processing Language (SPL)
queries according to the user’s
requirements and the available structure
and data in the user's Splunk
environment.

2. Summarizing security findings:

@ oo smith May30,8:34PM
Reviewed all process activity for user bstoll

"parent_process_name","process_name",process,count first

Time lastTime

ratior
ant:

5 INVo
unk P
ries ¢
uirem
data
Ironmn

ing s

s refe
alled
ts, or
unk e

jal iny

5 INVO
estiga
Jntext ¢
analysis,

4. Recommendin
Security Conte

« This invo

detectior

@ Johnsmith May30,831PM MOnoLs
within th

Compromised user account ; '
environn

user account bstoll appears compromised as that user is on

leave. Have quarantined the machine pending further

These features enable

reporting of security €

. John Smith May 30, 8:30 PM
Escalated to service owner

Contacted service owner to verify situation given IT user

» Ask me anyth

advanced analytics ar

ing about




Priklady nasazeni on-prem

Single Server Deployment (S1)

Search / Indexing Tier Management
| i — 7
» Idealni pro: Mensi prostredi, PoC (Proof of S N
Concept) nebo objemy dat zhruba do 300 k:——‘_‘-, { SHodabne } O---0
GB/den. .

Search Head bézi na jednom fyzickém

 Architektura (All-in-One): Indexer a |
nebo virtualnim serveru. I

Collection Tier
* Vyhody: Velmi rychlé nasazeni a nizké

’ . — f c—
naklady na infrastrukturu. A i.> = = = —4
S—yr J = — E_. O - O Ln% )
 Omezeni: Nema High Availability. Pokud —T J— ] — -~
server spadne, nefunguje vyhledavani a TR SventCotoctor:  CTomden tetwork inpt Other inputs

nova data se musi bufferovat na
Forwarderech.
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Izolované tymy resi izolované problémy

Kterého
zdkaznika se to

. 2o
tyka? Definitivhé to

neni databaze...

ITOps Tym The War Room Business linie
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ku te c n a OV . g Sevwery - B CRIVY . Wat: Serveny « 1 CRIY- Ago Serwn - OX CESVI . e Servpey - B
© 0 0

0 0

end-to-end . 100 N/A N/A
viditelnost

Filter Services KPI Value: A
o= Web Store (2 X Application Response Times
"orcyp, ~—— "\ 424 ML \. 516878 ms
S0ora
9 KPIs Open all in Deep Dive [A 4 Entities
Severity - KPI Name = Value = Severity . Entity Name = Value :
- V 4
. Sledu te stav a v konnost O-’u:;‘ cation Response Times 5168.78 ms Critics O{."l;l(',Z"':."I‘.'J"} webserver-
J y Otwww.buttercup.com
Critica Web Store Checkout Page Event Status ‘ 6
- ] oo @ 8 S P S $ g i .
VAo, \ 1 ) Critica Web Store Login Page Event Status G -
sluzeb (Service Analyzer O oty o Mot & St by o P :
41')/_) ¥ A,O, Q Vre “Ora ¢ |

" Sats i Liser;Responss Time o SR
* Ziskejte detailni pohled do - oo - e
infrastruktury - z jednoho » e e
dashboardu s o

C&tiop, & @ 1Critical and High Event Groups  View All[2
.\”!{"’/I‘r' .
® Root Cause ana I\’/za == = =2 e
;, 100+ Customer Transaction Issue Unassigned
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Splunk IT Service Intelligence

Nejkomplexnejsi observability reseni na trhu

Ziskejte kompletni  gpizte MTTD
pokryti a MTTR
W .

PIna viditelnost
napric siti,
infrastrukturou
a aplikacemi

Rychlejsi detekce
a analyza incidentu

Priorita dopadu na
business

Jak vykonnostni
probléemy ovlivnuji
klicové KPI vaseho
businessu

Mejte naklady pod
kontrolou

Zvyseni provozni
efektivity a snizeni
nakladu pfi FfeSeni
problému



Proc spolupracovat se Splunkem?

Redlna byznysova hodnota podle ITOps tymu z ruznych oblasti

64%

¥ Neplanované
vypadky

Optimalizace
nakladu

Zvysena dostupnost
diky prevenci
nakladnych incidentu

907

¥ Méne vystrah

Provozni efektivita

Tymy se mohou
soustredit na to, co
je skuteéné dulezité

Q7% 757

v Zkraceni MTTR Vv Chybovost vici
zakaznikum

Dopad na byznys Inovace
Posileni reputace Uspé&sna
znacky diky 360° transformace firmy

prehledu o sluzbach pomoci modernich
technologii
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Monitoring

infrastruktur

® Konsolidujte dohledové a

integracni nastroje

® Dohled virtualizacnich
platforem

®* Monitoring kontejnerizace

Node Properties

CPU% Used By Pod

WVURRALUML/OD

davidmcalllsternode2

davidmcallisternode?2-
hoBvtany

Ready

Pod Name

NMUL/C UCIMIL VWURRNLUML UTITAIL FUu v I

Workloads o

Workdoad Workioad Type

Mem% Used By Pod

LU TMAIINDD UT 1AL

Pending Pods Running Pods

i

=3 Splunk Investigation | Splunk = X <

C () & sfxsplunk.com/en-US/app/sear

splunk erpf App: Search & Reporting «
Search Metrics Datasets Reponis Alerts Dashboards

Splunk investigation
Time Intervail Customer

LBSTAanNOWsS . A

Flash Site ERRORs

ERROR Logs
i Event
> 2020-88-28 17:43:42 ERROR t =72498da78 t !
%Zm% 000 AM ag com. réquests. anaie?"fﬁ est. ca;a 22 Aﬁgcgtgﬁgé
at com. requests. 1 mgest R3LN 1rﬁ§est ava
Instance-1 omemanmit_singn/andgs/acq-aavicimcs...

29 2020-08-28 17:43:46 ERROR tance=72498da78008 ontainer=t
%22 46.000 AM : com. reqguests. api naIeﬁngg.es . “ Aiggc:égﬁgg
at com. requests. am andler mges -nn Inkest. java

Instance-1 momemnamit_ nqmanonsa Q-0aviaimca...

17:43:4% t =724 7 -5
Re8Ao00an 2026-08-24 100,41 SRR, , ingtancecT2A9R4To00, rpntajner
ﬂt com.reguests. apx er lng na lJéeSt AV
instance-1 momemamix_singn/anogsAog-ocaviamca...

2020-088-28 17:43:40 ERRCR t »72498da78 t
%:28%%.000 AM at com. requests.api ng;e?"fﬁ est. c ~ QMAﬂgcgtgﬁg;
at com.requests.ap: er mgest ma E ava
nstance-1 Jnomemamit_singn/anog omca...




Inteligentni
Incident
Management

343minutes .
M
| P
I :0
oget
® ”|
Zryc h I ete MTTR d I ky Format Timeline « - Zoom Out 1 hour per column
o 60
] y y
korelaci udalosti 0 -
6:00 PM 12:00 PM
” ” - Mon Mar 23
V realnem case 2020 Configure Action
IZ Sortedby ? [J Time Low New v Unassigned v Actions X
. Auto m atizova n é m u On-Prem Database issue 3/24/2020 Tk Syem senvice fow
i Owner: Unassigned Severity: Low
7~ ~ 4 n - ~ - User account events on acc... 3/24/2020
u rcova nl prlorlt InCIdent 7 Owner: Unassigned Severity: Info TicxerlD »T‘f‘w = :
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'y 3 Hezky zbytek dne Splunk S

a CISCO company
Splunk ma nejvétsi lokalni podporu v historii

Zkuseni partnefi a fada zdkaznikl v Ceské republice

Cisco - jistd budoucnost a zaruka inovace

Uvazujte Splunk s dalSim projektem v bezpeénosti a observabilité

Leos Jerabek, Cisco
lerabek@cisco.com
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