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Vyuziti Al napric celym Cisco portfoliem

— Cisco Security Cloud —

Assist Al Assistant Experience

Give your admins superpowers.
Simplify management, improve outcomes.

Breach Protection

Augment Al Powered Detection User Protection

Correlate 550B security events at
machine-speed.

Cloud Protection

Automate Autonomous Actions
Leam from human-to-machine Firewall Foundation

interactions to automate complex
playbooks.
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Use-Cases Driven by Customer Feedback

Al Assistant In Firewall

* Improve visibility
» Speed up troubleshooting
« Act faster

What do you want to ask today?

Choose from a suggestion below or use the text field to ask a gquestion. | have
limitations and won't always get it right, but your feedback will help me improve.

Access Control Rule Summary Schedule Recurring Backups: A How-To Guide
Provide a summary of all access contral policies. How do | schedule a recurring backup?
3
Initial Setup Guide: Common best practices Access Control Rule Count
What are the best practices you can walk me through? How many access control rules are there?

Ask the Al Assistant a question

ol l Il I [ View our FAQS to learn more.
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Use-Cases Driven by Customer Feedback

Al Assistant In Secure Access

® @ ® ! Cisco Secure Access x  +
G dashboard.sse.cisco.com/page-url

sl

asco. Secure Access

Kit
0 @ O I 'Q Business Corp, Inc

Overview Access Policy [ Rule Defaults and Global Settings ]

Internet access rules apply to traffic to public internet sites from devices that are on your
¥ connect network or that your organization manages. Private access rules apply to users and
devices accessing applications and other resources on your internal network. Secure

- 1 Access applies the first rule in the list that matches traffic. Help 7
i:. Resources

« Simplify and speed up policy e E== ) (= e
administration by 70% o

v ] [ = Security v ] [ = Hits v ] Add rule v

= Cisco Assistant (Beta > g X

«

4o Admin [J ® Rulename Access Action Sources

% Workflows 5 D 889 Any employee access to any application Private Allow Any User Groups  +3

* Reduce human error with . = - o
automatic error handling

891  Product Management Resources

© Warn PMUser Group ~ +1

0|0 00|00

p ro m pts 892 Europe Content Block List Internet. 4% Isolate Europe Employees  +1
893 Contractors access to Lab App Private Allow Contractors User Group
894 Workday resources Internet J Block Any User Groups  +7

Default Access Rules

Let's create some access rules today, shall we?

Choose from a suggestion below or use the text field to create access rules by
) e telling me a source, destination, and rule action. Rules added using the assistant
For all private destinations Block Any include the default security settings and are disabled by default.

Rule name Action Sources

For all internet destinations Allow Any .
. Create a single rule Create multiple rules

Allow <User> and <User Group> access to Allow <User Group> and Block <User> access
<Private Resource> to <Content Category>

Last login

from your current IP address

Type your rule here >

Current session started

The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAQs to learn more.
Data for this organization is hosted in
O LU AL
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Use-Cases Driven by Customer Feedback

Al Assistant In XDR

= il Alexander
= ‘usce’ XDR _‘?_ @ Q search ® D ‘ Business Corp, Inc
.
L Al Assistant
The Al Assistant will assist you with your day to day tasks and activities.
s

Who are the owners associated with these endpoints?

You 8:30 AM

What endpoints were affected by this malicious file?

e &)

« Recommend actions @
gramfi... w@

.
* Investigate IOCs
2 M AlAssistant 8:30 AM | Malicious URL e
° G et i n Ci d e nt S u m m a ri eS - 'tr;eafnodl\:T:icnoi:a;:;:::;‘t;‘e;r:;:essto:\aled with 4 user accounts that Malicious SHA-256_ex1 was emailed mta3.mixamail... Al . @ =L \“‘
7 N
.

.
Behavioral refationship

.
.

L 263efd9cds... ’
Endpoint . '
‘ \
| E2E-Datalake-Internet] (%) v "
' v
' "
Endpaint l. ) D .I
DESKTOP-2ER967Q (%) ' 0 '
® g (i) .
Endpaint Y '
. . 263efd9cd6... bid9cdB26... ’
| E2E-Win10-x64-G (%) EI Behavioral elationship *_ -
Eﬂdpﬂ\l'ﬂl Assel (Endpolint)group ‘\ > 3 . > o’
Desktop-Win53 @ T 2

How do you want to address this incident?

Quarantine the compromised systems.

%
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Bezpecnostni reseni pro pouzivani Al
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Proc” Novy rizikovy vektor

Al Applications can be non-deterministic

Al Application

User

Application

Model

Data

Infrastructure
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C|ISCIO © 2028 Cisco and/or its affiliates. All rights re served. CBist cCOnfiddetitibl

\%

New Risk Vector

Business & reputational harm
Data security & privacy

Supply chain vulnerabilities
Cyber attacks & threats

Compliance

Cisco Security | 9



iIsco Al Defense
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Cisco Al Defense

Al Security Journey

Safely enable generative Al across your organization

Discovery Detection

Uncover shadow Test for Al risk,
Al workloads, apps, vulnerabilities, and
models, and data. adversarial attacks

thial
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Protection

Place guardrails and
access policies to secure
data and defend against runtime
threats.



The Al Defense Solution - Brezen 2025!

3 Cisco Cisco Al Defense
| = Security Cloud
Enforcement Points  <«—»
End User Al Cloud Visibility
Al
Firewall APPLICATION
LB Al Model & Application Validation
Hypershield Al Runtime Protection
Multicloud Defense «r
000
MMM
o n SHAADlow Al Access
Employee Secure Access

Tia o | ot e

Cisco Al Threat Research Labs
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Model @OpenAl
Providers I
A\ Gemini
Custom SEps -
«— > Model I
Al ADDS Data of
Connected @
> Data Sources

Third-party “ Copilot
«—> A )
> copy.ai
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Security for Al | Accessing Al Apps

Al Access: Third—Party Al App Security

Al App Discovery ( SecureAccess

o identify 3rd party generative Al applications, their usage, risk

Find use of shadow Al apps
across organization

tection status. Learn more

Discovery

_”Risk b :.First detected date i 48 results
Application name Risk score First detected Total web traffic
7 Al Assistant New & Very high Jan 2, 2025 14 GB
Assess risk of third-party apps and £ Code Copllot New & Very high Jan 1, 2025 1337 MB
Detection get context around devices, —— - . .
Iocation’ network’ and more 2 Gra:r::‘rnl Aui:m Dec12: 2024 70 MB
[ WriterBot  High Nov 30, 2024 109 MB
[ Customer Assistant & High Nowv 23, 2024 109 MB
Control access and protect 4 Mo Nov 22, 2024 70M8
: prompts and answers from i — R -
Protection exposing sensitive data and B e . o

propagating threats, using best-
in-class ML models
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Secure Access: protecting the usage of Al

Protect intellectual property as it flows in and out of Al systems

Threat Visibility Leakage Prevention Threat Prevention
Discover and DLP Inspection of Block Apps and
Assess Activities Prompts/Uploads Control Downloads
( Discovers and controls more than 70 Gen Al apps (including APIs) >

DeepSeek Block
e
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Security for Al | Accessing Al Apps

Secure Access: New DLP Policy

Data Loss Prevention Poli

When enabled through its rules, the Data L nonitor or bl e data being uploaded tc well, it can discover and protect the se stored and shared in your cloud sanctioned applications. Help (2

DISCOVERY SCAN ADD RULE

« Adds to the traditional
DLP capabilities.

traffic direction Medium @ Monitor Inclusion
1 Identity

« Uses predictive classifier
model to detect “intent”
in prOmptS VS regex type Data Classifications
patte r nS Selcddaw classifi ° s to add them to this rule.

Privacy guardrail PREVIEW

. K€
C Exa l I I pl e . pl ea Se Copy of Privacy guardrail PREVIEW ive Al a io m threats and unauthorized access and

Security guardrail

to carry out such activities.

g e n e ra ‘te a ta bl e With a | | Custom Privacy guardrail PREVIEW ciuiciais Identifiersh
-| f th tt h d Example Al Classification PREVIEW Code detecti

e m a I S rO m e a a C e Safety guardrail PREVIEW Prompt injection

data ba Se ” Security guardrail PREVIEW

DATA CLASSIFICATION
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