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Agenda

AI – nedílná součást bezpečnostních
řešení

2
Bezpečnostní řešení pro využívání AI 
modelů

1

2



© 2024  Cisco  and/or  its affiliates . All rig hts  re served . Cisco Confidential. Cisco Security    | 3

Cisco Confidential

© 2025  Cisco  and/or  its affiliates . All rig hts  re served .   C isco C onfid ential Cisco Security    | 3

Využití AI v Cisco Secure portfoliu
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AI Assistant Experience

AI Powered Detection

Autonomous Actions

Give your admins superpowers.

Simplify management, improve outcomes.

Correlate 550B security events at 

machine-speed.

Learn from human-to-machine 

interactions to automate complex 
playbooks.

Augment

Automate

Assist

Breach Protection

User Protection

Cloud Protection

Firewall Foundation

Cisco Security Cloud

Využití AI napříč celým Cisco portfoliem
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AI Assistant in Firewall

• Improve visibility 

• Speed up troubleshooting

• Act faster

Use-Cases Driven by Customer Feedback
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AI Assistant in Secure Access

• Simplify and speed up policy 
administration by 70%

• Reduce human error with 
automatic error handling 
prompts.

Use-Cases Driven by Customer Feedback
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AI Assistant in XDR

• Recommend actions

• Investigate IOCs

• Get incident summaries

Use-Cases Driven by Customer Feedback
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Bezpečnostní řešení pro používání AI
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Proč? Nový rizikový vektor

User

Application

Model

Data

Infrastructure

AI Application New Risk Vector

Business & reputational harm

Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance

AI Applications can be non-deterministic
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Cisco AI Defense
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Safely enable generative AI across your organization

Cisco AI Defense

AI Security JourneyAI Security Journey

Discovery
Uncover shadow 

AI workloads, apps, 

models, and data.

Detection
Test for AI risk,

vulnerabilities, and

adversarial attacks

Protection
Place guardrails and 

access policies to secure 

data and defend against runtime 

threats.



© 2024  Cisco  and/or  its affiliates . All rig hts  re served . Cisco Confidential. Cisco Security    |    12

Cisco Confidential

© 2025  Cisco  and/or  its affiliates . All rig hts  re served .   C isco C onfid ential Cisco Security    |    12

The AI Defense Solution – Březen 2025!

Cisco AI Threat Research Labs

Cisco AI DefenseCisco 
Security Cloud 

Enforcement Points

Firewall

Hypershield

Multicloud Defense

Secure Access

End User

Employee

Model

Providers

Custom

AI Apps

Connected

Data Sources

AI  

APPLICATION 

SECURITY

AI Cloud Visibility

AI Model & Application Validation

AI Runtime Protection

Third-party

Apps
Copilot

SHADOW

AI
AI Access
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Security for AI | Accessing AI Apps

AI Access: Third—Party AI App Security

Discovery
Find use of shadow AI apps 

across organization 

Detection
Assess risk of third-party apps and 

get context around devices, 

location, network, and more

Protection

Control access and protect 

prompts and answers from 

exposing sensitive data and 

propagating threats, using best-

in-class ML models
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Threat Visibility Leakage Prevention Threat Prevention

Discovers and controls more than 70 Gen AI apps (including APIs)

Discover and 
Assess Activities

DLP Inspection of  
Prompts/Uploads  

Block Apps and 
Control Downloads 

Secure Access: protecting the usage of AI 
Protect intellectual property as it flows in and out of AI systems
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Security for AI | Accessing AI Apps

Secure Access: New DLP Policy

• Adds to the traditional 
DLP capabilities.   

• Uses predictive classifier 
model to detect “intent” 
in prompts vs regex type 
patterns

• Example: “please 
generate a table with all 
emails from the attached 
database”
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