


SIEM....jJasne, kazdy ho ma....no jo ....ALE

* Dnesni SIEM - SOC koncepty spolehaji prevazne na rucni analyzu
detekovanych incidentu

« Coz je €asoveé narocny a na lidskou chybu nachylny pristup

« SkutecCnou vyzvou je prioritizace incidentl se zamerenim na false
positives.

* Realné hrozby mohou byt prehlednuty, nebo jejich analyza zpozdena
diky této neefektivite

« Pricemz diky lidskemu faktoru zustava nevyuzita existujici Knowledge

base historickych incident Ci postupu, které jiz vaci danému incident jiz
byly uplatneny
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Kdyz do toho vstoupi Al T

security

Al SOC Consultant:

Vyvinut v Atos/Eviden CR

BéZi lokdlné s vyuzitim cloud-based LLM modeld.

Napojeni na SIEM API kdy extrahuje offenses.

Obsahuje kontrolni mechanismy predchazejici vystupldm “mimo context”.....
Aby si Al nevymyslelo ©

Al workflow (Al Pipeline):

* Framework automatizujici workflow s pouzitim Al

* Umoznuje spousténi viceCetnych Al demonu s rliznymi sadami API pfipojeni
a raznych knowledge base

I”

* Pouziva pristup “agentic A
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Standardni pristup CYBER
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Jak Al SOC konsultant realne pomaha

:
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: L-----’ ----- Security
offences

Zmeéna bezpecnostnich
nastaveni
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Jak Al SOC konsultant realne pomaha CYBER
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Vyuziti expertu se meni

Dnesni SOC jsou proskoleni, motivovani lidé se zajmem o
bezpecnostni problematiku

SIEM

analyst HW architect Linux OS SOC operator OT security PM

Linux OS Pentests

AtOS
CYBER

security

Budouci SOC bude vyzadovat znalost a odpovédnost pro
rozhodovani + expertizu k ladéni Al / LLM / RAG

SOC analyst

Al architect
DLP expert PM Security Network SOC operator Management Pentests Consulting
architect architect
Al assistants
Zména -> Vyzva -> nikoliv Hrozba ——
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Dopady pouziti Al pro podporu rozhodovani

Preference vyuziti lokdlni knowledge base Automatizace bezpecnostnich zdsahu
(aby si Al nevymyslelo) (rychlost, nevznikaji zpozdéent)
Kontinuita ¢innosti, analytici si nemuseji Rozvoj Al je motivaci pro zameéstnance,
slozité preddavat pripady ktefi chtéji veéci zlepSovat

Al doplniuje chybéjici experty
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LIVE DEMO é%%g

ninic@Tonass-MacBook-Alr-3 ~ ¥ cd Desktop
mimiclTorass-MacBook-Air-3 Desktop % sudo ssh ubuntuBd,?1,.94,233 -i Tomas-Mlavsa-SOC_ed.pen
Welcome to UbLntu 24.84.2 LTS (BGNU/Linux 6.8.0-1827-aws xB&_64)
5 Loy sy e
*» Documentstion: https://help.ubunty.con
+ Manageoent: https://landscape.canonical.con
+ Support: https://ubuntu.con/pro Status: OPEN

Offense Sousce: 223,130

Systen information as of Fri May 2 18:19:27 UTC 2028 & InGdent 1D: 229

System load: 9.87 Processes: 108 e
Usage of /: 23.7% of 18,3368 Users logged in: [

Memory usage: 38N IPv4 address for enX@: 172.31.8.282

Swap usage: o P—

* Ubuntu Pro delivers the most comprebensive open source security and Event Count: 2
i ¢
compliance features. Offense Source: 223
https://ubuntu.con/sws/pro Status: OPEN
Expanded Security Maintenance for Applications is not enabled. ! Incident 1D: 228
4 Soverity: il
21 updates con be applied imvediately. /
To ses these sdditiomal updates run: apt list —upgradable Tiption: Mutipie Login Fafieres [0 the Sama Destination peecedod by Nultipie Login Falures from the cantaining Bad
Enable ESM Apps to receive additional future security updates Cotegaries: S5H Lo , Login Falle
See https://ubuntu.com/esm or runt sudo pro status
Fvent Count: M
. . . " Offense Source: 185
Last login: Fri May 2 15:16:32 2025 from 89.199.87.258
t IEip-172-31-8-262:-8 sudo iptables -L Status: OPEN
INPUT alicy ACCEPT)
{palicy dent ID; 213
prot opt source destination
all — 183.130.187.74 anywhere Severity: i

Chain

Chain FORMARD (policy ACCEPT) Dascription: M i Bed
target prot opt source destination

Categories: 55
Chain QUTPUT (policy ACCEPT)

Event Count: 31

target prot opt source
bunt 1 1-0-282: -8 sudo iptables -L

Chain INPUT {policy ACCEPT)
source

destination

destination

Offense Source: 2

Statws: OPEN

183,130.187.74 anywhere
183.138.1587.74 anyahere

These Incidants indicate repaated login fallures, which could signify potential unauthorized acoess attempts, Il you need further

detalls or actons regarding any of thesa incidents, plaase let me know
Chain FORMARD (policy ACCEPT
target prot opt source destination

Chain CUTPUT (policy ACCEPT) block source 1P 113,130,157, 74

] 3 rot ource inati
target prot opt sourc destination
buntupip-17: 2:-8 |
The source 1P 103,130,157 74 has been successfully blocked. Pleate remember to monitar the network lor any Turthe

tterns and consider irvesbgating any internal that may have iInteracted with this IP
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Otazky?

+420 604 290 196
tomas.hlavsa@eviden.com
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