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Klicové trendy v IT

Adopce cloudovych technologii

Aplikace jsou klicové pro kazdou firmu a
organizaci

Posun k hybridnimu zplsobu prace

Presun bezpecnosti do cloudu

Nastup Wi-Fi 6(e) & 5G

Analytika, Vhled, Al Operations,
Automatizace



Tektonicky posuv v komunikacnich tocich

UZivatelé, zarizeni a aplikace jsou rozprostreni kdekoliv
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Zmeéna ve zpusobech a cilech komunikace

Jako dlvod pro zménu architektury
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Transformace komunikacni infrastruktury
Prechod od DC-centrické topologie ke Cloud-ready
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SASE, ZASE ?

SASE = Secure Access Service Edge

 SASE prezentovano jako zasadni novinka
- Gartner: SASE architektura 2019, podrobnéjsi taxonomie 2021

- VetSina komponent jiz drive
 Napfr. firewall, proxy, bezpecné DNS, (SD-)WAN, ...

- Takze jen novy “buzzword” ? Nikoliv:
- Technologie provozovany formou cloudové sluzby
- Integrace do jednotné architektury



Cisco SASE
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Reduce cost

Improve OpEx with circuit consolidation and
consolidation of Ul touchpoints

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

End-to-end visibility

Security
SSE

Improve user experience

Bring services closer to user and leverage middle-

mile partnerships + password-less authentication to

optimize connections

Provider

-
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Minimize risk
Decryption & inspection addressing data loss,

leveraging a true zero-trust approach across
the IT perimeter



Cisco SASE Architektura

4 N\
Consumer

End-to-end visibility

SASE

SD-WAN
Secure Edge
. Hierarchical
App-to-A
‘:] Network [ Segmentation ] [ Topologies ] [ pp-to-App ]
[ Application ] [ Application ] [ Multi-cloud ]
(@ I Visibility Aware Routing Access
%
(/,}é} ‘
Secure Remote Security Service Edge
Worker ZTNA
D [ DNS security] [ NGFW ] [ CASB / DLP ]
D — Software VPN Device Posture Secure Web Remote Browser
Health Gateway Isolation
\§ J k

Reduce cost

* Improve OpEx through circuit consolidation

* Reduce IT complexity and improve OpEx by consolidating Ul
touchpoints and leveraging centralized policy
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Provider

Private DC

Middle Mile
Optimization

Improve user experience

* Leverage password-less authentication measures to
streamline workflows

* Leverage Cisco® SD-WAN + middle-mile partnership to optimize
connections and reduce latency

Minimize risk
e Proxy-based architecture decrypts, inspects, and assists with data

loss prevention to protect brand

* Leverage a true zero-trust approach by securing workplace and off-
premises workforce to workloads



Cisco SASE Architektura
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Cisco SASE — typickeé pripady pouziti
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Bezpecna prace na dalku Secure edge




Use Case 1 — Bezpecna prace na dalku

Cil: Bezproblémovy pfistup k aplikacim s vysokou mirou end-to-end bezpecnosti
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Use Case 2 - Secure Edge
Bezpecna pobockova sit s optimalizovanym pfistunem k rozprostfenym aplikacim
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- Software-defined transport agnostic + SaaS optimization (ie. M365) for + Cloud security stack to secure all - Simple, fast deployment of network and
dynamic path selection improved user experience outbound traffic to internet/SaaS security
« Integrated multicloud connectivity + End-to-end observability with - Establish zero trust application + Zero touch provisioning
en?blmﬁ consistent policy to cloud telemetry insights access for user/device . Common cloud-delivered security policy
networks

+ Automate response across network diameter

« Cloud agnostic middle-mile with SecureX

optimization (SDCI)



ProC nyni a proc Cisco?

Single-vendor SASE

Single-vendor SASE offerings deliver multiple converged network
and security as-a-service capabilities, — such as software-
defined WAN (SD-WAN), secure web gateway (SWG), cloud
access security broker (CASB), network firewalling and zero trust
network access (ZTNA) — using a cloud-centric architecture.

Gartner: Market Guide for Single-Vendor SASE, September 2022



ProC nyni a proc Cisco?

By 2025, one-third of new SASE deployments will be based on a single-vendor SASE
offering, up from 10% in 2022.

* By 2025, 80% of enterprises will have adopted a strategy to unify web, cloud services and
private application access using a SASE/SSE architecture, up from 20% in 2021.

* By 2025, 65% of enterprises will have consolidated individual SASE components into one
or two explicitly partnered SASE vendors, up from 15% in 2021.

* By 2025, 50% of new SD-WAN purchases will be part of a single-vendor SASE offering, up
from 10% in 2022

Gartner: Market Guide for Single-Vendor SASE, September 2022



Hlavni Cisco SASE vyhody

- Integrované reseni = end-to-end single vendor SASE

- PInd automatizace, rychlé nasazeni, uplny zero touch deployment (ZTD), integrované
workflow zahrnujici i provisioning v cloudu

 Velka a provérena Skalovatelnost
« napf. >10 tis. pobocek v pripadé SD/WAN
- >40 datovych center provozujicich Cisco SSE sluzby po svété, jedno z nich je i v Praze)

- Integrovana analytika a nastroje pro end-to-end vhled i pro provoz cloudovych
aplikaci pro rychlou prevenci, detekci a odstranéni provoznich i bezpecnostnich
problém

« Otevreny systém s moznosti integrace i na bazi publikovanych API rozhrani
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EU Revised Directive on
Security of Network and
Information Systems (NIS2)

DalsSi divod, proc€ se zajimat o SASE
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08:30-09:30 Registrace 11:30-12:10 Anatomie SASE architektury - novodoby perimetr
09:30-11:00 Key Note: Sit, cloud a bezpeénost v decentralizovaném prostiedi

(Michal Stachnik, Tomas Kupka, Cisco; specialni host) (Pavel Kiizanovsky, Zdenek Roubal, Cisco)
11:00-11:30 Coffee break 12:10-12:50 Secure Remote Worker - jak ochranit uZivatele proti

ransomware a phishingu i mimo prostfedi korporatni sité?

Businiess Traok: (Jifi Tesafr, Cisco; Jiff Herzig, ALEF Nula)
12:50-13:30

, — e Secure Edge - role SD-WAN v SASE architektufe
11:30-12:10 SASE - realita nebo dal3i mytus v pofadi?

/ : i ¥ (Miroslav Brzek, Cisco,; Petr Henzel, ALEF Nula)
(Mifan Habrcetl, Cisco; Michal Zedni¢ek, ALEF Nuia)

12:10-12:50 SASE Hiodu ZAKazickich ooteh 13:30-13:35 Zavérecéné shruti
gt ; TR po‘ 5 (Pavel Kfizanovsky, Zdenek Roubal, Cisco)
(Milan Habrcetl, Peter Sakala, Cisco)

12:50-13:30 Nabidka SASE sluZeb pro cesky trh Spoledny nasledulici .
(Roman Janovi&, Cisco; Michal Seidi, ALEF Nula) poledny nisiedujici program:

13:30-13:35 Zavéredné shmuti 13:30-15:00 Obéd + Networking

(Milan Habrcetl, Martin Dolezel, Cisco) K d e S e d O ZVé d ét V I’C e ?
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