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Aneb bezpečně do hybridních cloudů
Zase to (Cisco) SASE
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Klíčové trendy v IT 

Aplikace jsou klíčové pro každou firmu a 

organizaci

Nástup Wi-Fi 6(e) & 5G

Přesun bezpečnosti do cloudu

Adopce cloudových technologií

Posun k hybridnímu způsobu práce

Analytika, Vhled,  AI Operations, 

Automatizace
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Tektonický posuv v komunikačnich tocích
Uživatelé, zařízení a aplikace jsou rozprostřeni kdekoliv

Perimeter

Remote users

Personal and 

mobile devices

IoT devices

Cloud applications

Hybrid infrastructure

Cloud infrastructure

Evolving
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Změna ve způsobech a cílech komunikace
Jako důvod pro změnu architektury

Traffic

Internal 20%

Internet 80%

Traffic

Internal 20%

Internet 80%

Roaming/mobileBranch offices HQ

MPLS VPN

Bottle neck

SaaS IaaS

Private cloud Browsing

Internet
Problems

• App performance

• User experience

• Security efficacy

• # Tools/vendors

• Integrations
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Transformace komunikační infrastruktury
Přechod od DC-centrické topologie ke Cloud-ready

DC-centric

MPLS VPN

Cloud-Enabled

S  A  S  E
Perimeter security

appliances to protect network

Internet
Private
Apps

Internet SaaS
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• SASE prezentováno jako zásadní novinka
• Gartner: SASE architektura 2019, podrobnější taxonomie 2021
• Většina komponent již dříve

• Např. firewall, proxy, bezpečné DNS, (SD-)WAN, …

• Takže jen nový “buzzword” ? Nikoliv:
• Technologie provozovány formou cloudové služby
• Integrace do jednotné architektury

SASE, ZASE ?
SASE = Secure Access Service Edge
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Cisco SASE

Internet SaaS

IaaS

ProviderSASEConsumer

End-to-end visibility

Private DC

Reduce cost

Improve OpEx with circuit consolidation and 

consolidation of UI touchpoints

Improve user experience

Bring services closer to user and leverage middle-

mile partnerships + password-less authentication to 

optimize connections

Minimize risk

Decryption & inspection addressing data loss, 

leveraging a true zero-trust approach across 

the IT perimeter

SD-WAN

Security 

(SSE)

Middle Mile
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End-to-end visibility

Cisco SASE Architektura

Internet

SaaS

Private DC

IaaS

ProviderSASEConsumer

Secure Edge

Secure Remote 
Worker

CASB / DLP

Device Posture 

Health

DNS security NGFW

Remote Browser 

Isolation
Secure Web 

Gateway

Application

Aware Routing
Application 

Visibility

Segmentation

Multi-cloud 

Access

Hierarchical 

Topologies
App-to-App

ZTNA

Software VPN

Network

Reduce cost
• Improve OpEx through circuit consolidation

• Reduce IT complexity and improve OpEx by consolidating UI 

touchpoints and leveraging centralized policy

Improve user experience
• Leverage password-less authentication measures to 

streamline workflows

• Leverage Cisco® SD-WAN + middle-mile partnership to optimize 

connections and reduce latency

Minimize risk

• Proxy-based architecture decrypts, inspects, and assists with data 

loss prevention to protect brand

• Leverage a true zero-trust approach by securing workplace and off-

premises workforce to workloads

Security Service Edge

SD-WAN

Optimization

Middle Mile
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End-to-end visibility

Cisco SASE Architektura

Internet

SaaS

Private DC

IaaS

ProviderSASEConsumer

Secure Edge

Secure Remote 

Worker
CASB / DLP

Device Posture 

Health

DNS security NGFW

Remote Browser 

Isolation
Secure Web 

Gateway

Application

Aware Routing
Application 

Visibility

Segmentation

Multi-cloud 

Access

Hierarchical 
Topologies App-to-App

ZTNA

Software VPN

Network

Security Service Edge

SD-WAN

Optimization
Middle Mile

Is it the 
WiFi?

Is it the home 
network? 

Is it the 
SECaaS?

Is it SD-WAN 
underlay?

Is it the 
transit ISP?

Is it the SaaS  
app?

Is it the 
Application?

Is it the ISP?

Is it SD-WAN 
overlay?
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Cisco SASE – typické případy použití

Bezpečná práce na dálku

Private
DC

IaaS Internet SaaS

Secure edge
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DNS- layer
security

Cloud- delivered
firewall (w/ IPS)

Secure 
web
gateway

Cloud access
security 
broker

Interactive 
threat 
intelligence

Remote 
browser
Isolation

Data
loss
prevention

Cloud 
malware 
detection

Use Case 1 – Bezpečná práce na dálku
Cíl: Bezproblémový přístup k aplikacím s vysokou mírou end-to-end bezpečnosti

Remote workers
Network gateway

Web apps/SSH / RDP / 
TCP Connections

SSO

Public / private apps

Remote access

Secure Client

DNS / HTTP / HTTPS
Public cloud /

SaaS

Secure TLS

C I S C O  S A S E

Internet

Private apps / nets

Co-location netsAll ports / protocols Gateway

VPN
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Use Case 2 - Secure Edge
Bezpečná pobočková síť s optimalizovaným přístupem k rozprostřeným aplikacím

Network edge
SD-WAN 
router

Internet

SaaS

SSO

SD-WAN mesh

DIA/DCA

IaaS

S D - W A N

C I S C O  S A S E

Connect

Cisco SD-WAN

• Software-defined transport agnostic 

dynamic path selection 

• Integrated multicloud connectivity 

enabling consistent policy to cloud 

networks 

• Cloud agnostic middle-mile 

optimization (SDCI)

Control

Umbrella, Duo

• Cloud security stack to secure all 

outbound traffic to internet/SaaS

• Establish zero trust application 

access for user/device

Converge

• Simple, fast deployment of network and 

security

• Zero touch provisioning

• Common cloud-delivered security policy

• Automate response across network diameter 

with SecureX

• SaaS optimization (ie. M365) for 

improved user experience

• End-to-end observability with 

telemetry insights 

Private cloud

DNS- layer
security

Cloud- delivered
firewall (w/ IPS)

Secure 
web
gateway

Cloud access
security 
broker

Interactive 
threat 
intelligence

Remote 
browser
Isolation

Data
loss
prevention

Cloud 
malware 
detection
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Proč nyní a proč Cisco?

Single-vendor SASE offerings deliver multiple converged network 

and security as-a-service capabilities, — such as software-

defined WAN (SD-WAN), secure web gateway (SWG), cloud 

access security broker (CASB), network firewalling and zero trust 

network access (ZTNA) — using a cloud-centric architecture.

Gartner: Market Guide for Single-Vendor SASE, September 2022

Single-vendor SASE



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public 14

Proč nyní a proč Cisco?

• By 2025, one-third of new SASE deployments will be based on a single-vendor SASE 
offering, up from 10% in 2022.

• By 2025, 80% of enterprises will have adopted a strategy to unify web, cloud services and 
private application access using a SASE/SSE architecture, up from 20% in 2021.

• By 2025, 65% of enterprises will have consolidated individual SASE components into one 
or two explicitly partnered SASE vendors, up from 15% in 2021.

• By 2025, 50% of new SD-WAN purchases will be part of a single-vendor SASE offering, up 
from 10% in 2022

Gartner: Market Guide for Single-Vendor SASE, September 2022
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• Integrované řešení = end-to-end single vendor SASE

• Plná automatizace, rychlé nasazení, úplný zero touch deployment (ZTD), integrované
workflow zahrnující i provisioning v cloudu

• Velká a prověřená škálovatelnost
• např. >10 tis. poboček v případě SD/WAN

• >40 datových center provozujících Cisco SSE služby po světě, jedno z nich je i v Praze)

• Integrovaná analytika a nástroje pro end-to-end vhled i pro provoz cloudových
aplikací pro rychlou prevenci, detekci a odstranění provozních i bezpečnostních
problémů

• Otevřený systém s možností integrace i na bázi publikovaných API rozhraní

Hlavní Cisco SASE výhody



EU Revised Directive on 
Security of Network and 
Information Systems (NIS2)

Další důvod, proč se zajímat o SASE
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Kde se dozvědět více ?




