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Zajisteni provozu Kll a VIS na odboru centralnich
informacnich systemu MV
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> Uvod

U Predstaveni prezentujicich
O Predstaveni OCIS infrastruktury

» Zakon o kybernetické bezpecnosti a jeho i
» Centralizované open source feSeni pro spra
» Technické a provozni standardy
» Smeérovani OCIS infrastruktury
> Zaveér
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Predstaveni prezentujicich
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OCIS infrastruktura

Je slozena ze spravy kritickych a vyznamnych informacénich systému
zarfazenych v souladu se zakonem €. 181/2014 Sb., o kybernetické bezpecnosti
a 0 zméneé souvisejicich zakonu (zakon o kybernetické bezpecénosti).

0 Agendové informacni systémy spravnich evidg
evidence ob¢anskych prukazu, evidence cestovni
mezi kritické informacni systém

0 Systém spisoveé sluzby eSSL — GINIS a DP-2 zar
informacni systém
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VirtualizaCni technologie a operacni systemy

VIRTUALIZATION
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Databazove systemy

1 1-2 4

A";,_ Microsoft®
~ SQLServer;

EFIREBIRD
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Aplikacni, zalohovaci a cluster software

GlassFish

VERITNS
A

Informz<
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Zakon o kybernetické bezpecnosti a jeho
implementace na odboru centralnich informacnich
systému MV, ktery zajiStuje provoz Kll a VIS
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Obsah

> ISMS dokumentace
» Hardening

» Auditni politiky

» Centralizované open source feSeni pro spravu
Monitoring, dohled a podpurné systémy infrastr
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Vypracovani dokumentu do Systému fizeni informacni bezpecnosti

Domovska stranka
Dokumentace ISMS

0 - Legislativa

| - Politika ISMS

Il - Organizace ISMS

Il - Bezpecnostni
politiky

IV - Dokumentace 15
[SMS

Viechny dokumenty

v U

oo v Kyberneticka bezpecnost resortu MV Resort MV
L L L L1

MNazev

ISMS 04.K04 AIS EO

ISMS 04.K05 AlS ECD

ISM5 04.K06 AlS EOP

Najit soubor

Projekty

Altivity

Je

Telefonni seznam Zpétna vazba

st Dokumentace ISMS -+ 1V - Dokumentace IS ISMS
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Vytvoreni procesu zabezpeceni konfigurace systému takovym zpUlsobem, ktery
omezi vyskyt zranitelnosti vyuzitelnych utoCnikem. V IT terminologii je tento
proces nazyvan jako hardening.
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Nastaveni politik auditingu systému, aplikaci a databazi.

Odhlaseni, pfihlaseni uzivatell
Administrativni akce
[ ]

Zmeéna prav na 0l prech
Spra ivatell

SySté U AC ? Ce )
Zména stat ,‘} 5

Politi 3S€ //
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Centralizované open source reseni pro spravu IT

Nezbytna a nutna soucast pro naplnéni pozadavku
kybernetického zakona.

J Monitoring

=4
O Dohled ? )

0 Centralnidmis -’f) acej se
HW a S astruki

open source
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Monitoring, dohled a podpurné systémy
infrastruktury

Zajisténi a zabezpeceni sluzeb piné funkcionality ,interniho dohledu a
monitoringu“ (automatické stahovani provoznich a systémovych logul), vedeni

evidence zmén a vyznamnych zmén a dalSich podpurnych w

ZABBIX h
i@ercfcnc:




Centralni monitoring OCIS IT infrastruktury

1 1-2 4
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ZABBIX
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> Proc¢ Zabbix m

» Historie implementace monitoringu IT infrastruk O

» Ukazka provozniho prostredi
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Proc¢ vubec monitorovat?

Identifikace a rychlé opraveni problémul

O Rychlé rozpoznani bezpecnostni udalosti = snizeni negativniho dopadu na provoz IT infra

Zvyseni produktivity systémovych administratort
Q Snizeni administrativnich nakladu

Méreni dostupnosti a vykonnosti
Q Ukladani historickych a trend dat pro pozdé&jsi analyzu

Zlepseni kvality poskytovanych sluzeb

Snizeni nakladu

1 1-2 4

ZABBIX
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Jaky monitorovaci nastroj vybrat?

> Open Source

A\

Podpora rtiznych platforem

Y

Rozsifitelny (monitorovana zarizeni/veli€iny)

Integrace vlastnich skriptui/utilit
Distribuovany monitoring

Dobra vizualizace (grafy, mapy, dashboardy)

YV Vv 'V VY

Otevieny a prizpusobitelny web frontend

> Aktivni a Siroka komunita

ZABBIX
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/)
),

Od zacatku se snazime o co nejjednodussi a zaroven bezpecné feSeNizso
maximalni vyuziti nativnich funkci Zabbixu bez integrace SW fietic

Q Jak navrzena architektura, tak instalace i konfigurace je pIné v nasi i, stejné
provoz a rozvoj .

o nasledny
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Historie implementace monitoringu IT infrastruktury
OCIS

—

Linux CentOS podpurné systémy

HW

SunOS servery + VM

= 0

Informix DB

OCIS Appl

VMWare Hypervisors + VM

WIN servery/VM

Dalsi org.slozka/tym?

ZABBIX
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Eskalace / filtrovani zprav

Popis

Tags

Host Groups

Severity

D1 OCIS ADM SOLARIS

D1 OCIS ADM LINUX

D1 OCIS APPL/DB

D1 OCIS LAN

D2 OCIS ADM NT

D3 OCI5S ADM

Zabbix Administrators

Sprava OCIS Sun0S

Sprava OCIS Linux OS

Sprava OCIS Appl

Sprava OCIS NET

Sprava OCIS GINIS

Dev&Test OCIS

Sprava Zabbixu

Service:05/SAN, NAKIT:AVYK

Service:05/SAN, NAKIT:AVYK

Service:APP/DB

Service:LAN

WIN:0S/DB, NAKIT:AVYK

Service:05/SAN

Zadny, tj. vidi vie

D1 OCIS Solaris Servers (SunOS svét)

D1 OCIS Linux Servers (LX svét)

D1 OCIS Solaris Servers

D1 OCIS Linux Servers

D2 OCIS NT (WIN svét)

D3 OCIS Servers (Vmware, HV)

Zadna, tj. vidi vie

komplet vie

komplet vie

komplet vée

komplet vie

komplet vie

komplet vie

komplet vie
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Jednotné nazvoslovi

» Uzivatelské skupiny
» Dashboardy

> Skupiny servertu/VM
> Templaty (=Sablony)
> SLA

» Mapy

ZABBIX
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pa architektury

Process
monitoring
'S _ . ) ]
av s —

05 Admin

E 24 Log

Moniboring

Slave Zabbix Server
I¥5S

master Zabbix Server
CY¥5

Zabbix Agent Filesystem
Monitoring D& Monitoring

Performance
L — i = i = £ =
Cvs Zabbix Proxy o1 w5 Zabbix Proxy o2 Z¥s Zabbix Proxy 51 ZWS Zabbix Proxy 52

Wb
Moniboring

Suns Zabbix Agent Wiiware Zabbix Hv
1.oddéleni: Cvs 3.oddéleni: Cvs

Sun0s Zabbix Agent Wiware Tahbix HV
1.oddéleni: Zvs 3.oddéleni: Zvs

Linux Zabbix Agent VMware Linux Zabbix Agent Limpx Zabbix Agent

Vhware Linux Zabbix Agent
1_oddéleni: Cvs 3.oddéleni: CVS

1.oddéleni: Zvs 3.oddleni: 7vs

'WIN Zabbix Agent
2_oddéleni: Cvs
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Zabbix provozni prostredi

P Servioe: 05

Er il

ZABBIX
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Zabbix provozni prostredi

Problems
Description

Configuration

SunOS: FS Usage on [ (percentage)

Trigger description

Description | Mimo pracovni dobu volejte pohotovost SUN-SOS.

ZABBIX
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Kdo ma dnes pohotovost?

fetc/zabbix/pom/kdo ma pohotovost.sh

Cilocyrctamnn [ na consanm Eemap,pzzs ie Zaplnen na ?5 %

Datum Skupina pchot. Jmeno prijmeni Telefon

FHiHFF R AR R R R R R R R R R R R R R R R
Kdo ma dnes pohotovost? 06.05.2022 INFRA-50S

Ping 2022 SUN-50S

Running processes 2022 NT-505

Senver Uptime SR
Solaris: Zabbix Agent Stop

SUN-DB

06.05.2022 SUN-AFPP
Test monitoringu UX — — -

Eontakt na operatory OCIS
Fontakt na Hotline OCIS

Host inventory

Latest data HOTLINE & SUPPORT
FREEEFFREFEHEEE AR EATRERS

Problems AIS SE(Solaris prostredi)

Graphs e55L (Ginis), DP-2

Host screens Monitoring a dohled

ZABBIX
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Zabbix provozni prostredi

Problems

Description

Configuration

Sun0S: F5 Usage on / (percentage)

semapp223: Sun0S: FS Usage on / (percentage)

ZABBIX
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Zabbix provozni prostredi

semapp223: Sun0S: FS Usage on [ (percentage)

ZABBIX
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Zabbix provozni prostredi

Kdo ma dnes pohotovost?
Ping

Running processes
Senver Uptime

Solaris: Zabbix Agent Stop

Test monitoringu UX

Host inventory
Latest data

Problems

Graphs

Host screens

ZABBIX
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bix provozni prostredi

semapp223: CPU load semapp223: CPU utilization

last min avg max
ast avg CPU idle time [avg] 99.3506 % 98.2831 99.6372 % 99.9714 %
Processor load (1 min average per core) [avg] 0.0065 0.0035 CPU user time [avg] 0.594 % 0.0107 % 0.2927 % 1.5194 %
Processor load (5 min average per core) [avg] 0.0079 0.0034 CPU system time  [avg] 0.1179 % 0.0174 % 0.0697 % 0.2317 %
Processor load (15 min average per core) [avg] 0.0078 0.0031 CPU iowait time [avg] 0% 09 0% 0 %

semapp223: Memory Utilization in %
35.275 %

[~ . [ [ in %
semapp223: Free swap space in % 35.265 %

last min av

Free swap spacein % [alll 100% 100% 100 % e

ast min av max
Memory Utilization in % [all] 35.2691 % 35.2459 % 35.2546 % 35.2737 %

Trigger: Na serveru semapp223 e aktualne vyuzita pamet na 35.2691 % !!  [> 90]

ZABBIX
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# BOOK-1/10.74.48.91 # #AEN-/10.74,48.49 #

#BRNO/10.74.48.70 #
(ICMP Ping only)

10 Cluster

namo 10744871 E
e:736 days, 16:37:16
CPU:56 / Avallable RAM:89.26 GB from 255.66 GB

# BRNO-2/10.74.48.72 #
iptime:232 days, 12:00:14
CPU:56 / Available RAM:90.14 GB from 255.66 GB

#BRNO-3/10.74.48.73 #
ptime:231 days, 10:45:15
CPU:56 / Available RAM:75.4 GB from 255.66 GB

SRR
Uptime:?30 days, 17:41:42
CPUS6 / Available RAM:91.18 GE from 255,66 GE

n amo 5/10 74.48.75 #
days, 72:29:41
CPU:56 / Avauame wwa 212.59 GB from 255.66 GB

# BROD-2/10.74.43.89 #
Uptime:154 days, 21:39:41
CPU:24 / Available RAM:2.48 GB from 7.91 GB
xarcm)vmn 48.90 # #BROD-3/10.74.48.103 #
e:154 days, 21:41:23 Uptime:00:36:59

ptim pi
CPULLA M RAMCE.D1 CB i 7.91 GE CPUE 1 Avaable RARCS5 GBfrom B GB. CPU3 / Avatable RARLA.25 O fom B GB._ CPULS | vaaboe RAMCA52 88 from 8 G5

gov.cz

Zabbix Maps

R
U muu.u-m o 4 58

ety
e RAL .2 G e 28 3

M;E\_z/m 74 43 m# #smﬂmmwm?u& Al

e:365 days, 1 Uptime:143 days, 2

# AEM-3/10.74.48.83 & #ELE-1/10.74.48.95 # # GTEST-2/10, 744326#

Uptime tays, 13
CPU:12 / Available RAN:3.54 GB from & GB:

SUNKNOWN® . 221.36 Kbps. 95.57 Kbps | | 104.28 Kbps 929.97 Kbps 173.34 Kbps

ICMP Ping only 417.61 Kbps

#50L-Cluster/10.74.48.87 #
ICMP Ping anly (ping only)
14.06 Mbps . “UNKNOWN®
A MO CVS Zabbix Proxy 02
16.88 Mbps ICMP Ping anly “UNKNOWN®
8.14 Mbps

6.45 Mbps.
#SQLAGGLO1/10.74.48.115 #
10.07 Mbps 132.42 Kbps 98.22 Kbps | | 125.1 Kbps (ping only)

0bps 100.7 Kbps, 100.33 Kbps 99.87 Kbps

#7UD-3/10.74. 415 99 # #NVOCBCKD1/10.74.48.121 # IVOCDC03/10.74.48.111 #
ime:309 days, 29 Uptimez222 days, 1 0 stime:247 days, 1
CPU:12 / Available RAM:A. 13 GB from 8 GB  CPU:8 / Available RAM:1.81 GB from 4:GB wailable RAM:2.85 GB from 4 GB.

#DC-2/10.74.48.80 #
€231 days, 00:32:24

#XRG-1/10.74.48.93 #
ime:420 days, 18:07:04

anﬂanrmmn 74.48.106 #
€222 days, 16:36:37
CPU:2 1 Avalable RAVCT 5 GE from 4 GB

#m)srwmnm a« x

ptime time:?
cPUIB [ Avavlable mM 3. oz c.a from 12 GB CPU:4 / Available RAM:465.. 44 M\ QPUz16 2 Available RAMS. 24 GB ¢mm 10GB CPU:B t valable RANA 2 GB nnm 8GB

tmeizy 1n
PSS e AT G8 e 26,63
Lo e

0push s
ptmerty om 263

U At AR 91631
gm0

cPU: utnvamble RAM:3.84 GB from 8 GB

# SERVIS/10.74.48.68 #

days, 22

Uptime:: 29
CPU:12 / Available RAM:14.66 GB from 24.01 GB

#5QL1/10.74.48.85

#5012/10.74.48.86 #

# NVOCSQLO3/10.74.48. 113 #
Uptime:16.d: :04:18
CPU:12 / Available RAM:S0.5 GE from 160 GE

#NVOCSQLMMD 7448114 %
Uptime:206 days, 13:17:23
CPU:AD / Juailable RANE15,75 GB from 145 GB

ZABBIX
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semadms13

sezapp253
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Zabbix Dashboards

T

PO A B
==

i

i
b

Problems by severity

Problem hosts

System information

‘Zabbix server is running

Number of hosts (enabled/disabledflemplates)
Number of itlems (enabled/disabled/not supported)
Number of triggers (enabled/disabled [problemiok)
Number of users (online)

Required server performance, new values per second

1h 13m 385

1h 22m 405

Fllesystem Mmackup na serveru IvochckD1 cse mvcz e 2apinen na 7695 % 1h22m 415
Fiesystem fbacula na serveru lvocbek31.cse.mv.cz je zapinen na 88.39 2 1h 23m
Na serveru semadma13 je aktuaine vyuzita pamet na 97 48 % 11 1h 23m 445

Na forto servery bezi java ola

h proces pod uzivatelem root, 1x 1

2m 11d

locahost 10051

Senvice: 0
Senvice: 0S
Senvice: 0
Sewvice: OPER_F Service: 05
Senvice: 0S

Service: APP.

ZABBIX
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Monitoring reseni neni pouze o kvalitnim monitorovacim nastroji,
ale predevsim o spolupraci vSech tymu IT infrastruktury, »
srozumitelné definici a predstave toho, co chci monitorove

Rozvoj a ladéni monitoringu je a bude vzdy postupne’ \’? sti
na aktualnich provoznich stavech a tim padem nikd " ;’ Jqi
q//

ZABBIX
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Centralizovany dohled
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» Strucny popis Graylog

» Schéma sbéru dat

> Komunikac¢ni matice

» Dashboardy

> Ukazka odhaleni incidentu
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LAN ADM

Schéma sbéru dat

GRAYLOG

[socovr01

Isocovr02
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Komunikacni matice

Syslog :>

Syslog ZABBIX ;

Syslog

Sysiog > ZABBIX
Syslog

Syslog
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Dashboard OCIS infrastruktury

MS Dashboard ALL_MSG 1D

o Drag widgets to any position you like in unlock / edit mode.

Stream search result count

111,657

@ few seconds agoe

Quick values

Top 5 values
semapp212
semapp223
sezapp252
semapp222
sezdbs151

Others

seddhs311

semarch01
semapp213
sezbckB51

camhrkR11

a few seconds ago

Count

11.61% 12960

1039% 11,606

908% 10,134

B03% 8968

642% 7171

575% 6421

462% 5154

413% 4610

404% 4518

Anawm asin

Search result graph

20k

10k

Messages

s 1rs7 wse

afew seconds ago

Quick values

Top 5values
log audit
Iocald
local?
user-level
system daemon
Others
security/authorization
locale
cack
locald

cuclnad

a few seconds ago

BE.16%

9.36%

127%

0.49%

0.44%

0.10%

0.07%

0.05%

0.04%

nnw

Neuspesna SU na roota / den

0

a few seconds ago

Neuspesna SU / den
0

a few seconds ago

Uspesna SU na reota/ den
o

& few seconds ago

Uspesna SU / den
13

a few seconds ago
sudo failed / den

a few seconds ago

Kernel Warning / den
0

2 minutes ago

Kernel Emerg - Err / den

v o

i) 2 minutes ago

Nepovedene pokusy o prihlasenir...

0

a few seconds ago L]

Nepovedene pokusy o prihlaseni / ...
18

a few seconds ago >0

ssh failed session / den
14

a few seconds ago >0

Uspesna prihlaseni na roota / den
S

2 minutes ago L]

Uspesna prihlaseni / den
2,060
2 minutes ago >0

Udalosti failed failure / den

550,364
2 minutes ago L]
OA Spisovka / den
2
a few seconds ago >0

Update in background

SSHD level 1-4 / den
0

2 minutes ago > 6

SSHD level 5/ den
4

2 minutes ago > O

SSHD level 6 / den
11,769

2 minutes ago L]

Udalosti ke Start/Shutdown/Restar...

0
2 minutes ago L]
Systemd level 1-3

0
2 minutes ago | ]

Invalid/illegal user / den

8

2 minutes ago > 6
Chyby LEVEL 0-2

13,150
2 minutes ago L2}
Chyby LEVEL 3

41,809
2 minutes ago L]

442/ 0ut 442

Fullscreen

Login telnet OK / den
0

2 minutes ago

Login telnet FAILED / den

0

2 minutes ago

ftp access OK/ den
0

2 minutes ago

ftp access FAILED / den
0

2 minutes ago

rsh OK access / den
0

2 minutes ago

rsh FAILED access / den

]

2 minutes ago

NFS/ den

2 minutes ago

Zmena hesla / den
1

2 minutes ago
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Dashboard sitovych prvku

LAN_Dashboard

0 Drag widgets to any position you like in unlock / edit mode.

Facility Zdroj zprav Pocet zprav / 5min Nejcasteji zamitnuta komunikace ACL

1,781

afew seconds ago >0

Pocet zprav/ 5min

Top 5values Top 5 values % Top 5values Top 5 values
local? 7923% 1411 fwlvsa 61.26% 1,091 g 10.74.56.139 43.83% 167 ovs-app-in 4383% 167
system daemon 14.99% 267 swi 12.86% 229 10.252.16.131 1155% 44 fiwl-gwl_access_in 1864% 71
locale IN% 66 IbTvso 8.25% 147 10.94.56.139 9.19% 3 [lanadme-acl-out] 13.3%% 51
locald 118% 21 Intvse 4% 132 afew seconds ago r o 1072.192.163 577% 22 2vs-app-in 9.19% 35
clock 0.50% 16 sw3 5.11% 91 1074.96.73 5.25% 20 admin-nakit-in 448% 17
Others De”)‘_demi‘?d /5min Others Others
w1011 2.30% 41 10.74.36.41 446% 17 cvs-esshtst-in 289% 1N
w2 168% 30 2 1072192161 289% 11 archokr-in 236% 9
2022 1.12% 20 3 8 1 10744181 289% 1 cvs-essl-bek-in 184% 7
1074597 236% 9 cvs-essl-bck-out 105% 4
N7 1o 4 v rin= bactin 2 v

a few seconds ago > o & few seconds ago >0 afew seconds ago > o a few seconds ago L} & few seconds ago
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Ukazka odhaleni incidentu

345/ Out 345 ms

rd to 2022-03-0.

40:22 7 P Notupdating~ -

Found 40,411 messages in 95 ms, se; o
Results retrieved at 2

Add count to dashboard ~ | More actions = a
I V ||| I|‘| ||||m|| ||||I |I|||||||II||||||I|II ||| | | IIII ||||||II“l'l|‘||I“|||||||II||||||‘||II_
Default Al None I|I||]II | | |III|'|I I|II I |

» Ofa

Hour, Minute

Stream LAN . Histogram Add to dashboard =

¥ O forwan

¥ O GraylogName

Messages

2 3 4 5 6 7 8 9 10 Next P
’ raylogNamel
¥ O GraylogTime
YO

raylogTimel

¥ O HoSTNAME

» @ message

* OMINUTE
* O montH
»

MONTHDAY

ource

¥ O SYSLOGTIMESTAMP

» Omme

[ timestamp

List field:

of current page or

Highlight results
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Centralizovany systém evidence
(provozni denik, centralni misto dokumentace,
seznamu HW a SW) OCIS IT infrastruktury

1 1-2 4

Glpi 3
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Obsah

» Strucny popis Glpi

> Provozni denik

» Depot dokumentace

» Seznam HW/SW

» Propojeni s monitoringem
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Popis Glpi

» Open Source Software
O Prizplsobeni dle vlastnich potreb

L Podporuje dalsi nastroje a pluginy

» Nastroj pro management a spravu IT
O Inventar HW/SW a vsech pfidruzenych kompone
s maximalni provazanosti

U Depot dokumentace

> Moznost nastaveni entit

O Pravo vidét jen to, co spravuji, neboli omezit
viditelnost datovych zdrojl pro skupiny, uzivate
mezi organizacnimi jednotkami

0 Jednoduché pridani dalsi entity

Gip
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Provozni denik

» U kazdé poznamky je smluveny TAG, znacka
L ZMENA (veskeré zmeény infrastruktury)
O VZMENA (vyznamna zména infra)
(d PORUCHA (porucha a opravy)
O INFO (ostatni informace)
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4 ~ T Posledn& zménil zabbix v 2021-06-21 10:37 / Vytvoril zabbix v 2021-06-21 10:37 ]
ZABBIX ZMENA:
£ =
PoEitat ADMIN: pridan lun do cvdopdg
- Jun 21 10:00:59 semdbs111 vxvm:vxconfigd: [ID 702911 daemon.notice] V-5-1-18928 config_enable_copy: enable config
o . copy hitachi_vspgx0_041a:/var/adm/messages:C:5X
Operacni systémy 1
Komponenty 5 ~ ZMENA: Posledné zménil Krmendik Vaclav v 2021-05-08 11:21 / Wytvofil Krmendgik Vaclav v 2021-05-08 11:21 o
[ ) Patciiovari a test funkcnosti cluster resen
Svazky
Software 1 ~ ZMENA: Posledné& zménil SindelaF JiFi v 2021-04-28 11:54 / Vytvofil SindelaF JiFi v 2021-04-28 11:54 =]
L F 4 - pfidéna routa pro zdlohovdni CROISZR na lvocgrio2bck
Pripojenf route -p add 10.74.42.192/26 10.74.58.1
: - informix kli€ pfenesen na informix@Ivocgri02bck
Sitoveé porty 8
Smlouva
~ . Posledné zménil Muller David v 2021-03-12 14:20 / Vytvoril Muller David v 2021-03-12 12:40 ]
INFO:
Dokumenty 1 £ 4 De ation Mask Gateway Interface
default 0.0.0.0 10.74.56.1 0
Virtualizace 10.74.36.16 255.255.255.240 10.74.56.161 0
10.74.39.128 255.255.255.192 10.74.39.140 instalacel
Antiviry 10.74.40.0 255.255.255.0 10.74.56.161 0
10.74.42.64 255.255.255.192 10.74.56.161 0
Databaze znalosti 1 10.74.56.0 255.255.255.192 10.74.56.16 db1
10.74.56.0 255.255.255.192 10.74.56.18 db1l
PoZadavky 10.74.56.0 255.255.255.192 10.74.56.19 db1
10.74.56.0 255.255.255.192 10.74.56.24 db1l
Problémy 10.74.56.0 255.255.255.192 10.74.56.22 db1
10.74.56.0 255.255.255.192 10.74.56.23 db1
Zmény 10.74.56.0 255.255.255.192 10.74.56.21 db1
10.74.56.0 255.255.255.192 10.74.56.17 db1
T T 10.74.56.0 255.255.255.192 10.74.55.20 dbil
10.74.56.0 255.255.255.192 10.74.56.14 db1
Certifikaty 10.74.56.0 255.255.255.192 10.74.56.5 db1
10.74.56.160 255.255.255.240 10.74.56.165 adm_db1
poznamky o 10.74.57.0 255.255.255.240 10.74.57.5 repo_db1
10.74.57.80 255.255.255.240 10.74.57.85 service_db1
Historie oc 10.74.58.0 255.255.255.192 10.74.58.16 backup_db1
10.74.58.0 255.255.255.192 10.74.58.18 backup_db1
e (e 10.74.58.0 255.255.255.192 10.74.58.19 backup_db1
10.74.58.0 255.255.255.192 10.74.58.24 backup_db1
E— 10.74.58.0 255.255.255.192 10.74.58.22 backup_db1
10.74.58.0 255.255.255.192 10.74.58.23 backup_db1
Vie 10.74.58.0 255.255.255.192 10.74.58.21 backup_db1

10.74.58.0 255.255.255.192 10.74.58.17 backup_db1
10.74.58.0 255.255.255.192 10.74.58.20 backup_db1
10.74.58.0 255.255.255.192 10.74.58.8 backup_db1
10.74.58.192 255.255.255.240 10.74.58.1 0
10.94.58.192 255.255.255.240 10.74.58.1 0
1659.254.182.0 255.255.255.0 169.254.182.77 netd

~ ZMENA: Posledn& zmé&nil SindelaF JiFi v 2021-03-01 15:38 / Vytvofil SindelaF JiFi v 2021-03-01 15:38 o
F a4 - pfidana routa pro zidlohovani serveru do ZVS

£ route -p add 10.94.58.192/28 10.74.58.1 -
- zména zalohovdni na BS do ZV5S lpl
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Depot dokumentace

» Glpi nam slouzi i jako skladisté vsech dokumentu IT

infrastruktury m

O Opét rozdéleno dle entit — kazdé odd. vidi jen to

» Ukladame nejenom dokumenty tykajici se HW
I napr.:

O Vykazy prace
O Antigenni testy
L Pohotovosti/dosahy a dalsi

Gip
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Seznam HW/SW

» Evidence veskeré IT infrastruktury
O Servery /VM
Q0 SW / Appl
O Databaze
Q Sitova zatizeni
L Dalsi HW jako racky, diskova pole ...
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Pocitac "
Software = - v
Operacni systémy 1
Komponenty 11 SIEE
Svazky Kategorie Viechny kategorie v 1©
Software 5 Zobrazit (potet polozek) 50 v odido5z5
Pfipojeni \r
Sitové porty 10
Nazev Stav  Verze Licence Datum instalace Automatizovana inventarizace Kategorie software Platna licence
Smlouva
Informix PROD 10 Ne Database Anc
Dokumenty 3
Informix PROD 12 Ne Database Anc
Virtualizace
. Informix PROD 9.40.FC3 Ne Database Ano
Antiviry
B . Veritas InfoScale Enterprise 7.3.0.0 Ne Volume manager + Cluster Ano
Databaze znalosti 1
N Zabbix Agent 4.0.13 Ne Dohled Ano
PoZadavky
Problémy Nazev Stav  Verze Licence Datum instalace Automatizovana inventarizace Kategorie software Platna licence

Zmén
! r

Odkazy na vnéjsi zdr...

Certifikaty Licence

Poznamky 41 Licence = --—— v

Historie 173 Nebyla nalezena zadna polozka

Tasks / Groups
Databaze 9

Vie

Gip
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Propojeni Glpi se Zabbixem

> Retézec , GLPI“

O Domluveny retézec diky némuz se CRITICAL Zabbi
eskalovand k operatordm OCIS, automaticky propis
O Usnadnéni administrativy pro jednotlivé sprav

ZABBIX
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2022-05-03 14:21:41 js600815 (Jin Sindelar)

2022-04-29 21:09:33 Js600815 (Jin Sindelar)

Cnly selected problem
Selected and all other problems of related triggers

Change severity
Acknowledge
Close problem

At least one update operation or message must exist

Update

ZABBIX

GLFI
- b&hem obnovy instance doSlo v NBU k uvoinéni staging area
- NBU bug

restore dokoncen
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Propojeni Glpi se Zabbixem

semdbs122 (MVCR OCIS > 1. odd OCIS) g1 >

=

-
(\_ ZABBIX ZMENA: Posledné& zménil zabbix v 2022-05-03 14:21 / Vytvofil zabbix v 2022-05-03 14:21 ]
Fi - GLPL
- béhem obnovy instance doSlo v NBU k uvolnéni staging area
- NBU bug

- fexport/home/informix/netbackup/ids_restore.sh : KONEC obnovy CVDCD do semdbs122cvdcdtcp: CHYBA (Nevolat, vyresi
SUN-OS v pracovni dobe):ITO_ERR.log ids_restore

ZABBIX
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Propojeni Glpi se Zabbixem

CSI: 23459119 MVCR OCIS > 1. odd OCIS CsI 2021-03-08 36 mésice Servery pro Archiv okresti Centrotex
Nakup 12.12.2017 MVCR OCIS Archiv 2017-12-12 36 mésice 3.cdd : MSA 4 vsochyp02 + vsochyp52
Smlouva ALWIL 3.odd MVCR OCIS support 2019-08-27 36 mésice Servery, Racky, Switche a Pole pro 3. edd

Smlouva ALWIL - MV-94000-4/SIK6-2019 plati do 27.8.2022
Smlouva ARCHIV OKRESU - MV-185902-25/VZ-2020 MVCR OCIS > 1. odd OCIS support 2021-03-08 36 mésice Smlouva ARCHIV OKRESD - MV-185502-25/VZ-2020 plati do 8.3.2024
Smlouva COMSYS - MV-139803-26/VZ-2020 MVCR OCIS > 1. odd OCIS support 2020-12-23 60 mésice Podpora COMSYS-Oracle CVS ZVS plati do 23.12.2025
Smlouva DATASYS - MV-26107-35/0PF-2020 MVCR OCIS > 1. odd OCIS support 2020-06-25 36 mésice  Smlouva DATASYS - MY-26107-35/0PF-2020 plati do 25.6.2023

ZABBIX
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Propojeni Glpi se Zabbixem

SEENEIE Support smiouva *support Al 3.0dd" (Servery, Racky, Swiche a Pole pro 3, odd) vyprsi za 4 mesicu!

ZABBIX
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Technické a provozni standardy

Standardizace je jednou z kliCovych podminek pro dosazeni garantované kvality
a udrzitelné ceny provozu IT Infrastruktury. Z tohoto ddvodu ma Odbor
centralnich informacnich systémua (OCIS) vypracované technické, provozni a
bezpecnostni standardy, ve kterych je uvedeno, za jakych poc ’ inek lze pFevzit
HW, OS, aplikace atd. do jeho spravy. Vyhody, které standard zace r|naS| jsou

pfevazné v ochrané investic ?
DodrZzovanim standardu se snlzu1| naklady na udrzbu I SyS ( } ) pa 3

problémy s nekompatibilitou, neni treba zaskolova é |

technologie, udrzuje se vysoky stupen zastupiteln@s

Absence standardd zvySuje riznorodost feSeni a s nim
komplikaci, vicenakladu a ¢asovych ztrat.
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Ridici dokumenty

0 Metodika postupu implementace prostfedi do infrastruktury.

O Schvalena konfigurace hardware a software. m

O Bezpecnostni politiky, monitoring a dohled.

)
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Financni benefity

O Neni potfeba investic do OS, licenci a SW pro monitoring a dohled.
Prebirana infrastruktura bude automaticky napojena na centralni
dohledové, monitorovaci a podpurné systémy OCIS a zaroven je
zajisténo napojeni na dohledovy systém DCeGOV. Konfiguraci a
instalaci potfebnych agentl provadi IT specialisté OCIS/W S.p.

0 Uspora na naboru dalich FTE (Ekvivalent pinéiofpréce ,’ vazl u?

lidské prace).

O Snizuji naklady na udrzbu IT systémda.
nekompatibilitou, neni tfeba zaSkolovat
technologie, udrZuje se vysoky stuperi zastup

il potler

SINOS u/}

O Absence standardi zvySuje rliznorodost feSeni a s
komplikaci, vicenakladu a ¢asovych ztrat.
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Smerovani OCIS infrastruktury

> Dokoncit centralizaci a konsolidaci

> Prevence vendor lock-in

» Vyuzivat open source produkty tam, kde tgumo
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TST . TST

oo Skalovatelné R APP Pfiprava na
(Skalvo:IaPteII)ne”) (nap¥. HP, Dell) (SkaEO‘;a;elgnﬁl) konsolidaci zaloh .
napf. HP, De nap. HP, De .

Skélovatelné
(napf. HP, Dell)

[| DEV/TST

Skalovatelné
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Zaver

Dekujeme za pozornost

V pfipadé zajmu o detailnéjSi technickeé a pro
informace jsme k dispozici

voin

[ X ]
eoce oses MINISTERSTVO VNITRA

---------
......... CESKE REPUBLIKY

)

Ing. FrantiSek Varmuza

) NAKIT

Vaclav Krmencik, Pavel Lejsek, Martin Svarovsky



