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Zakaznici v CR a na Slovensku — vice neZ 200 instalaci

* Finance — Banky, nebankovni instituce, platebni brany
« Komercni sektor — Sazkove kancelare, utility, ...
» Operatori — Telco, ISP, poskytovatele ,manageovanych” sluzeb

« Statni sprava a podniky - Ministerstva, kraje, velké statni podniky
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The F5 portfolio nabizi na trhu to nejlepsi z oblasti app
delivery s benefitem snizeni komplexity a nakladu

/ - 28 \

Web app Secure Denial of Anti-fraud

firewall access service & anti-bot

Application L"'R} § End-user
business logic App / web Ingress API Load
server controller gateway balancer
' I I '
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The F5 portfolio nabizi na trhu to nejlepsi z oblasti app delivery

SHAPE /
SILVERLINE

s benefitem snizeni komplexity a nakladu

Simplify traditional Enable modern app Secure and app
app delivery for delivery at scale insight anywhere
multi-cloud
BIG-IP m NGINX FS . sH=Pe
Security |

volterra

SERVICES

VOLTERRA

EDGE 2.0
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Shape Security — ochrana proti
webovym podvodum



Webové podvody: Prevzeti uctu / identity

Utoénici vyuZivaji zakaznickych profilG obéti + automatizaéni framework pro imitaci realného
provozu

Good Users

Unwanted
Automation

Malicious
Humans/Attackers

Aggregators &
Scrapers

Attackers are abusing inherent functionality to conduct automated & manual fraud

6 | ©2020 F5 @



Credential Stuffing!
100,000 pokusu o Account Taker-Over muze stat pouhych $200

SO $0-50 $0-139  $0-10

2.3 billion credentials For tool configuration For 100,000 solved For 1,000 global IPs
CAPTCHAs

<$0.002

per ATO attempt.



Credential Stuffing
Krok 1: Ziskani uzivatelskych jmen a hesel
PHISHING

° Tato zprava vypada nebezpecné

Obsahuje podeziely odkaz, ktery byl v minulosti pouZit k odcizeni osobnich udaji. Neklikejte na odkazy ani v odpovédi neuvadéjte osobni adaje.

VazZeny zakazniku,
Obdrzeli jste novou dileZitou zpravu.

Chcete-li si precist zpravu, prihlaste se do nasi nize uvedené webové stranky.

MALWARE ATTACKS

078B1316-698D0800-4CE22030- @ “ %@ S0 R790=7 : +-60
¥ Sk GB '

CEE29414-7160049C 0.70

: 5.148... >
© Skype N Netflix ...known 2 Wk T4
d 2019-04-12 14:08:14 my.freecycle.or accounts.mail.blueyonder.co.uk ; ow;rem?::: @
2019-04-12 14:59:24 o e pialer i

login003.entiretec.com www.itv.com ..other 5
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Credential Stuffing

Krok 1: Ziskani uzivatelskych jmen a hesel

€ C # raxtforums.com/Farum-Laaks

App % Bookmarsks ™ Gmall @ Rader @ Azure

Leaks

Mark this fonem read

Databases

e OfMcial & Databases Removed Content

Loaks Market

HackTheBox

Leaks Market

A uy/sell/tra databas

; plistup {& Seles Contet Hub  (F Lifecy

Temporary Advertisements

and a lot more

" Puz ikines

&

Article: K15643)

FIFA 21, soufce code
Epk Database - Leaked, D
T1KK+ ADL 60% usa for sale
Ly rediom

HTB EarlyAccess [ISCUSSI

39,826

POSTS




Credential Stuffing
Krok 2: Automatizace loginu do uctu

web login automation X  Q

Q Al [J Videos [&Images B News Q Maps : More Settings  Tools

About 240,000,000 results (0.51 seconds)

www.browserstack.com » Guide ¥

Login automation using Selenium Webdriver: Tutorial ...

Nov 23, 2020 — Create a Selenium WebDriver instance - Configure browser if required -
Navigate to the required web page and locate the relevant web element ...

medium.com > how-to-automate-opening-and-login-to-... v

How to automate opening and login to websites with Python ...

Aug 24, 2019 — Table of Contents - Open the website we are login to. - Finds the fields on the
website where it needs to put our username, password and the field ...



Od jednoduchych skriptu...

\_

curl://

No device or
browser spoofing

No user
interaction

111 ©2020 F5

IP Types

Countries

ASNs

IPs



Pres sofistikované nastroje imitujici lidské uzivatele

¥ !
o V »
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curl://

No device or
browser spoofing

No user
interaction

12 | ©2020 F5
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Puppeteer
s sim"‘ y/
. scriPy
Poor Excellent
device/browser device/browser

spoofing spoofing
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IP Types

Countries

ASNs

IPs



Az po lidske farmy provadeéjic

browseru

curl://

No device or
browser spoofing

No user
interaction

13 ] ©2020 F5

Poor
device/browser
spoofing

N

PS

Puppeteer

/ 4

simr‘ .
scrip

Excellent
device/browser
spoofing

i Spoo

fing zarizeni a

Real devices/browsers
with some spoofing




Nejste experti na Browser Automation Studio? Zaplat'te si
specialistu on-line!

®C Up Igor L. - Browser Automation & X +

®= Q o & & Upwork Global Inc. [US] | https://www.upwork.com/o/profilesfuser... + Incognite @

# Thiead Humzer. {{threads))
. A ICINVARH Srowser Eowpt logic Tocts
i 0 @ / Succens Hamber 100000 B :

s Fat Nanbe

100000 ; -
o -+ B X0 i seeano2 = v 3 2

owork Q

Hanaal 2rowser Flasystem Fingamnat switngr

F Move And Ciiek Oh Bement control

= ®

=
Regd Resources Lanp! stabitic 'E ] .
LPREIoG . | |
1 - P) N I I W .
a

Browser Automation Studio

Automations like :

+ registrators on sites;

+ answering machines for messages;

+ sending e-malls;

+ work with text document (connection , disconnection text , etc.);
+ checking accounts of... more

Gt Themart Count

$10.00

Hourly rate

) Mandcm Mambes

Availability

>CS5) article Available
More than 30 hrs/week




Credential Stuffing
Krok 3: Prolomeni ochrany

I'm not a robot

o



Credential Stuffing
Krok 3: Prolomeni ochrany

DEATH
CAPTCHA FRESH CRYPTO NEWS AT YOUR FINGERTIPS

Advertisement

FASTEST DISCOUNT CAPTCHA SOLVERS

English Pycckuit &R

STATUS: OK

Best CAPTCHA Solver Bypass Service P sgn e e s o Y e

15 minutes ago: 11 sec
Today's average accuracy rate: 90.5 %
(updated every minute)

With Death by Capicha you can solve any CAPTCHA. All you need to do is implement our API, pass us your
CAPTCHAs and we'll return the text. It's that easy!

Pleasea note that our services should be used only for research projects and any lllegal use of our services is

strictly prohibited. Any bypass and CAPTCHA violations should be reported to halp@daathbycaptcha com
Death By Captcha Offers: Create a FREE account

« Starting from an incredible low price of $1.39 ($0.99 for Gold Members !) for 1000 solved CAPTCHAs
« A hybrid system composed of the most advanced OCR system on the market, along with a 24/7 team of LOQ In
CAPTCHA solvers.



Credential Stuffing
Krok 3: Prolomeni ochrany

MFA nezastavi utoky credential stuffing
MFA zastavi automatizované ATO utoky



Jak utocnici obejdou MFA?

SOCIALNI INZENYRSTVI

4 N\ Hey | knaw you don’t know me

v oot rambet [ g
Username have your number. I'm trying to Thank:you o/ much!
Wvictim@gmail.com | log into an old account that Is —

still tied to 703-475-2641 but it's
telling me that it will send me a
Password verification code. I'd like to know
tn"-mn'm | if it'd be ok with you'if | request
the code and if you can just text
it back to me? If not, that's totally

| just requested it

You're a life saver, Thank you so

much and sorry for bothering
you

& j Delivared

Ok

POMOCIi ZRANITELNOSTi V USTREDNACH OPERATORA (SS7 PROTOKOL)

PHONE HACKING THROUGH SS7 IS
FRIGHTENINGLY EASY AND EFFECTIVE

£ Aug 28,2017 5:38:58 PM

Source:
https://blog.securegroup.com/ph
one-hacking-through-ss7-is-
frighteningly-easy-and-effective

Imagine a world in which a low-budget hackers can track your every move, listen to your calls, read
your texts, drain your bank account, and so on. All of this without leaving their rooms, and from a
continent away. Imagine no more. Due to vulnerabilities in the SS7 protocol, this is the world in which

you live right now. @ Acomputer

@ AlLinux0S
@ A software development kit for SS7



Pozor na podvodné telefonaty! Podvodnici se opét vydavaji za zameéstnance banky nebo policisty a chtéji vas pripravit o penize.

26.5. 2021 | Vina podvodnych zprav: Kontrolujte si, na co
klikate a co potvrzujete

Pozor na podvodné SMS zpravy a e-maily, pomoci
kterych se podvodnici snazi vyzrat na zabezpeceni
internetového bankovnictvi a ukrast nepozornym
klientdm penize z GCtu. Zjistéte, jaké finty pouzivaji
i jak se branit.

Vazeni klienti,

chtéli bychom vas upozornit na dalSi podvodné emaily, kterych se nyni objevuje vice.
Nékterym klientim Komercni banky prisly v nedavné dobé kromé emailt

s podvodnou notifikaci téz emaily s vyzvou k ovéreni a aktualizaci dat. Odkaz v tomto
emailu vede na podvrzenou prihlasovaci obrazovku do internetového bankovnictvi.



Hackers Steal Wealth of Data
from Game Giant EA

The data includes source code for FIFA 21 and the Frostbite engine.
& By Joseph Cox

June 10, 2021, 5:56pm nShare YW Tweet ‘S_nag

Last week Motherboard revealed that
hackers stole a wealth of data from game

publishing giant Electronic Arts, including
source code for the Frostbite engine and
FIFA 21 game. The hackers said they did
this, in part, by purchasing a cookie for S10
that let them log into an EA Slack account,

and then tricking EA's IT support into
granting access to the company's internal

network.



Credential Stuffing
Krok 4: Distribuce pomoci botu




Ochrana pomoci Shape Security:
Struktura dnesnich utoku & Evoluce chovani utoéniku

Manual Attacks

- Human “Click Farms”

- Suspicious human behaviors

VMs / Re-Imaged PCs /

Emulated and Rooted Mobile Devices

Professional Automation
- Highly motivated and skilled

- Persistent

- Customized bot tools

- Selenium Web Driver / Puppeteer /
Browser Automation Studio

Amateur Automation

- Less motivated and skilled
- Off-the-shelf tools
- Sentry MBA, cURL / Python / Powershell

© OO shape

© ( () Ostatniteseni



Shape analyzuje provoz a pomaha odpovédét na tyto dotazy

O

O O

JIsi Jsi dobry Jsi ten, za
Clovek? nebo zly? koho se
vydavas?



Analyza signalu s velkou presnosti odliSi dobry provoz
od zlého
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Shape pouziva technologii tvz. otisku prstu webového

prohlizece

(]

M

()]

LU Plugins

™\ Additional
| | Signals

L "I ] -~
& O @
L facobook  Modils  Emeji One



Signaly chovani uzivatele shira Shape sbira pomoci Java scriptu

Unique Hash Value
Identifier

Blue Bar Key-down. l | ” I | l I I

— Key-up. Key-down, key-up events _ > # 1
Circle

Green Captured mouse event.
Dashed High speed movement %

Line between two points.

Brown Long pause. , CLEEE LT

Square ’ | O i 3
11 keystrokes < 30 ms

Grey Line | Transition from non-
mouse event to mouse
event,

) :ﬁ i




Ukazka pohybu a klikani na mysi bézného uzivatele a automatu,
které je Shape schopen rozpoznat

Legitimate Users Bots



Architektura nasazeni technologie Shape

WEB BROWSER / INTERNET CDN or

MOBILE APP LOAD BALANCER ORICH SERVERS

— Q-—-< > v — X e >§n;
B ‘O [/ 7\ §

ﬂ ( \.
\
A\ /
\ b & 0 24/7 Shape Threat
\ — .{@ A Management Center
N {» Human inspection,
Machine Learning,
and Al
Human Traffic
STAGE | STAGE Il
Accepted Automation ANALYSIS ANALYSIS

(monitoring tools, partners, etc.)

“——

Unwanted Automation



Priklad zakaznika chranéného pomoci Shape Security

POSTS TO /LOGIN EVERY THREE HOURS @ HUMAN DETECTED & FLAGGED @ DETECTED & BLOCKED

M Mitigation Mode (on attacker signatures)

. : Retool Detected in Stage II (update Stage
5M |« Observation Mode (flagging only) ‘ De ool Detected in Stage II (up J
M \ Mitigation Mode (on new sigature)
3M Attacker Gives Up
2M
e | iy il
1M ND ‘1 e |
| f
0

April May



Typ utoku

Dopad na
uzivatele

Dopad na
organizaci

Dopad na
byznys

Agregace Aplikaéni DDoS utoky Credential stuffing

_— Prevzeti uctu L e _
Nedostup- ] 5 o 5 Nedos:tvu P
nost webu Zcizeni Zamknu  Vérnost. Zcizeni Zména nPSt UfftU
penéz ti uGtu body os. dat hesla zakaznika
v, , , : . e Zatizeni zakaznické
Zatizeni systémovych Financni ztraty z F?O d[:e)ory Z daaléighe
zdroiC ddvodu podvodu . , o
) P lidskych zdroju
- Ohrozeni
Konkurenéni Pfima ztrata Dopad na . o
. 8 L zakaznické
nevyhoda trzeb reputaci firmy

dlvéry



Platforma Shape Security

G &G G &5 a
Shape Defense = . ' = = - . - . — ..
Identify and mitigate = -' '-‘
unwanted traffic g g — & E E 0@
a| e al aly i
g g g E — Clickfarm

Shape AI Fraud Engine -

SAFE &% & & - S

Differentiate good customers from bad

customers
Fraudsters
- and Criminals
Recognize PY PY
Create a friction free user experience and . £
increase revenue .
| N — Good
" . Customers

®



Shape chrani nejvétsi B2C podniky pred web podvody a
zneuzitimi od 2011

- 60% of the NA Consumer banking - 60% of the airline industry - 40% of all US in-store mobile payments
- 500 million financial services accounts - 30% of the hotel industry - 100 million ecommerce accounts
- 9 of the Top 15 US banks - 300 million frequent flyer accounts - 5 of the Top 10 global eComm companies
- 5 of the Top 10 US credit card issuers - 5 of the Top 10 global airlines - 2 of the Top 3 Wireless Carriers
- 3 of the Top 5 Healthcare Providers - 3 of the Top 5 global hotel chains - Payroll & Government (Federal and State )
‘ 7
= jetBlue NEWYORK

CHASE
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Shape Enterprise Defence

...Je pro organizace aktivné pusobici v onlinu kliCové z téchto duvodu:

Chrani proti webovym podvodum, zejména ATO

Organizace ziska prehled o struktufe provozu a utocich

Eliminuje reputacni riziko a naklady souvisejici s podvody.

Umoznuje nenapadné zabranit nezadouci a povolit nechténou automatizaci

33 | ©2020 F5
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