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Uvod do problematiky

- Trend incidentt

- Statistika z ndmi provedenych testU
Popis penetracnich test(

- Popis jednotlivych sluzeb

Zaver



CQJJ2C0O

Uvod do
problematiky



CJJ2C0O

Incidenty v Cislech | 2015-2020
2019

+251 | +116 %

217 468

Nahldsenych kybernetickych incident& NUKIB Nahlasenych kybernetickych incident& NUKIB
+11 | 427 %
78 | > 99

Z nahlasenych kybernetickych incident(i Feseno NUKIB

Z nahlagenych kybernetickych incident(i Feseno NUKIB

+313 | +33 %

|

+255 | +53 %

I

344 | -4 %

I

Zdroj: NUKIB 5
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Nardst kybernetické kriminality v CR | 2011-2020

Zdroj: NUKIB
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Rok 2019 a 2020 | Zdravotnictvi
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North Korean hackers suspected of targeting vaccine
maker AstraZeneca in cyberattack Reuters reports

Chris Liskos,
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Europe’s largest private hospital operator
Fresenius attacked with Snake ransomware o

B i i

Fresenius, Europe’s largest private hospital operator and major
provider of products and services for dialysis, was affected during
Snake ransomware cyberattack.
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“It takes 20 years to
build a reputation and

few minutes of cyber-
incident to ruin it.”
Stephane Nappo
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Nalezy penetracnich testu
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Typy nalezu penetracnich testu

/ v

Zastaralé a zranitelné
komponenty

v

Ziskani autentizacnich
udaju

Cross-Site Nedostatecna
Scripting kryptografie

Vyzrazeni
informaci
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Popis sluzeb




Sluzby

INFRASTRUKTURNI
PEN. TESTY

3

WEBAPP
PEN. TESTY
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SOCIALNI
INZENYRSTVI
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[]
Infrastrukturni penetracni testovani -3—-

Interni penetracni test infrastruktury

Externi penetracni test infrastruktury

NST

National Institute of
Standards and Technology
U.S. Department of Commerce

MITRE ‘ ATT&CK'
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Penetracni testovani webovych aplikaci </

OWASP TOP10
OWASP WSTG — Web Security Testing Guide

@runm‘.r'

OWASP
. Top Ten
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Socialni inzenyrstvi

» Spear-phishing
- Odcizeni ptihlasovacich udajl / spusténi ,,Skodlivého” kédu
* Vishing

- Odcizeni prihlasovacich udajl
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Na zamysleni | Zpusob mysleni hackeru

Vyreste rovnici:

20 x + = 65535

20x 3275+ 35=65535

20 x 65 535 +20=65535

20— 4+ 65535=65535

OUTSIDE THE BOX THINKING

Zdroj: HACKTHEBOX.EU
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Shrnuti

Rostouci trend v oblasti kybernetickych incident
Casté nalezy z penetraénich test(
Popis sluzeb v oblasti penetracnich testU

ZpUsob mysleni hacker
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Technology for
business, solutions

for people.




Technology for business,
solutions




Legal disclaimer

This presentation is the property of Asseco Central Europe (Asseco CE) business group. Information presented serves for marketing
purposes only and constitutes neither an offer to sell nor a solicitation to buy. Asseco CE accepts no liability whatsoever for any loss
arising directly or indirectly from the use of, reliance of any information contained in this presentation or for any omission of the

information. The processing, copying, recording on information carriers, as well as making this presentation or any part thereof available

in any way to third parties requires the prior consent of Asseco CE member.
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