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Proc chceme vyuzivat identitu?
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ProCc chceme vyuzivat identitu?

permit tcp host 10.0.0.1 any host 152.168.1.1 eg ssh
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/ 10.0.2.0/24

permit tcp 10.0.0.0 255.255.255.0 any 1%2.168.1.0 255.255.255.0 eg www

permit icmp 10.100.0.0 255.255.255.0 any
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Flow information
Source address
Destination address

Source port
Destination port
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IPTOS

IP protocol
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Nevyhody realizaci bez identitniho pristupu

* Velké mnozstvi DHCP rezervaci pro vyjimky.

» Velka slozitost bezpecnostnich pravidel.

« Obrovska zatéz na IT zameéstnance.

* Mala Skalovatelnost feSeni ve vazbé na rust prostredi Zakaznika.

* Vysoka slozitost HR a IT internich procesu.
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Identity Services Engine
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Identita a jak ji ziskat?
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Cisco ISE (online centralizace IP:username)

J MAC Address IPv4 Address Username Hostname Endpoint Profile

X MAC Address IPv4 Address Username Hostname Endpoint Profile
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Vstup do ISE-PIC / ISE

Kerberos |  ISE-PIC Agent Endpoint
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Identity firewall
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permit tcp host 10.0.0.1 any host 19%2.168.1.1 eg ssh
permit tcp 10.0.0.0 255.255.255.0 any 192.168.1.0 255.255.255.0 eg www

permit icmp 10.100.0.0 255.255.255.0 any

Technici N 4 Obchodnici
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DATA CENTRUM

ermit tcp host 10.0.0.1 any host lBE.lEE.l.lW

permit tcp 10.0.0.0 255.255.255.0 any 152.168.1.0 255.255.255.0 eg www

permit icmp 10.100.0.0 255.255.255.0 any

permit ip user DOMATIN\JNOVAK cbject-group net-dc security-group name SGT SAP PREZ any

ermlit 1p user—-grou — cbhiject—-group net-dc security—-group name an
t ip group DOMAIN\\TECH-USERS chject-group net-d ty-group SGT OUTLOOK any

permit sctp user-group DOMAIN\\TECH-USERS any security-group name SGT MGMT NET any eg ssh




Vice nez jen ldentity firewall

Web proxy VPN koncentrator Interni FW Datacenter FW
@ ( — (] ‘I:I:Ij I:I:I
K| = i = i

e &

ISE (NAC) Stealthwatch

X ALEF



Vyhody vyuziti identity v siti
- Zajisténi bezpelného pristupu uzivatell mezi segmenty a do datacentra.

» Zjednoduseni bezpecnostnich pravidel

 eliminace vazby staticke |IP adresy Ci dedikovaneho segmentu na uziv.

* Snizeni komplexity systéemu uzivatelskych VLAN.

Eliminace bezpecnostnich rizik.
* Rychlejsi incident response a prehlednost pravidel.

 Zajisténi souladu s pozadavky regulatora, odstranéni auditnich nalezu.
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