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F5 portfolio introduction
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Complete App Protection Framework

Client-Side DDoS _ App Infrastructure Web Application
Attacks —| |— Attacks | Attacks | Attacks
APP INFRASTRUCTURE ADVANCED WEB APPLICATION FIREWALL
ANTI- BOT CREDENTIAL WEB ACCESS
P TLS/SSL DNS DEFENSE | | PROTECTION MANAGEMENT WAF
DDoS
ANTI-DDoS ANTI-DDoS
ACCESS
MGMT IDENTITY

I IAM

DDoS Hybrid SSL Advanced Access
Defender Orchestrator WAF Management
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Pripadova studie nasazeni F5
v SITMP

Load Balancing, WAF, IAM

ISSS, ing. Martin Kylian 1. dubna 2019



Kdo je to SITMP

* |T pro ~100 organizaci v Plzni
« 20.000 uzivatelskych identit

» Ufady

» Skoly

* Sportovni arealy...



Co zajist'ujeme

* Vypocetni technika
* Metropolitni sit

« Datova centra

* Aplikace

* Procesy

* Kyberbezpecnost
* Vzdelavani



Kde jsme byl

* Nékolik Core sluzeb

 MS Exchange, MS
Sharepoint

* Ruzné: weboveé servery
a technologie, aplikace,
spravci
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Cil ¢.1 — vysoka dostupnost

« SMTP Gatewaye
» Exchange

» Skola on-line

» Http proxy

Sprdva informaénich m
technologii

Current Mem h&rs

| -# |v| Stah.lﬁ = Member
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d ON LI N E ) skola2 plzen-edu.cz:80
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T“r'ldm kniha '_:,”7_2,"_'{,] geni | Vyuka Rozvrh a suplovani  Evidence osob  Vystupy  Komu

Zadavani hodnoceni »
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Sekundarni prinosy LB
» Centralni sprava SSL certifikatu
» Centralni sprava celého SSL stacku / offload SSL

Na co si dat pozor
« Stavove aplikace — persistence Sessions
« Spravné url — wsdl, odkazy na assety...



Cil ¢.2 — bezpecnost web aplikaci

Klicoveé vilastnosti
« OWASP top 10
* QOchrana pfihlaSovacich formularu

Nejzranitelngjsi systemy
» Redakéni systém bez podpory vyrobce (~150 webu)
» Hostingove servery — WP, Joomla, Drupal

Portal obc¢ana



, o MERRAHSHIIR. Pizeii
Portal obcana
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Informace B ERIEEIE Méstské obvody  Organizace

@ Magistrat mésta Plzné

Magistrat mésta Plzné

& Oblast odpady
& Oblast archivu Oblast registru vozidel a fidicu.
@ Oblast bytova Informace o postupech feSeni Zivotnich situaci naleznete na webu mésta Plzné v kategorli Urad - Vylidie sl na (fady
o Oblast dopravy
Nazev formuldfe Online PDF Soubor Odkaz
& Oblast majetkova
Oznamenl o ztraté, odcizen|, znideni RP, MRP, PPZR nling PDF

o Oblast pamatkoveé péce

Oznameni o ztraté, zni¢eni nebo odcizeni tabulky s registratni znackou nline YWWWWY

@ Oblast prezentace a marketingu

® Oblast registru vozidel a Fidiéd Pina moc online
@ Oblast sociain( Vydani mezindrodniho fidicského prikazu online PDE

@ Oblast spravnich Einnosti Vydani pamétové karty dilny POF




Sprdva informaénich

WAF - kdyz to funguje

SQL Inj

Accept-Language: cs-CZ,cs5;9=8.9
Cookie: f5_cspm=1234; JSESSIONID=62557EBE1635B95@75D38B64CC718A97; TSA118T59c=01444108629c113220bFa8974b56eech9853a4f Tc57bbebB6eedebll72echeas2@aae?77ed38ad2e66302fA35TFToB818T
c183cOcd5161e70846d962424e5947a641789d22; ISESSIONID=DFFC487ETA@8E2C0CCCAA2IARGIFOCAC; tritius sql history=select * from user where id = 7| |SELECT count(*) FROM table column co
= R e Y jis root = -1179 and name = "workType' and hs path like *G3883" [SELECT count(*

ype" | SELECT * FROM table_column_config WHERE header_config root SREREWERELGIGED TS

BT = 7| |select * from charge history where reader = £8753| |select * from charge history where reader

= 19676 | |select * from borrow_cycle where reader = 61394||;

Ta@lbl6c26=01444186292b83cbb@3c3Zba7 126708t aT8db7 ceRald5c6Boc37o905FcdBRcd426ac543747d2c929273ccedl11de238087ddb7e2bfesh3dadach@dedcasd24bdsaifoelldlasd4rlldebf421ada3ifcddle25abl
ac759d

=stav UNION ALL SELECT NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL ,NULL , NULL#Samy=:]

Logon form protection

T  Erute Force: Maximum login attempts are exceeded [1]

T H Mitigated Action Alarm and Elocking Page ‘._, e ', 2 ¥ i
zed | Username Hhhhh I a3 . @
Sou| | Detected Falled Logins / 413 (at the time of attack detection) TN &
Use What code is in the image?‘
Detection Period G0 minutes [ submit

Maximum Prevention Duration | 60 minutes

Your support ID is: 10419132438721077370.
Applied Blocking Settings =

POST /_Admin/LogIN/Default.aspx?ReturnUrl=/_Admin HTTP/1.1

1s question 1s for testing whether you are a human visitor and to prevent automated spam submission.
e % BT

GET /irj/portal/anonymous?MavigationTarget=ROLES: //portal content/IUD/Role/IU0_Anonymni/Elektronick__pod n_ ob _ana_1/Elektronic kpodnuhana,-‘ID_HESTSI{E_CIBVDDY_PAGE&obwd=HOB&M



WAF — na co dbat pri nasazeni

« Znalost aplikace nebo alespon principu

* Cilit na presné nastaveni

» False pozitiva v negativnim modelu / vyuzivat staging
* VSe co negjlepe testovat



Cil ¢.3 — identity access

Aplikace - chceme zpristupnit, ale jen neékomu

Nase dalsi pozadavky

« SSO

* Moznost ridit pristupové role

* Integrace s 2FA (pfipravujeme)
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Obecné poznatky z nasazeni

K nasazeni 5 je potreba

« Sitovy specialista

* Aplikacniho spravce

« Bezpecnostniho specialistu
* Programatora



Shrnuti

Diky technologii f5 se nam podarilo

« Zajistit bezvypadkovy provoz

« Zabezpecit zranitelne aplikace

» Efektivne ridit pristupy k aplikacim
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Server-side Authentication Methods

Sprdava informaénich
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HTTP Basic | NTLM
Yes Yes Yes
Yes Yes Yes
No No Yes
No No Yes
No No Yes
Yes Yes Yes
No® No’ No®
No’ No’ No*

F5 Kubernetes BIG-IP Controller manages F5 BIG-IP Local Traffic Manager (LTM) objects from Kubernetes.



