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Fourth industrial 

revolution

A Cloud for Global Good



All powered 

by the cloud

Fourth industrial revolution



Technology 

is disrupting 

everything

Fourth industrial revolution





An revolution is coming



According to a study, how many items are added 

to the Internet each second?
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4/6/2017IoT - Current and Future Policies

Already here… Coming soon…
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1. Increasing attack surface

2. Real-world impact

3. New privacy issues

4. IoT

Cloud Big Data



GDPR = General Data Protection Regulation

Nařízení – nikoliv směrnice. Je přímo aplikovatelné ve všech zemích EU.

Vstoupí v platnost 25. května 2018.
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PŘESUNUTÍ  ČÁST I  ODPOVEDNOST I  NA ZPRACOVATELE



‘‘
20

„I don‘t think we should wait next 20 years until this thing is 
fully operational, before we will start making new public policy. 
But I think we can also not wait 20 months.
We have to act now!“
Václav Mach







Too Important to Fail – Advancing Digital Values

An internet

governed 

by law

How can they get your data?



A Principled Approach



Public 
Safety

Personal Privacy 
and 

Free Expression



Respect 
for 

National Sovereignty

Open Markets 
and 

Global Network 



A Cloud for Global Good
A roadmap for a trusted, responsible, and inclusive cloud





Trusted    Responsible    Inclusive
A Cloud for Global Good



Policy considerations and 
recommendations



Trusted cloud

Personal privacy 

Government access to data

Cross-border data flows

Secure and reliable cloud services

International cybersecurity norms

Modern cybercrime prevention

A Cloud for Global Good

































http://blogs.microsoft.com/on-the-issues/2016/09/29/microsoft-updates-biannual-reports-transparency-

hub/#sm.01kf1jdm1e4zcwa10zx13yqiqyon0

http://blogs.microsoft.com/on-the-issues/2016/09/29/microsoft-updates-biannual-reports-transparency-hub/#sm.01kf1jdm1e4zcwa10zx13yqiqyon0








Policy recommendations



Cybersecurity norms





Policy recommendations

https://mscorpmedia.azureedge.net/mscorpmedia/2016/06/Microsoft-Cybersecurity-Norms_vFinal.pdf

https://mscorpmedia.azureedge.net/mscorpmedia/2016/06/Microsoft-Cybersecurity-Norms_vFinal.pdf




Devices added to the Internet during the last 30 minutes:

56
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Evidence and further reading: 

World Economic Forum Report: “Rethinking Personal Data: 

Trust and Context in User-Centered Data Ecosystems” 

IPAA Blog: Ten Steps to a Quality Privacy Program, Part 

Three: Privacy By Design Tools 

Microsoft Blog: EU-U.S. Privacy Shield: Progress for privacy 

rights 

For links to these and other resources, please visit: 

http://www.microsoft.com/cloudforgood 



Evidence and further reading: 

Reform of Government Surveillance Blog: RGS Statement 

on US-UK Data Protection Discussions 

Microsoft Blog: Keeping secrecy the exception, not the rule: 

An issue for both consumers and businesses 

Lawfare: “Cross-Border Data Requests: A Proposed 

Framework” 

Just Security: “Privacy Rights Advocates Embrace DOJs 

Cross Border Data Proposal” 

The Guardian: “Tech giants reach White House deal on NSA 

surveillance of customer data” 

For links to these and other resources, please visit: 

http://www.microsoft.com/cloudforgood 



Evidence and further reading: 

World Bank: “World Development Report 2016: Digital 

Dividends” 

Information Technology & Innovation Foundation: 

“Cross-Border Data Flows Enable Growth in All Industries” 

European Centre for International Political Economy 

(ECIPE): “The Costs of Data Localization: A Friendly Fire on 

Economic Recovery” 

McKinsey Global Institute: “Digital Globalization: The New 

Era of Global Flows” 

Organisation for Economic Co-operation and 

Development (OECD): “Economic and Social Benefits of 

Internet Openness: 2016 Ministerial Meeting on the Internet 

Economy—Background Report” 

BSA | The Software Alliance: “What’s the Big Deal with 

Data?” 

For links to these and other resources, please visit: 

http://www.microsoft.com/cloudforgood 


