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KDO JE F5 NETWORKS?



F5 = “Application Delivery”

Dostupne, rychlée a bezpecne aplikace

F5 Full Proxy Architecture

Application Delivery Network




20 let na trhu, 9 let leaderem dle Gartnerova MQ

Gartner Magic Quadrant for
Application Delivery
Controllers, 2016
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F5 je soucasti vsech klicovych Cloudovych platforem
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JAKE JSOU DNESNI VYZVY
S POSKYTOVANIM APLIKACI?



Tradicni Datove Centrum

Dedicated Hardware
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VYHODY
 Jednoduchost

« Kontrola zarizeni
 Bezpecnost

NEVYHODY

e Statické

« Omezena Skalovatelnost
e Vstupni investice



Budoucnost: Cloud
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Diky Cloudu zazivame obrovsky rozmach vyuzivani
business aplikaci

Average number of
apps per worker?
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Dnesni typicka architektura prechodu do Cloudu

i

Public
Cloud

Data Center/
Private Cloud

SaaS

salesforce
] Office 365

Heterogenni prostredi
RUzna Uroven bezpecnosti

Nesouroda SLA vUCi
koncovym uzivatelum

Omezena flexibilita dalsiho IT
rozvoje



Vznika “Security gap” v dusledku heterogennich
ostruvku
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Nekonzistentni
bezpecnostni a pristupové
politiky jsou prileZitosti pro

naruseni kybernetické
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V tradicni modelu jsou data a uzivatelé chranéni v ramci

bezpecnostniho perimetru D
F‘D D PERIMETER SECURITY D
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Cloudove aplikace ale meni pravidla hry...

3.2 billion unknown users 1 Billion 44 ZB of Data
l 7.4 billion unsecured devices Applications by 2020




Dnesni hlavni cil:
Ochranit uzivatelskou identitu, aplikace a data




JAKA JE POVAHA DNESNICH UTOKU?



Utoky se presouvaiji ze sit'ové na aplikaéni vrstvu
...ovsem investice smeruji do sitove...

Network Threats Application Threats

28% 90%

of attacks are of security
focused here investment

2% 10%

of attacks are of security
focused here investment
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72% naruseni kyber bezpecnosti je zpusobeno zranitelnosti
aplikaci a zcizenim uzivatelskych identit

Source of data breaches

128 "B

Ostatni
Compromised
‘ records since
o
44 A) 2014 °
Zranitelnost -

i aplikaci 5 1 4 M

280/ Personal Profiles $21 OM

: Stolen Credit Card

Zneuziti uziv. Lo
identit S01e




Protoze prave
data/aplikace ma
hodnotu...

Ministerstvu zahranici ukradli hackeri tisice
mailu. Nasi bezpec€nost to neohrozuje, rekl
Zaoralek
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Ufad udélil pokutu za incident, kdy se jeden

z klientt diky chybé v zabezpeceni aplikace dog
k datim zajemct o produkty penzijniho fondu
Banka se proti pokuté neodvolala.




Kde je tedy ten "Security Gap”?

“64% of the 10 million security
incidents tracked targeted port 80.”

Information Week
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Prohlizec je nejslabsi clanek retezce...

/ \ Customer Browser
Secured

Data center

Traffic .
SIEM Management - Leveraglng

Browser
a > application
NS .
' behavior

HTTP/HTTPS | » Caching content,
HIPS DLP : disk cookies, history

* Add-ons, Plug-ins

Network
firewall ] ] )
Manipulating Embedding
\ / user actions: malware:
a + Social engineering » Keyloggers

« Weak browser « Framegrabbers
settings » Data miners
» Malicious data theft e MITB/MITM

» Inadvertent data » Phishers / Pharmers
loss



Proc?

Soucasny perimetr se zameéruje na utoky na sitove vrstve...

Allow TCP/80, TCP/443
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DULEZITOST APLIKACNI
OCHRANY



Jakeé jsou dnes typickeé utoky na aplikace?

CSRF Cookie manipulation
OWASP top 10 Brute force attacks
Forceful browsing Buffer overflows
Web scraping Parameter tampering
SQL injections Information leakage
Field manipulation Session high jacking
Cross-site scripting Zero-day atiacks
Command injection ClickJacking

Bots Business logic flaws

© 2017 F5 Networks

25



Jaky je nejvhodnejsi nastroj pro ochranu aplikaci?

Network / Next Gen
Firewall

Known Web Worms Limited v
Unknown Web Worms X Limited
Known Web Vulnerabilities Limited Partial
Unknown Web Vulnerabilities X Limited
lllegal Access to Web-server files Limited X

Web Application
IPS i

Forceful Browsing X X

File/Directory Enumerations X Limited
Buffer Overflow Limited Limited
Cross-Site Scripting Limited Limited
SQL/OS Injection Limited
Cookie Poisoning

Hidden-Field Manipulation

Parameter Tampering
Layer 7 DoS Attacks
Brute Force Login Attacks
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App. Security and Acceleration
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Public Cloud — Sdilena odpovednost ohledné zabezpeceni
infrastruktury

Customer’s responsibility

* Protecting the
confidentiality, integrity,
and availability of their
data in the cloud

OS and
application-level security

n
Customer

;|4
L D

I‘Physical to Hypervisor | OS and Application ‘

Cloud Provider responsibility

* Providing a global secure
infrastructure and services

Compute Database Storage

| Cloud Provider



VIDITE TYTO UTOKY?



HTTPS (SSL/TLS) provoz roste mezirocné 20%
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Encrypted Web Traffic

Source: “TLS/SSL: Where Are We Today?”, NSS Labs, October 2016



A Jsme zpet u security perimetru — pracujete s

SSL?
PERIMETER SECURITY D

Authorized Managed
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RESENI?

JE MOZNE ZABEZPECIT DATA
NEHLEDE NA TO, ZDA JSOU V
"DOMA” NEBO V CLOUDU?



Zaklady dnesni bezpecnosti:

QO 67 &I

Visibilita Kontext Kontrola
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Proxovani aplikaci — kliCcovy bezpecnostni
koncept

WAF

Slowloris attack, XSS TP
[ 1 1]

SSL renegotiation

SYN flood
ICMP flood

Network
Firewall
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Cilovy stav: Aplikacne orientovana architektura

salesforce
1] Office 365

Konzistentni a Skalovatelné
prostredi

Visibilita do SSL provozu
Aplikacni ochrana

Jednotny pristup



F5 Networks: Komplexni reseni ochrany aplikaci a
uzivatelskych dat/pristupu

F5: PRISTUP K APLIKACIM

F5: OCHRANA APLIKACI

Secure Web Gateway Identity Federation
“ DDoS Protection Web Fraud Protection
Remote Access App Access Mgmt
Carrier Class Firewall IP Intelligence DNS Security

Enterprise Mobility Gateway

SSL Inspection & Interception

PARTNER ECOSYSTEM
NGFW IDS Data Loss Prevention APT Scanning

Vulnerability Scanning Packet / Forensics HSM IPS



F5 Synthesis
DevCentral
AskF5/Support
IHealth
University
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