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Bezpecnost informaci je pro nds na prvnim misté




» Vstupy
ZoKB & GDPR

Lidé
» S0C
LM + SIEM

PIM - PAM
Lidé
2 S0C2.0

Contextual Security
Workbench & Analytics
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Kyberneticky zdkon

»
»
»
»
»
»
>> Detekce kybernetickych bezpecnostnich udalosti

»> Sbér a vyhodnoceni kybernetickych bezpecnostnich udalosti
»
»
»
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GDPR oo

» EU obcani celosvetoveée
> Data Protection Officer

28.000+ v Evropé ggil:ral
2> Nahlasit do 72 hodin PEnicciion
» Pravo ,, byt zapomenut” Regulation

) Chranit a Monitorovat vsechnu aktivitu s osobnimi
udaji
»» Pokuty do vyse 4% obratu nebo €20M

axenta.cz



»

Skoly

»

7

zaskoleni

=
%2}
o
&
o
S
>Q
>

»

Kurzy

N
=
©
i)
C
Q
x
(q0)







2> Security Operation Center

Bezpecnostni Provozni Centrum

2> SOC vs Managed Security Services

Externi a Interni penetracni testy
FW konfigurace
WAF, NAC, DLP...

2> SOC -> Incident Response (CSIRT)

Redeni incident(
CSIRT tym

?»> SOC & Kyberneticky zakon

+/- 85 pozadavkd, vice nez polovina pozadavkd mimo ramec SOC
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S0C -> Incident Response (CSIRT)
> Log Management
» SIEM

» Tickety

> Procesy

> Assety
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AXENTA Advanced $0C

[ Optional Components | |
® IP Management
D Vulnerability Assessment
# Operation Monitoring
B Anomaly Detection (NBA)
¢ Privileged Access Monitoring
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Analytics - Future of Security Monitoring




The Gontextual Security intelligence Platform
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CONTEXTUAL SECURITY INTELLIGENCE
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Third Party Integration
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|
300 2.0 - Analytics + Workhench
Use Case Library Dashboards | Reports | Workflow | Case Mgmt | Runbooks

Response

Intelligent Queue Investigation Hunt

WORKBENCH

SIEM Alerts User Behavior Network Other Search Entity Linked Data 3rd Party
Analytics Analytics Analytics Profiling Analytics Integration
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L J engine (SIEM) “ LD Y (Log Management)

CORRELATION &
ANALYTICS

Advanced Collector

Smart Connectors 2
Context Information

VISIBILITY

Physical
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Thank you

Security Analytics
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