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» Kdo je AXENTA a proc vime jak na to?
» SOC - Cotoje acotoneni

SOC // MSSP // Kyberneticky zékon // Incident Response

» Z ¢eho slozit SOC?
» Jak se stavi SOC?

Technologie // Lidé a Procesy // Uskali
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> Security Operation Center

Bezpecnostni Provozni Centrum

» SOC & Managed Security Services

Externi a Interni penetrac¢ni testy
FW konfigurace
WAF, NAC, DLP..

» SOC -> Incident Response (CSIRT)
Regeni incidentd
CSIRT tym

» SOC & Kyberneticky zédkon

+/- 85 pozadavky, vice nez polovina pozadavkd mimo réamec SOC
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S0C & Kyherneticky zakon

» Fyzicka bezpecnost

» Ochrana integrity komunikacnich siti
» Ovérovani identity uZivateld

» Rizeni ptistupovych opravnéni

» Ochrana pred skodlivym kédem

» Zaznamenavani ¢innosti

» Aplika¢ni bezpecnost
» Kryptografické prostfedky

» Ostatni technologie podporuijici org. a tech. opatreni
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S0C -> Incident Response (CSIRT)
> Log Management
» SIEM

» Tickety

> Procesy

> Assety
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AKENTA Advanced S0C

[ Optional Components

® IP Management

2 Vulnerability Assessment

™ QOperation Monitoring

B Anomaly Detection (NBA)

@4 Privileged Access Monitoring
*3 Firewall Audit & Monitoring
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Solidni zakiady SOC

e Serverovna
e Office

Technologie

e HW + Virtualizace + Storage

o OS, Infrastruktura (LDAP, DNS, CA, Dokumenty/Share, Webserver)
 Vysokéa dostupnost

e Monitoring

Skalovatelnost

e Horizontalné // Vertikélné
o Casové

e Business model

e Rozvoj
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e Operétor // Analytik
e Manazer // Architekt
e Administrator

Procesy

* Incident Response

» Workflow a Ticketing
« Configuration Management // CMDB + Assety

e Metriky // SLA
e Podpora a Provoz

Technologie

o PIM/PAM?

e SIEM // Multitenant // Hrozby

e LM // oddélené LOGSTORE + TSA + Sifrovani + Podpis
 Kolektor // TLS + Komprese + Cache
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