Kybernetické hrozby

Existuje komplexni reseni?
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Hlaseni incidentu

28.5.9:00 ...

Nevim, co se deje
VétsSina z nas se nedostane na Internet
Ale informacni systém je funkcni

Ve skolici mistnosti je vSe v poradku




Hlaseni incidentu

28.5.9:00 ...

To je teda zvlastni ...
Zadné hlaseni ze Zabbixu nemam
Servery i VPN jsou dostupné

Musim se na to podivat, ozvu se zpét




Hledani priciny problému

28.5.9:10....

—

78 port skenG?
DNS anomalie?
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28.5.9:10

Clp 192.168.0.27

Clp192.168.0.27

OClp 192.168.0,25

Clp 152,168,024

Olp 192,168,049

ni

SCANS

SCAME

SCANS

SCAME

Fici

ciny problému

Podivejme se na ty skeny
Ok, uzivatelim nejede web
Souvisi s tim ty DNS anomalie?

Detail

chaotic TCP YN scan (atternpts with
respansze: 0, atternpts without rezponse:
169, targets: 55, port list: 443, 80, 33033,
12350, 40040, 5222],

chaotlc TCP . 57N scan'[atten-'rpts' with
response 0, atternpts without respaonse:
196, targets: 54, pott list: 4\43 20, 22033,
12350, EDDM:I 52220

chacotic TCP 5¥M scan [atternpts with
responsel 0, atternpts without responsze:
949, targets: 31, port list: 80, 443, 33033,
12350, 40028].

hotizontal TCP 87N scan (atternpts with
responze: 0, attempts without response:
97, targets: 36, port list: 443, 207,

chacotic TCP %M scan [atternpts with
response: 0, atternpts without responsa:
74, targets: 27, port list: 443, 50, 33033,
12350, 5222, 400_10].

Timestamp
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2013-05-28
0%:09:57

2013-05-28
09:05118.

2013-05-22
092:03:13

2013-05-22
09:05:09

2013-05-22
09:05:02

rhirrar_core

rmirror_core.

rhirrar_core

mirror_core.

mirror_core

B 644,235,142, B 64,4, 23,149, B 644,253,150,
B 644,223,152, B 64.4.23.154, B 64.4,23.15¢6,
W 64.4.23,159, B 64,.4.23.162, B 65.55.223.16,
B 65,55.223.17, o

B 64,4.23.141, BF 64,423,147, 85 64.4.23,152,
B 64.4.22.1508, BE 65.55. 223,13, 85 65.55.223,15,
B 65.55.223.16, B 65.55.223.18, B £5.55.223.22,

55.228:21, v

4,223,140, BE 64.4.23.151; BBl 64.4.23.15%,
423,166, B8 £5.55,223,12, B8 65.55.222.19,
55.223,20, ™= 91,190,218,52, == 91,190,213, 56,
190,218.57, ...

&5,
64,

&4

&5

a1,

74,125 224,0, By 74.125.224,1, B 74.125.224. 2,
74.125,224.3, 85 74,125,224, 4, W 74.125.224.5,
74,125 224.6, B 74,125,224, 7, B 74,125.224.8,
74,125.224.9, ...

&4,4,23.152, B 65,555,225, 16, B €5,55.222.32,
£5.55.223.37, B 66.220.151,99, B 69.171.241.10,
91,190,218.52, ™= 91,190,218.53, ™= 91,190, 218.55,
91.190.218:61, ...
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Hledani priciny problému

28.5.9:15 ...

Jaky DNS server se pouziva?
192.168.0.53? To je notebook!
No asi uz tusim...

O 152.168.0.53 A5 source: O &5 target: 8
a g @
..... # Dretail Timestam, NetFlow source Source
-—é__
1  Use of unexpected DNS server [with response, connections: 1, commonly used DNS servers: 192,162,0.1), 2013-05-28 09:106:26 rhirrar_core CIp 192.162.0.14
2  Use of unexpected DNS server [with response, connections: 5, commonly used DNS servers: 192,1628,0.1]. 2013-05-28 09:106:17 rhirrar_core CIp 192.162.0,23
3 Use of unexpected DNS server [with response, connections: 5, commonly used DHNS servers: 192,168,0.1). 2013-05-28 09:06:04 rhirrar_core CIp192.168.0.22
4  Use of unexpected DNS server [with response, connections: &, commonly used DHS servers: 192,168,0.1]. 2013-05-28 09:05:44 rhirrar_core Clp192.168.0.24
5  Use of unexpected D'MS server [with response, connections: 3, commonly used DS servers: 192.1658.0.1). Z013-05-28 09:05:472 rhirror_core CIp192.165.0.35
& Use of unexpected D'MS server [with response, connections: &, commonly used DS servers: 192.1658.0.1). Z013-05-28 09:05:23 rhirror_core CIp1i92.165.0.20
7  Use of unexpected DMS server [with response, connecions: 5, cormmonly used DS servers: 192, 1658.0.1). 2013-05-28 09:05:23 rhirrar_core Opi192.168.0.49
2  Use of unexpected DMS server [with response, connections: 9, cormmonly used DS servers: 192.1658.0.1). 2013-05-28 09:05:1% rhirrar_core Op192.165.0.27
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28.5.9:15 ...

Zda se, ze mame v siti novy
DHCP server
Ale to je notebook Novakoveé...

o L WINDOWS system32 cmd.exe

sit& Ethernet Bezdratové pFipojeni k siti:
Stav : odpojeno

o

sit& Ethernet P#ipojeni k mistni siti:

Piipona DHS podle p#ipojeni . . . =
Adresza IP

Maska podsité

Ugchozi brana




Hledani priciny problému

28.5.9:20

Tak se na to podivejme...
Notebook o sobé prohlasuje, ze
je DHCP server

¥ Filter
src ip 192.168.0.53 and proto udp and port &7

AMD | :Mones - E

Packets

Start Time - s Source P source ( its per  Byles per
S Duration Protocol - Sy o _ per s 4 ) i Flows
first seen’ address 0 address Flags | second package

2013-05-28

= =]
09:13:30. 080 4383 UDF 192.168.0.5 255.255.255.255 g 29 Yeet v sy EEL !
201 3-05-28 [ ] (=]
09:16: 76,913 Bh.402 uop 192.168.0.53 bDDtpS 755.255.255.255 bDDtpl: ...... o] 16 5340 Q0 7 333 1

Flowys 2 Bytes 14.33 KB Packets 44



Hledani priciny problému

28.5.9:25 ...

Odpojte notebook Novakové!
Je to pricina problému

Asi bude zavirovany

A restartujte svoje pocitace

Nechapu
Aha? Ok
Reknu to ostatnim

*




Nudna obnova notebooku

29.5. 08:00 ...

Tak co tady mame
Dobrej pokus, jesté ze ja
mam FlowMon ...




Co kdyby...

 Malware opravdu fungoval?

192.168.0.X <->192.168.0.53 <->192.168.0.1 <-> Internet
Z pohledu uzivatele je vSechno v poradku, ale

Malware by mél pristup k veSkerému provozu
* Mimo jiné k prihlasovacim udajim a jinym citlivym datum

* |IT nemonitorovalo sitovy provoz?

" Pravdépodobné by problém resili hodiny, ne 20 minut
= Pokud by malware fungoval, ani by se to nedozvéedéli



Shrnuti

* Neztracejte ¢as hledanim povéstné jehly v
kupce sena

= Monitorujte sit
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= Budte proaktivni

* Beézné prostredky chrani jen do urcité miry
= Firewall, IDS, Antivirus, ...

= Potrebujete nastroje pro monitorovani a analyzu provozu
datoveé sité, rizeni pristupu do sité a log management



Reste problém komplexné

Network visibility
& security

TIME T

Mot pol wva—y W] LR G awe al S

Gartner

Gartner last year stated that flow analysis
should be done 80% of the time and that
packet capture with probes should be done
20% of the time.

Recommendations
o Implemont the use of povanced fow-based

cata sourcas o afow better measurement of Perlmeter End p0|nt
1he user axperenca .
security security
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DNSChanger: FBI Warns Infected
Computers Will Lose Web, Email
Aceess in July
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* Implemeant llow-based montornng technologes
axtansivady, and kaverage probes whare detad
& neaded. Using a singlé platform for both
MEXES MANSQement Basier
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Attaining Network Visibility in the Era of Big Risk = e
and Big Data 8 Febrisary 2011: Safér Internet Day
S y , = Nearly one third of internet users in the EU27
RESILSAES — caught a computer virus

B4% of interma! users use (T nty software far p




O spolecnosti INVEA-TECH

* Cesky inovativni vyrobce fedeni pro monitorovani
a analyzu provozu datove site (FlowMon)  __

+ Fakta

= Zalozena v roce 2007, sidlo v Brne

= Silné VaV zazemi (MU, VUT Brno, CESNET)
= 40+ zaméstnancu

o
 Oceneni
= Zarazena do reportl Gartner od roku 2010
. g 153 Check Point
= Deloitte CE Technology Fast 50 (jiz 2x) |
= Partnerstvi: Cisco, Check Point Il | ll

= 500+ zakaznik® (CR, Evropa, Japonsko, USA)



FlowMon architektura

FlowMon Sondy

e samostatné pasivni zdroje statistik
ze sité - NetFlow / IPFIX data

FlowMon Kolektor

e Ulozisté, vizualizace a vyhodnoceni
sitovych statistik

Monitorovani FlowMon ADS

sitového provozu s pes . sy,
* detekce anomalii, behavioralni
analyza

) vimware




Z pohledu uzivatele

 Monitorovani provozu v siti (NetFlow/IPFIX)
= Kompletni viditelnost do déni v siti '
= Real-time a historicka data pro LAN & WAN & |

Contar

komunikaci do Internetu
= Optimalizace spravy a provozu sité
= Efektivni troubleshooting

* Bezpecnost datové sité (NBA, NBAD)
= Jediny zpUsob, jak detekovat pokrocilé hrozby
= Zalozeno na behavioralni analyze Flowhon A0S

= Detekce pokrocilého malware, zero-day utokd,
podezrelych prenosu dat, zmén chovani a
dalSich incidentu




Z pohledu uzivatele

e Zaznam provozu v plném rozsahu

= Na vyzadani pri reSeni problému a incidentu

= Distribuovana architektura
= Podpora siti 1G/10G/40G

* Monitorovani vykonu aplikaci @
= Sledovani uzivatelskych transakci bez SW agent “
= RozliSeni zpozdéni aplikace/sité, sledovani SLA |
= Uréeno pro moderni (HTTP/HTTPS) aplikace

* Ochrana prede utoky DDoS m

= Detekce volumetrickych utoku

FlowMon DDoS Defender

= Aktivni fizeni smérovani provozu a mitigace
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