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BULL se od 06/2015 stava soucasti Atos IT Solutions and Services
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Kterym zakazniklim jsme jiz pomohli

» Skoda Auto - Security + network monitoring , 20 000 EPS

» PojiStovna Ceské sporitelny - Security monitoring, 2 500 EPS

» Ministry of Environment - Security monitoring, 1 000 EPS

» Kooperativa - Security monitoring, 2 500 EPS

» Institute of Chemical Technology - Security + network monitoring
» Government institution — Security monitoring

» Finance institution- Security monitoring, 10 000 EPS

AtOS
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Kterym zakazniklim jsme jiz pomohli

» T-Mobile CZ - Network monitoring

» Vodafone CZ - Network monitoring

» University Hospital Ostrava — Security monitoring
» Czech Government — Network monitoring

» Allianz - Network analyses — Migration project

» ZapadocCeska univerzita - ISMS audit 27001

» Vitana a.s. — Network audit

» Karlova univerzita - Network monitoring

AtOS



Neustale se meéenici bezpecnostni situace

Fraud (internal Digital DNA Privacy Threat

or external) will (strong identity legislation & Intelligence and
increase and verification) cyber security contextual data

require adapted including on standards will feeds to detect

detection within mobile devices ° impact Next Gen APTs
transaction will go | organizations with stealth
conversation mainstream :b capabilities
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KYBERNETICKA BEZPECNOST
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Data discovery y Malware . Network behavior. Security
‘ and / expands to R DDoS Attacks ) analysis to for/from
monitoring Mobile (NG will use identif
. \ L danti 4 \ ldentity the Cloud
key to protect devices, V ,Aadaptive an abnormal

“crown Industrial = intelligent DoS behavior and o ClO.Ud
jewels” from Control techniques detect insider glata WI.|| be
theft or Systems, and threats and/or increasingly

leakage Internet of advanced attackers targeted

Things moving laterally

within the network
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Agenda

Pristup ATOSu ke kybernetické bezpecnosti

AtOS



Kyberneticka bezpecnost
Co Vam ATOS mizZe nabidnout

RIZENA
BEZPECNOST

40005 [ehoy | Atos poskytuje svym
zakaznikum v oblasti

kybernetické bezpecnosti
poradenstvi, navrh,

implementaci & provoz
sluzeb

O

o -

AtOS

Chranit & Detekovat

KYBER
OCHRANA

Analyzovat & Mirnit

BEZPECNA

KOMUNIKACE



Rizeni bezpeénosti
Prizpsobeni ménicim se regulacim i hrozbam

HLEDAME ROVNOVAHU MEZI UCINNOSTI OPATRENI,
STUPNEM OCHRANY A ZAJMY ORGANIZACE

Priority * .
. I Zakony a regulace
organizace !
|
|
Procesy a I Nardst kyber
organizace ; hrozeb

A co kdyz néco nevyjde? Lze se vuc&i kybernetickym hrozbam
pojistit? A jak? A za kolik?




OCHRANA kyber prostredi i e
End-to-End Feseni

s the loT becomes 8

CHRANIME CELY VAS EKOSYSTEM
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UZIVATELE
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ohled: bezpecnost napric organizaci na vSech urovnich
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SITE
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With the ever changing

Atos zabezpecuje sbér a zpracovani =

kritickych dat INSEE

Cyber
Protection
nalyze & Mitigate
A5 the IoT becomes &
In & warid of cyber Teality
eponage, WHO ARE YOUR
HOW DO YOU PROTECT USERS AND CAN YOU
YOUR DATA? TRUST THEM?

. ;- :

i/ B
4 |

Francouzsky narodni institut pro
statistiku a ekonomicky vyzkum

-« IT institutu INSEE bylo silné

. decentralizované

-« Nutnost nasazeni nové aplikace

. pro sditani obyvatel

.+ Navrh a dodani bezpecnostni

. architektury v novych
datacentrech

v

. Atos Feseni

-« Navrh architektury

.+ Podpora béhem konsolidace
. infrastruktury

. » Nasledny bezpecnostni audit




Bezpecna komunikace
Atos reseni pro bezpecnou komunikaci

. ) MetaPKI/ MetaSign
BEZPECNOST TRANSAKCI
CardOS SmartCards

BEZPECNE MOBILNI S
TERMINALY

;v o~ TRUSTWAY VPN
KRYPTOGRAFICKA RESENI

Hardware Security
Module

Realita: 95% Francouzskych bank




Atos zabezpecuje jednu z nejvétsich B .. =
+Homeland security" siti v Evropeé

Zadani

« Zabezpecit IP sité Francouzskeé
narodni gardy
o ° 4,600 + lokaci po celém sveéte

Atos reseni _

« Vlysoce zabezpecena sit na
uroven “restricted use”
« 6000+ IP encryptors vC. spravy

DEFENSE GRADE a auditu

AtOS



Secure Communication
Hoox, smartphone pro bezpecnou komunikaci

Hlas, SMS a data Data ve smarphonu
Sifrovanad komunikace Sifrovana

Anti-intrusion fyzické
zabezpeceni
Ruggedized secure OS

Biometricka
autentizace

Vzdalena sprava Audit a certifikace
(wipe...) Android aplikaci




Secure Communication
Hoox, smartphone pro bezpecnou komunikaci

ay 80
inje: e |

Komer¢ni aplikace Vase aplikace

Audit — TrustRevealing™

Vase bezpecnostni politika

Vas firemni
“App store”




Digitalni Identita & Rizeni pFistupu
Zakladni kamen bezpecnosti

ZABEZPECENY PRISTUP VE VSECH SITUACICH

’ l Ridit, spravovat, Spra Iné & firemna
kontrolovat identitu a prava siine ci firemne

prava uzivatelt orientované autentikace Overall Leader

IAM/IAG Suites

September 2014

Identity & Access Management Authentication Management

I On-line, vicefaktorova ..
/ a silna autentikace el LU
/ k aplikacim z PC, tabletq,

Overall Leader
Enterprise Single Sign-Or

January 2014

pro publikovani aplikaci :
do webového prostiedi smartphont ...

Web Access Management

mTEEmAMPAND



Identity Access Management - Single Sign On
Use cases

German Electronic Health Card - eGK

20 mil+ uzivateld , 50 000 certifikaci hodinu
Online vyména dat s Card Application Management
System (CAMS) zdravotnich pojiStoven

University Hospitals of Geneva — SSO

8 nemocnic, 40 lokalit, 50+ aplikaci, 12 000+ uzivatelu
Single Sign-On kombinovany s biometrickou autentizaci
Redukce nakladu a HelpDesk potieb

Lékarfi a nemocni¢ni personal se muze prihlasovat
odkudkoliv svym uctem k jakémukoliv PC, Kiosku...

Gesundheitskarte

Michaela Musterfrau
Musterkrankenkasse
123456789 A123456 789




Jste pripraveni na kyber hrozby?

Jste pripraveni v rezimu 24/7/365 W% ot

Nas pristup: aktivni kontrola v realném case

Dynamicka rekonfigurace a izolace
Protect & napadenych prostredi
Detect

( anaill Profilovani v realném case,
nayze analyza dat

r\ 3 Globalni SOC & 3 Dedikované SOC
_ f -1 Globalni CSIRT Team schopny resit

kyber hrozby

Mitigate

- =

F

Containment
Detection & Eradication Post-Incident

Preparation Analysis & Recovery Activity




AHPS - ATOS High Performance Security AtOS

Sprava kyber hrozeb v realném case Eéﬁfﬁ%

Sluzba Atos High Performance Security (AHPS) poskytuje organizacim:
» security log management e

Web server ‘ “ 3
|

Content
activity logs | managementlogs

R

soucinnost naplnovani zakonnych a regulatornich povinnosti || e B

Fizeni rizik s ohledem na kontext organizace e TN i/ tﬂ'L
. . ’ . Vé \v4 7‘ﬁw|ndnwsbss j \;\ X\ | - =
24 x 7 intelligentni monitorovaci sluzby - R

Wireless

vvyyy

schopnost zasahovat viéi urgentnim hrozbam By
v realném case

" Linux, Unix,

Windows 05
logs
Client & file
server logs
| Oracte Financial
Logs
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Logs [ 7 O
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SOC - Security Operations Center
Kyberneticka bezpecnost jako sluzba

—
-4

GasTerra

GasTerra - obchod se zemnim plynem

« Monitoring a kontrola uzivatelskych pfistupt nad vice
nez 100 rdznymi systémy a aplikacemi

« Zalozeno na integraci se SIEM sluzbami

« SOC Analysts 24/7 pripraveny reagovat na kyber hrozby

» Meésicni reporting

NUMERGY - High-End cloud services

« Security Operations Center (SOC) dedikovany pouze pro
zakaznika a jeho potreby

* Sluzby v rezimu 24 x 7 x 365

» Vypocetni a Storage kapacity

AtOS



Agenda

S ¢im Vam ATOS miize pomoci

AtOS



Atos - Security Operations Centra
Poskytovani SOC sluzby v rezimu 24 x 7 x 365

‘ Atos security specialisté

* Atos Global SOC'’s

Benelux &
* Atos Dedicated SOC’s the Nordics
Mason, Ohio
(UTC -5) Germany Poland
' UK/ (UTC+2)
NOI‘th. Irelan -
Am‘erlca ‘ Central &
. Eastern - .
Iberia T Europe AS|‘a Pacific
France () * Malaysia
India, (UTC+38)
Latin Middle East
America and Africa

Atos SECURITY OPERATIONS CENTRA | 15027001 1SO 20000  1SO 9001

= =g 4 MULTISITE MULTISITE MULTISITE
Jsou certifikovana CERTIFICATE  CERTIFICATE ~ CERTIFICATE




Model kybernetické bezpecnosti

Jaké sluzby Vam jsme schopni poskytnout

ATOS

CYBER
security

p

Communication

Security Operations Center — L1, 7x24 onsite

Manitaring, alarms investigation & response

CSIRT PA/P4 incident handling, communication, coordination,farall CSIRT incidents
Vulnerahility reporting

1=t line activities cross all other G55 services

AHPS
L2/L3

Atos High Performance Security

Sx10 business onsite
Tx24 standby

Custame
il Infrastructure

maintanance

CSIRT
L2/L3

Cybar Sacurity Incident Response Team
5x10 buginess ons|te

Tx24 standby

Computer
MWanagemseml

Endpoint and
Perimeter Threat
Management
L2/L3

5310 business onsite

Tx2d standby

Vulnerability
Management
L2/L3

5x10 business onsite

Tu24 standby

Identity & Access
Management
L2/13

5%10 business onsite

Ta2d standby

A0S




Atos - Vas partner pro bezpecnost

EE:Z:-"_Z === INVeaTecH Wy McAfee
EVIOIAn
m (<] Check Point 4l
SECURITY® MGSIEES SOFTWARE TECHNOLOGIES LTD. DIGITAL GUARDIAN
9 symantec. “radware %  VERINT
STORMSHIELD
W< LLlX SecureWorks airbwvg\!:vgr}g
TRACE,AUDIT&ATRUST ?Netlos Y BLUE

SOURCEfre 52 wicrosore  JUNIPEM [RL



Agenda

Co nas odlisuje?

AtOS



Shrnuti
Co poskytujeme a v cem se odlisujeme

OBLAST KONKRETNI RESENI

RiZEN BEZPECNOSTI Exper_tlza, \Y; be_zpecnostl, IAM, ochrane dat,
technicke audity

: Expertiza v integraci bezpecnostnich technologii
NUE RN RIS CAROICL Al o (McAfee, Qradar, Verint ATP)

6 Security Operations Center po celém svété

PRIPRAVENOST NA HROZBY » = ; °
z toho 3 v Evrope. Efektivita + redukce nakladu

Expertiza v Identity & Access Managementu

DIGITALNI IDENTITA A RiZENi PRISTUPU Navrh a integrace silnych reseni Identity &
Access Management Solutions (Evidian, DirX)

. HSM and Crypto reseni
BEZPECNA KOMUNIKACE Innovativni FeSeni (Hoox)




Ne technologie, ale lidé a procesy
Co poskytujeme a v cem se odlisujeme

Navrh
Analyza organizacnich Zavedeni

Vyhodnoceni
informacnich

iZi technickych reni
Sktiv rizik echnickyc opatreni

opatreni

Znalost legislativy, norem, regulaci
ZkusSenost, znalost rozsahu, jaké metriky
Pfrehled o moznostech technologie
Udinnost zavedenych opatteni?

Jaka metrika?

Kyberneticka bezpecnost jako fizena sluzba

AtOS



Zaujali jsme Vas?

Tomas Hlavsa
+420-604-290-196
tomas.hlavsa@atos.net
cz.atos.net

Your business technologists. Powering progress Aw S


mailto:tomas.Hlavsa@atos.net
http://cz.atos.net/cs-cz/home.html

