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Vyhrajte souboj s kyber utoky
,Kdo zvitezi ?“
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Vymezeni ekosystému kybernetické bezpecnosti
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Kdo jsme my

" Dodavatelé IS

" Provozovatelé IS

= Spravci IS kritické infrastruktury

= Spravce vyznamného IS

= Poskytovatelé sluzeb e-komunikace

= Administrujeme databaze, data, informace a znalosti
" Jsme ohrozeni individualnimi i organizovanymi utoky

= Kdo na nas utoci ?
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Kdo jsou ti na druhé strané

= Spolecnosti s cilem ziskat nase aktiva (data, informace, znalosti)
" Entuziasti s cilem si dokazat, ze jsou jedinecni

= Spolecnosti najimajici kybernetické entuziasty

= Studenti s potfebou seberealizace

= Kyberneticky prostor

—umoznuje vznik novych technologlcky
orientovanych skupin

—je tichym a pro bézného obcana
tézko rozpoznatelnym ,,bitevnim polem®

— umoznuje vymyslet pokrocilé utocné nastroje
a strategie utokd | — -
= Kyberteroristé, kyberspioni, informacni kriminalita

| S ——
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Faze pokrocCilych kybernetickych utoku

Shromazdovani Vyzbrojeni Utoky

Boéni pohyb a maskovani

(Inteligence) a proniknuti

Identifikace Detekce C&C sitova detekce Multidimenziondlni  Sitovy End To End
hrozeh zakefnych soubord analyza monitoring

- Verint Research Lab - Analyza statickych - Strojové uceni - Specidlni nastroj na - Bodové neobvyklé

- Inteligentni Cloud soubord - Detekee anika vicedimenziondlni sitové aktivity

- Vyznamové a éetnostni - Dynymickd analyza - Detekce anomalit g?hv}’v - Dynamické forenzni

vstupy paméti - Sitova a End To End vyhodnoceni End To
- Odolnost vici Anti- korelace End a sité
Sandboxing

Nastroje pro detekci a reakci na dili faze kybernetického utoku
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Ochranny stit Verint — Threat Protection System

= Verint - dlouhodoby dodavatel s 20 letou tradici se zkuSenostmi v oblasti
Security and Intelligence a Cyber Protection v segmentech Narodni
ochrany/obrany, eGovernment, Telekomunikace, Kriticka infrastruktura,
ochrana pred kybernetickymi utoky

Advanced Cyber
Protection Technologies

Holislic Investigation _ sV Deep Content Analysis
Operational Methodology

Big Data Analytics ¢ | yI  High Performance
Do : IP Monitoring and

Inteligence
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Vyhody TPS ochranného stitu

" Pfesna a vC€asna detekce
Vyuziti vestavénych sad specializovanych detekcnich komponent
zmirnujici celou smycku cyber utoku

= Rychla a efektivni analyza a odezva

Upozornéni na kybernetické utoky, automatizaci analyzy utoku,
moznost aplikace opatreni béhem nékolika minut

= Zdokonaleni provozni efektivnosti SOC

Podpora tymu SOC unifikovanou cyber inteligenci, dohledavanim a
potfebnymi forenznimi systémy

hiae” = ZvysSeni odolnosti organizace / centralnich IS
' Vyuziti adaptivni platformy, rozsiritelné architektury, a behavioralni
analyzy
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Architektura TPS @«

TPS @ SOC

Aggregation Switch
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Navrzen pro Security Operation Centre (1)

Dashboard Incidents
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M Resoived | False Detection W Automatic W Acalyst
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Vizualni sledovani hrozeb, dopadt a KPIs pomoci Dashboard (Role Based Dashboard)
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Navrzen pro Security Operation Centre (2)

Dashboard Incidents Management John Kelly  »
Manage INC_#71726
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Sprava, pridélovani a sledovani stavu incident
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Verint reference v Evropské Unii

= Estonia Information System Authority

(RIA)
- Dodéavka CYBERVISION pro

monitorovani provozu statnich portalt a

postovnich serveru na kritické
infrastrukture

* Detekovani malware utoku

www.ria.ee/contact/
Gulf of Finland.

0 — 100 km @-‘
O e———— 60 miles.

Naissaar

Lahemaa
S Nmm:lm»

BALTIC Paldi

L
LATVIA B 4

e O
LATVIA i

AWz
<§‘) Estonian Information System’s Authority

LETTER OF RECOMMENDATION

To whom it may concern

ceessful Deployment of Verint CYBERVISION ADS Malware Detection Solution

1 Our organizati
tools such as anti

critical government net
virus, firewall, IDS.

twork with tens of thousands of endpoints and a range of standard sccurity

Estonian Information Systems
Authority (RIA) — Government ISP

d the solution’s behavioral detection of

e
5 We highly recommend evaluating Verint CYBERVISION ADS as a ¢ y I w0 security tools for
and unknown 1 in sensitive networks.

“Jsme velmi prekvapeni schopnostmi
komponenty TPS detekujici neznamé malware... ,

y,Technologie je unikatni a nema obdoby ...“

,Vysoce doporucujeme pro jeji dalSi rozvoj a
vyuziti veGovernment...”
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Zaver - vybrané reference v oblasti informacni bezpecnosti

> = Ministerstvo vnitra CR

= Registr prav a povinnosti

é*“m‘” = Ceska sprava socialniho zabezpeg&eni
CsSsz = Informacdni a komunikaéni rozhrani CSSZ
——— = Cesky statisticky urad

I STATISTICKY
. URAD

= Redesign statistického informacniho systému
= Registr osob
= Ministerstvo financi CR
% Cone ety = Administrativni registr ekonomickych subjektd (ARES)
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Dékuji za pozornost

Martin Lukas

Asseco Central Europe, a.s. | martin.lukas@asseco-ce.com www.asseco.com/ce

Budéjovicka 778/3a, 140 00 Praha 4, Czech Republic
Tel.: +420 234 292 500, Fax: +420 234 292 505

Sender and/or Asseco Central Europe have no intention based on this message to accomplish any legal engagement or to make a
written or other contract, to accept or promise any commitment, only if it is directly and concretely written in the message; also is not
responsible if recipient earned an incorrect impression. To conclude a valid and effective treaty, there must be a written documentary
form signed by statutory bodies, by empowered person, or by confidential clerk of Asseco Central Europe

This presentation is the property of Asseco Central Europe (Asseco CE) business group. Information presented serves for marketing
purposes only and constitutes neither an offer to sell nor a solicitation to buy. Asseco CE accepts no liability whatsoever for any loss
arising directly or indirectly from the use of, reliance of any information contained in this presentation or for any omission of the
information. The processing, copying, recording on information carriers, as well as making this presentation or any part thereof available
in any way to third parties requires the prior consent of Asseco CE member.



Asseco Group at a glance

Companies Founded in

Slovakia | Poland

Companies Listed on

Warsaw Tel Aviv
Stock Stock
Exchange Exchange

NASDAQ
Global
Markets

Strategic Partnership

Asseco Group

Present in

solutions for demanding business

Software House

@
Truffle 100

No. 6 in Europe

Headcount
WWWTTTWWTW
WWWTWTW
17,000 People

Gl rcC.o

CENTRAL EUROPE

IT Company

No. 1 in CEE Region

2012 Financial Results

Revenue EBIT
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Asseco Group Business Units

Poland

Israel

Central Europe

South Eastern Europe

Telco & Utilities
IT Infrastructure

DACH

Public Administration
Healthcare
Insurance

General Business / ERP

South Western Europe

Northern Europe
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Asseco Central Europe at a glance

Founded in IT Services Provider il One of the Strongest
Software Houses

& ¢ .1'.'5‘

in Slovakia in CEE Region

Listed on

Warsaw
Stock
Exchange

Present Headcount Revenue (2012)

WWWWWTWWWW
g““g |i| IH"H"H’ |i| |i|

in © Countries 1,600 people EUR mil

MEMBER OF

ey P gl o—{ el e

GROUP
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Asseco Central Europe Group present in European countries

CENTRAL EUROPE

Gl o c2Co

SOLUTIONS
Statlogics

CERTIFICATION

- GLOBENET BanubePay L

@ slovanet

19



SERVICES

SOLUTIONS

solutions for demanding business g rrccCc.o

CENTRAL EUROPE

Portfolio of solutions and services

Banking Insurance Healthcare Building Savings Utilities Public

Software development

System Integration

Infrastructure & Security

Outsourcing

EStarBANK EStariNS & Mediform EStarBUILD By means of
daughter company

eStarBANK ESofiSTAR B MedWorkS Slovanet

EStarTREASURY BZPIS

EStarCARD"

Credilogic

EStarBl EStarSTAT BAQS Business Intelligence

©IAGportal Application Integration & Portals
ERP

I-ELDE*
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