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Monitoring, sprava IP
adresniho prostoru a rizeni
pristupu do siti

Jindrich Savel
Novicom S.r.o.

jindrich.savel@novicom.cz

ZJ novicom




Novicom

2J novicom

. Ceska spoleénost zabyvaijici se
* vyvojem, | S e
» dodavkami T .
* a provozem

systemu pro

» spravu siti
e monitoring
» bezpecnost
* a komunikace

» QOrientace na stredni a velke zakazniky pozadujici
vyzadujicl vysokou miru bezpecnosti a spolehlivosti
svych systemu

« Spolecnost s historii - 20 let ceskem trhu




Novicom — nastroje pro ( )
monitoring a spravu siti *

[ M @) N et J [ Reseni distribuovaného monitoringu IT infrastruktury ]

( )

A d d N et Efektivni a sprava IP prostoru a bezpec¢nost pristupu v
rozsahlych siti
\. J
4 )
Sada nastroju pro vysoce efektivni a bezpecny provoz IT
Network tools || ocs efektivnt
\_ J

[ Pr Oj ects J [ Oborova a customizovana reseni J

Novicom SGP - Secure Grid Platform

Novicom SDP — Secure Delivery Protocol



MoNet - Infrastrukturni

monitoring

IAlekacnl serveryl

I Databaze I

IOperaéni systémyl

I Virtualizace I

I Hardware I

I Sitové prvky I

(Apllkace |/\\

9

( Prostiedi |

I Univerzalni Monitorin

¥

[ Nezavisly
monitoring

Otevieny
monitoring

ot

Distribuovany )
monitoring

Performance management

Korelace pres vsechny vrstvy a
vSechny lokality

Vzdaleny monitoring a alerting i v
pripade preruseni spojeni do centra

Automatizovaneé meéreni SLA




AddNet - Integrovana sprava

IP adresniho prostoru a NAC
4 TINY )

Sprava IP adresniho
prostoru
L2 Monitor — historie |

| IP/ MAC / lokalita
\.

( D D - Zakladni sit'ové sluzby )

| DHCP |
|
J

| RADIUS

P 3

Aktivni prvky

I Repository AP I

I Port monitor I

>' Bezpecénost ‘<

802.1x - MAC

autentizace a iQ
autorizace
I BYOD zarizeni I A

Q Krizové sety I )

Integrovany L2 monitor / DDI /
NAC

Urceno pro rozsahle a
distribuovane site

Nadstandardni provozni
spolehlivost



Kde se s resenim Novicom
potkate?
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Prinosy pro zakazniky ©)

MoNet

 Nadstandardne spolehlivy monitoring
infrastruktury a aplikaci v rozsahlych sitich

Addnet

- Radova uspora prace a standardizace ¢éinnosti
administratoru pri IP. sprave

« Zvyseni bezpecnosti site formou rizeni pristupu
zarizeni (802.1x MAC autentizace a autorizace)

 Podstatne zvyseni provozni spolehlivosti
zakladnich sit'ovych sluzeb (DHCP, DNS a
RADIUS)

 Automatizovana sprava a jednoznachna
identifikace BYOD a mobilnich zarizeni



Prinosy pro bezpecnost z ( )
hlediska ZoKB

Nastroje pro detekci

« Detailni L2 monitoring vcetne uplne historie (pro forenzni
audit)
« |P/MAC / lokalita vyskytu
Rizeni pristupt do sité
* Na 2. vrstve — potrebny komplement k uzivatelske
autentizaci na 6.vrstve (napr. Microsoft doméena)

« 802.1x MAC autentizace

 Moznost snadne spravy bezpecnostnich domen na
urovni VLAN

e autorizace
Soucast konceptu Aktivni bezpecnosti site

* Na 4 kliknuti! Od zjisteni kybernetickeho bezpecnostniho
Incidentu po odpojeni kompromitovaneho zarizeni



Bezpecnost na 4 kliknuti

9 0 9

AddNet FlowMon ADS

Momtorlng Icr IPAM Flow monitoring
distribuovany adresni plinovidni v zpracovani
monitoring spriva IP prostoru
infrastruktura,

provozu na siti

_ DHCP, DNS, Radius v detekce anomilii
aplikace, fizeni pfistupd do
prostiedi

méfenl SLA

a neiadouciho
chovéni
profily chovani

\/vmware

[lw FlowMon kolektor
AddNet fidici server FlowMon ADS

Aplikace

Aplikacni servery

Databaze

Operacni systémy
Virtualizace
Hardware
Prostiedi

AddNet ork Server

Aplikace

Aplikacni servery

Databdze

Operaéni systémy

Virtualizace

Hardware

Prostredi

(" FlowMon sonda ) |AddNet work server |

'y

f
.

Internet

)

AddNet work server

Aplikace

Aplikaéni servery

Databaze

Operacni systémy

Virtualizace

Hardware

Prostredi

[ FlowMon sonda ]




Dekuji za pozornost.

Jindrich Savel
Obchodni reditel

Novicom S.r.0.

+420 777 222 961
jindrich.savel@novicom.cz



Aplikacni monitoring
BlueFerret

Tomas Meznik

FerretApps s.r.o.
tomas.meznik@ferretapps.com

Blueferret



Vyzva — dostupnost dat ©)

Zajisteni kvalitnich sluzeb, poskytovanych
prostrednictvim webovych | pobockovych aplikaci

* Funguji aplikace v pozadované kvalite?
* |dentifikace zdroju zhorsené vykonnositi

« Spokojeny zakaznik/produktivni zamestnanec



Co je BlueFerret ©)

BEZAGENTNI monitoring uzivatelskych transakci

Pohled na vykonnost aplikaci z pohledu
koncovych uZivatelu

Pro VSECHNY uzivatele
Pro VSECHNY uzivatelské transakce

V realném case

Nastroj pro zvyseni dostupnosti kritickych aplikaci

www.nsmcluster.com



Priklad uziti

Qzobni plocha
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riklad uziti

.
™
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www.nsmeluster.com



Metriky ©)

 Pocet transakci

* Doba odezvy aplikace (maximalni, prumérna, minimaini,
pripadné percentil apod.)

« Pocet paralelné pristupujicich uzivatelu

« Velikost prenasenych dat

« Doba prenosu na transportni vrstve

« PocCty a seznam transakci s prekrocenym SLA
« Pocet vyskytu chybovych kodu

« Detaily o jednotlivych transakcich (velikosti, doby, IP adresy,
Session ID, uzivatelskeé jméno, ...)

www.nsmcluster.com



l Co monitoruje BlueFerret L(G)




Dekuji za pozornost.

BluFerret

Tomas Meznik

FerretApps s.r.o.

OlSanska la
Praha 3



Monitoring a detekce
anomalii FlowMon

Pavel Minarik

INVEA-TECH, a.s.
minarik@invea.com

=== |[NveaTeCH



Prehled reseni ( )

Sbér statistik o
provozu

Vizualizace a
detekce anomalii

Monitorova provozu
datové sité

www.nsmcluster.com



Z pohledu uzivatele

* Monitorovani provozu v siti (NetFlow/IPFIX)
« Kompletni viditelnost do déni v siti

. Real-time a historicka data pro LAN & WAN w
& komunikaci do Internetu

FlowMon Manitering
Center

« Optimalizace spravy a provozu sité
 Efektivni troubleshooting

. Bezpecnost datové sité (NBA, NBAD)
 Jediny zpusob, jak detekovat pokrocilé hrozby

« Zalozeno na behavioralni analyze

« Detekce pokrocilého malware, zero-day utoku,
podezielych pfenosu dat, zmén chovani a dalSich
incidentu

www.nsmcluster.com



Z pohledu technologie ©)

* Monitorovani a analyza provozu nove generace
: NeSpOIGha i Slgnatury Network Behavior Analysis: Protecting by

° Funkéni | pro élfrovany provoz Predicting and Preventing, Aberdeen Group
* Vykon v prostredi 10G

Network Behavior Analysis
(NBA) technologies monitor

network traffic for unknown or
unusual deviations from normal
patterns that might indicate the

Network Behavior Analysis Update, Gartner

. resence of a threat.
Recommendation (P:ommonly used in combination
. with traditional sighature-based
After you have successfully deployed firewalls approaches to anﬁ_\,irus_‘ Anti-
and intrusion prevention systems with appropriate malware, intrusion detection
processes for tuning, analysis and remediation, and prevention, and network
you should consider NBA to identify network event management, NBA is
events and behavior that are undetectable especially well-suited for
using other techniques. identifying new zero-day

exloits and malware for which

signatures have not yet been
developed.

www.nsmcluster.com
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DDoS z podvrzenych adres

* Financni instituce

 Botnetem infikovano nékolik stanic

* Podvrzené Cinské adresy utocCi do Vietnamu

Zdrojova IP.

W 112.90.18.105

W 112.91.30.17

W 121.10.112.17

W 183.61.138.105

N 210.73.221.181¢

[eseN

B L

www.nsmcluster.com

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.66 MiB, packets: 65 559,

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.37 MiB, packets: 58 379.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.37 NiB, packets: 58 266,

The traffic not belonging to any internal network was
detected (this may Indicate spoofing). Transferred:
2.66 MiB, packets: 65 415.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.36 MiB, packets: 58 086.

The traffic not belonging to any internal network was
Ll L e e et red:

etwork was
insferred:

etwork was
nsferred:

2013-08-24
o715 21

2013-08-24
07:15: 21

2013-08-24
071521

2013-08-24
o7:115: 21

2013-08-24
07:15:21

2013-08-24
05:39:59

2013-08-24
03:38:31

2013-08-24
03:00:34

Clie

W0 1.52.6.170, BN 1.52.13.199, W 1.52.42.167, §W 1.52.59.228,
W09 1.52.71.217, W 1.52.87.249, W 1.52.133.228, §W 1.52.174.61,
0 1.52.192.113, {0 1.52.218.16, .,
m
m

1.52,54.212, IW 1.52.109.106, B0 1.52.167.73, I 1.52.184.215,
1.52.191.229, J0 1.52.218.123, S 1.52.220.241, [W 1.52.238.4,
W3 1.52.241.199, §09 1.53.8.41, .

&3 1.52.1.176, 500 1.52.2.100, B 1.52.7.105, 0 1.52.44.162,

W3 1.52.77.224, W 1.52.128.196, W 1.52.128.214, I 1.52.144.204,
3 1.52.199.183, [ 1.52.241.170, ,,,

W0 1.52.58.25, W0 1.52.85.224, W 1.52.86.18, QW 1.52.92.157,

W08 1.52.174.104, 500 1.52.183.10, W 1.52.184.230, 4y 1.52.190.102,
03 1.52.203.16, B0 1.52.235.13, .,

W 1.52.28.245, W 1,52.44.63, I 1.52.112.109, I 1.52.143.60,
W 1.52.177.97, W0 1.53.40.147, 39 1.53.58.10, [ 1.53.85.183,

5 1.53.122.157, 9 1.53.221.26, .,

W0 1.52.4.138, W 1.52.12.103, WY 1.52.28.61, W9 1.52.31.70, W 1.52.37.82,
W0 1.52.42.130, WO 1.52.44.24, WY 1.52.48.142, [ 1.52.67.39,

0 1.52.83.34, o,

W0 1.52.7.220, 50 1.52.11.109, WM 1.52.28.57, WU 1.52.42.90, W 1.52.74.20,
08 1.52.95.134, B0 1.52.114.14, [ 1.52.115.205, @y 1.52.119.156,

B 1.52.122.10, 1,

3 1.52.12.16, B0 1.52.77.184, I 1.52.104.14, I4 1.52.125.205,

W 1.52.128.99, W 1.52.134.215, Jy 1.52.137.109, W 1.52.139.229,

3 1.52.203.143, 9 1.52.209.197, ..




Utok na HTTP autentizaci

Zdravotnictvi

Event details

Type: Web form attack (HTTPDICT)
Timestamp: 2014-03-07 21:10:00

Sttt Duration Protocol > e ps:

2014-03-07
21:09:24.733
2014-03-07
21:09:24.733
2014-03-07
21:09:25.228
2014-03-07

als

0.495 TCP 80 23040 1693

0.495 23040 80 33

0.496 23050 80 276

0.4%5 80 23050 1693

www.nsmcluster.com

gPotiskiport el S e

0

Vedeno z IP adresy v Indonésii
Pokusy o uhodnuti hesla do phpMyAdmin
Detaily ze sedmé vrstvy (hostname, URL)

Probability: 100 %
Falze positive: No

Src.  Dst.  Hbar

OUMAC  vian vian

ad:ba:ab:el:7e:72 02:17:c5:e0:45:88 0 380

02:17:c5:e0;45:68 ad:ba:dbie0:7e:72 0 3:80

02:17:c5:e0:45:88 ad:ba:dbieD:7e:72 0O

ad:baidbie:7e:72  02:17:c5:e0:45:88 0

©

URL

g IphpiiyAdmin-2.6,0-
2415 rc1/main,php




Infikovana stanice ( )

 Informacni technologie

« Botnetem infikovana stanice z lokalni sité zavleCena
do DDoS utoku na Spamhaus

The DDoS That Knocked Spamhaus
Offline (And How We Mitigated It)

Published on March 20, 2013 06:26PM by Matthew P

_T+ Share 171 m Share 71 Fllike <915 S Tweet <485

& Traffic by flows

Top 10 event types by priority {(2013-05-23 03:25 - 2013-05-24 00:25)

E] @ Denial of service attack (DOS)

# Event type Timestamp Source.
i @ oos 2013-05-23 10:16:14 Cip192...1

www.nsmcluster.com



Unik dat ©)

* Obchodni spolecnost
« Zamestnanec ve vypovedi

« UloZeni internich dokumentu na sdileny disk
poskytovany sluzbou Yahoo

« Zaznamenano jako pohyb dat z LAN do internetu
* Po prosetreni pomerne zavazny incident

Timestamp Net low source

Talys u] 2012-05-10 11:435:34  localhaost

www.nsmcluster.com



Odposlech provozu

« Sluzby

« Pokrocily malware presmeroval provoz
na infilkovanou stanici prostrednictvim DHCP

source:
0
o O WINDDWS' system32'.cmid.exe

Ethernet Bezdratové piipojeni k siti:

flidaptér sité

[y

iy

Stav média . . . . . . . . . . . ® odpojeno
¥ Filter

src ip

LU S R

i E

Adaptér sité Ethernet PRipojeni k mistni siti:

o

(i3]

P#ipona DHS podle p#ipojeni
Adre=za IP . . . . - . . . .
Maska podsité . . . . . . .
anND | sMones Ugchozi brana . . - . . - .

[y
T I T I I O

=

o

192.168.08.47

SCC _orc nrC [

T mlanf o

192.168.8.53

e rrene: JRERTRET

. R N Packets .
Start Time - Duration Protocol Source IP Source Destination IP Destination  TCP TOS Packets Bytes o Bits per  Bytes per
second package

first seen address Port address Port Flags Fluws
second

UDp Ch

192.168.0.5 255.255.255.255

- = L =} NP
UDP  192.168.0.53 D°0WS 255 255.255.255 BEBHE | oeoocs

www.nsmcluster.com
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Bezpecna infrastruktura ( )

 Perimetr, stanice, LAN
« Bez navaznosti to nepujde

ENDPOINT
SECURITY

PERIMETER
SECURITY

BEZPECNOSTNI
ODDELENI

LAN VISIBILITY
&
SECURITY

= FlowMon

—=» | [PaRetova analyza

SITOVE - Kolik paketdi, kolik dat (do, s kym, co, jak dlouhc - Detailni analyza
ODDELEN{ - Zakladni troubleshooting Efektivni FeSeni probléml - Casové velmi naroéna
ptimalizace si - Na konkrétnim misté
-V konkrétnim ¢ase

www.nsmcluster.com



Shrnuti

www.nsmcluster.com



Dekuji za pozornost.

=== [NVeaTeCH

Pavel Minarik

INVEA-TECH, a.s.

U Vodarny 2
616 00, Brno



Axenta

Najdi incident v kupé logu

Ing. Lukas Pribyl, CEO
AXENTA a.s. %
+420 724 256 695 (; A

pribyl@axenta.cz

Ld
NSM G ou vision Your security AXENTA
NETWORK SECURITY MONITORING CLUSTER Bezpecnost informac( je pro nds na prvnim misté



AXENTA I.

Min. S Nemocnice Kladno
Komerc¢ni banka
obrany

CEPS Statni tiskarna
. ORANGE cenin
Armada CR J&T
PPF :
banka

Technické sité

Brno Board of Directors
e Head Offich e
= - Karel Simecdek

Liptovski MiKUGES TR o i causky

2009
Company Formation



AXENTA II.

Procesu

Identity
Management

Provozni

Log Management

Rizeni
privilegovanych
pristupt

Bezpecnosti
informaci

Skoleni
uvédomovaci

kampané
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Jak vypaada
incident?

Denial of service with limited
bandwidth

Neni dllezité vSechno vidét, ale je
dulezité o vSem védét!
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Dekuji za pozornost.

GAXENTA

Bezpecnost informaci je pro nas na prvn

Ing. Lukas Pribyl, CEO

AXENTA a.s.

+420 724 256 695
pribyl@axenta.cz



Rekapitulace celkovéeho ( )
konceptu |

Security Operation Center

Internet
Log Management
| Ochrana perimetru
DDI - sprava IP IDS/IPS
adresniho prostoru
DHCP, DNS, Radius Sitové DLP
NAC - 802.1x NBA
MAC autentizace / Behavioralni
autorizace analyza sité
Infrastrukturni . Flow Aplikacni
.. L2 monitoring . . o .
monitoring monitoring monitoring

Ochrana klientu

EndPoint
Security / DLP
Antivir
Antimalware

Dlé!sllftr:)tl Sit Infrastruktura
Py Aktivni prvky Servery

Mobilni . :
Klienti Wifi prvky Aplikace




