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Bezpecnostni model
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Obrana v siti
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©3
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KDO

Vhled, kontext a fizeni

zarizeni Sit \/ Kontext

Cisco ISE
* —
@ /@_
-
—

NG FW / IPS

% %o | -5

Cisco ISR G2

NetFlow Data pro vhled Obohaceni Flow dat o
do komunikace od identitu, udalosti a aplikacni

pFistupové vrstvy info pro kontext
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Jednotny pohled na sit’

pro detekci, vySetfovani

a vykazy
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IDENTITA
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i
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o

1

802.1x EAP
ovéreni uzivatele

- @

ro" ovani zarizeni

Wireless LAN
Controller

Firemni
zarizeni

Vlastni -
zarizeni Stav zarizeni
Jednotna sprava

pfistupu
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VLAN 10
VLAN 20

PROFILOVANI
HTTP
NETFLOW
SNMP
DNS
RADIUS

Firemni DHCP

zdroje

pouze
internet

5) 0
Prosazeni
pravidel v siti

Definice
pravidel

PIny nebo
omezeny pfistup
pridélen
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Rozpoznavani pripojenych zarizeni

KLASIFIKACE ZARIZENI
Profilovani zafizeni v pfepinanych i bezdratovych sitich

;' ISE Y

o

Videotelefon

l )

TISKARNA

Pravidla pro tiskarnu videotelefon

A A . VIMEURBICIVIE
[pfipoj do VLAN X] [omezeny pfistup]

Redeni | Typicky scénaf spoluprace ISE a Cisco I0S Sensor

ISE Profiler | Sbér dat — pfepinaC  Klasifikace — ISE klasifikuje Autorizace — ISE
+ |0S Sensor | shromazduje data zafizeni, shromazduje uplatriuje pravidla

pfedava je do ISE poskytuje informace o zafizeni kontextu
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tykajici se zafizenia informace o datovém toku a podle vyprofilovaného



Pridelovani opravneni po overeni

Kompletni Guest Service
vEetné spravy a web
oveéfovani
Pruzné definované ovérovaci metody Pruzna definice pravidel

(802.1X, MAB, Web Auth v rizném pro ovéfovani, NAC Guest Server
poradi) Fizeni pFistupu podle roli

tiskarna

. MAB
@_-"’f' )!7 NAC Profiler

Catalyst
Switch

Rizné métody autorizace (VLAN,

Downloadable ACL, URL Redirect, SGA) .
Directory Server

. ,, Profiling System pro zjiStovani
Postupné nasazovani 802.1X stavu stanic pro $iroké spektrum
(Monitor Mode, Low Impact Mode, koncovych zafizeni

High Security Mode)
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Rizeni v siti podle roli
Trustsec

RADIUS
Guest sluzby
Posture
Profiler

Filtrovani na vstupu

Uzivatel na ‘J‘
pevném <€ _gs#
pfipojeni

MACsec

Filtrovani na vstupu Datové Centrum

Filtrovani na vystupu
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Autorizace

((v) (W}

Viastni

¥é

) ([ (@) |

B (=

% ) F

Stav
Uzivatel =~ Typ zafizeni Misto zarizeni &as Pfistupova metoda

Status Rule Name Caonditions (identity groups and other cxﬁndltions) Pe
Black List Blacklist 1 [ Blackhole Traffic
Profiled Cisco IP Phones ISE 1 Cisco-IP-Phone 0 Cisco_IP_Phones_1
Printers HP-Color-LaserJet-4700 ' Xerox-Phaser-6010n € Printers
Corp Workstation Wireless ISE AND Wired 802.1X AN( AD_Login

CocpAD BExternalGroups EQUALS cisco. eomIUsas/Domdn Computers

AND NetworkAooessEamenelEQUNSEAPFASl’ MO Network
Accss EapAuthemlcabon EQUALS EAP-TLS /71D Network
g Result

Employee and Corp_Workstation e

Access: EapAuthettiauon EQUALS EAP-TLS ' » CERTIFICATE :Subject

Alternative Name EQUALS Radius: Camng—smuon-lb
Personal Devices AND Network Access: EapAuthentication EQUALS ¢ BYOD Provisioning
VPN N ) VPN Empioyee
Guest =) EEE=Tew) e\ Jntemet onty
Default DenyAccess

Cisco Expo
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Integrace s MD

- Administrator muze p
zarizeni pres MDM s¢

MyDevices Portal
ISE Endpoints Director]

ctfren]n,
CISCO My Devices Portal

Edit Reinstate Lost? Delete FullWipe

Select Device ID
& 00:22:44:11:33:55
3] Apple-1pad

00:23:76:95:86:93
m. ‘R.Ag-m.Z, .QE

Corporate Wipe  PIN Lock

Description

My XBOX360 Game Console
My iPad Genl

Volby

Upravit

Obnovit

Ztrata?
Odstranit

Zcela vymazat
Vymazat firemni
Uzamknout




Duvernost prenosu i v LAN sitich
Ochrana dat pomoci sifrovani L2 (MACSec)

=

Sifrovani dat

Sifrovani dat

Data v e i

oteviené )0 sl

formeé a
‘ (ZORPORATE RESOURCES

802.1AE 802.1AE -4
% A P W e W =

’5\\ Coooo( MEMARVE Y
_ - e NN S
Desifrovanina " mment \. '\ Sifrovani na vystupu
vstupu do rozhrani z rozhrani

Pakety uvnitf prepinaCe nejsou Sifrované

Reseni | Typicky scénar nasazeni

Duvérnost dat se Sifrovani na L2 — Viditelnost datovych tok{ pro
zachovanou viditelnosti »,Hop by Hop” uplatfiovani bezpe&nostnich

datovych toku pravidel a QoS
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Monitorovani toku v siti
Flexible NetFlow a NBAR

Google

tﬂ

|

T T (1] Tube.

Key Fields =R i flow record app_record Key Fields Packet #2
match ipv4 source address

Source IP 10.1.1.1 match ipv4 destination address Source IP 10.1.1.1
Destination IP 173.194.34.1 mMatch.... Destination IP 72.163.4.161
match application name
Source Port 20457 Source Port 30307
Destination Port 23 Destination Port 80
Layer 3 protocol 6 Layer 3 protocol 6
TOS byte 0 TOS byte 0
Ingres Interface Ethernet 0 Ingres Interface Ethernet 0
g NetFlow cache

Src. IP Dest. IP Src. Port Dest. Layer 3 TOS Ingress Intf. Packets

Port Prot. Byte
/ |

Byttes

First packet of a flow will create the Flow entry using the Key Fields”

‘ Remaining packets of this flow will only update statistics (bytes, counters, timestamps)
Cisco Expo Cisco Public
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Architektura reseni Cyber Threat Defense

Edge

Distribuce

youeig

WLC

Access P0|

;=$
:\:

. Catalyst® 3560-

@»_4

sndwe)

sah’

Identity

sah

QU, Catalyst® Catalyst®

D 6500 6500

@)

o)

=1 Remote
®

= Access

—~ - - ’r L J \ - S
AAA sluzby, profiling a NetFlow
inspekce koncovych zafizeni linfrastruktura
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Management

Sbér a analyza NetFlow
zaznamu

StealthWatch
FlowCollector

StealthWatch

Management - 7 e
Console z I Wl -

Korelace a zobrazeni Pt
informaci o tocich a identité ‘

Cisco
ISE

Cisco TrustSec:
| Rizeni pfistupu, profiling
s a posture

—

— e

@ S podporou
NetFlow
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Hybridni ochrana web komunikace
s AnyConnect klientem

CISCO — ok Web Access
AnyConnect - K :
—— A =
|
Novinky Email
Sdileni informaci mezi
: ASAaWSA
| E —
U @ - wam” G
Cisco Web :
V' Security Appliance : Socialni sité Podnikové
§ SaaS
-
Firemni AD :
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Centralizovana inteligence
Security Intelligence Operations (S10)

Globalni telemetrie pro hrozby

Cloud web security Cisco SensorBase Bezpecnostni Propracovane
operacni stredisko algoritmy

4

|HtE"I5|"‘IIEId
W% ScanSafe

| I PSIRT
' Applied

Mitigation

=) ‘\\, ro. g dOP | (/ ScanSafe g

|
Cisco Cisco ASA Cisco Cisco Cisco IDS/IPS
AnyConnect Context-Aware Web Security Email Security Appliances/ Cloud-based

Cisco Cisco Identity

Services Engine

Endpoints Firewall Appliances Appliances Modules Security

Cloud Data Center Branch
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Centralizovaneé rizeni bezpecnosti
SDN pristupem

POKYN K NAPRAVE Cisco APIC AKTUALIZACE

Enterprise Module

Defense Center

AR REN BN
. !»’-%"‘—3! .
~&-"

. !»:-‘-i#_".‘? . .
e

ZJISTENA HROZBA
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Shrnuti: moderni sit...

Chrani sebe samu i pfipojené stanice

Ridi pfistup ke informacim podle kontextu

Chrani komunikaci Sifrovanim

Obsahuje a vyuziva pokrocilé bezpecnostni funkce (FW, IPS,...)

Vidi hluboko i1 do Sifre do komunikace

Poskytuje cenné telemetrické udaje

Spolupracuje se specializovanymi bezpecnostnimi systemy
Pfesmérovava k nim data
Vymeénuje si s nimi informace
Aktivné reaguje na hrozby

Cisco Expo © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public



V KONTEXTU JE SILA!

pravidla
Kdo Kdy Jak Kde Kdy

e

Porozumeéni
hrozbam

CGIobéInl’ inteligence) C Operacni stredisko ) C Dyn. aktualizace )
Prosazeni V sitové Prekryvne, Pripojené do

v siti infrastrukture vykonné cloudu
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