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Zakon o kybernetické bezpecnosti? (ZKB)
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Pozadavky ZKB vs. realita

- vl

Bezpecnostni procesy
* (Governance, Dokumentace)

MONITORING — DETEKCE - REAKCE

Bezpeénostni technologie Bezpeénostni role
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Priklad komplexniho reseni

Incident Management

DetekCni nastroje

Preventivni nastroje
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Priklad komplexniho reseni
Rizeni aktiv a rizik

Procesy detekce

Procesy reakce
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Priklad komplexniho reseni

Bezpecnostni tym

Tym administratoru

Tym SOC (24x7)
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Komplexni reseni jako sluzba?
Rizeni aktiv a rizik

Procesy detekce

Procesy reakce

Incident Management Bezpeclnostni tym

DetekCni nastroje Tym administratoru

Preventivni nastroje Tym SOC (24x7)
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SOC ,,v krabici*

ANELCCT SOC

Security Operations Center
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Vase technologicka zakladna

Korelace

DetekCni nastroje

Preventivni nastroje

Cenna aktiva
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Implementace sluzby
Reporty
ANLECT SO_C_ Analyza reportu
Advanced Monitoring
Navrh opatreni

Korelace SIEM

Detek¢ni nastroje LOGY FLOW MALWARE DLP

Preventivni nastroje FW NGFW IPS AV URL SPAM DDOS

Cenna aktiva DATA SERVERY APLIKACE SITE
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Implementace sluzby

Service Desk

ANECT SOC Reseni 5x8

Active Response

Komunikace CERT

Navrh opatreni

Advandced Monitoring

Korelace SIEM

Detek¢ni nastroje LOGY FLOW MALWARE DLP

Preventivni nastroje FW NGFW IPS AV URL SPAM DDOS

Cenna aktiva DATA SERVERY APLIKACE SITE
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ANELCT SOC

Full Protection Implementace sluzby

Dohled 24x7
Reseni 24x7

Zastaveni utoku

Active Response

Advandced Monitoring

Korelace SIEM
Detek¢ni nastroje LOGY FLOW MALWARE DLP
Preventivni nastroje FW NGFW IPS AV URL SPAM DDOS

Cenna aktiva DATA SERVERY APLIKACE SITE
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SOC Opravdova bezpecénost (24x7)

Full Protection

CLCT SOC Rizeni incidentt (ZKB)

Active Response

SOC SIEM ,,PLUS*

Advanced Monitoring

Korelace SIEM

Detek¢ni nastroje LOGY FLOW MALWARE DLP

Preventivni nastroje FW NGFW IPS AV URL SPAM DDOS

Cenna aktiva DATA SERVERY APLIKACE SITE
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Zakon prijde!

Pripravime vas!

Doplnime vam ,,soucastky*

ANELECT SOC Poskytneme vam trvalé feseni

Security Operations Center
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