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Appendix

Full slide deck (all questions)



Methodology

e Applied Research performed survey

e January 2010

e 2,100 worldwide responses

e Small enterprise (500 — 999 employees)

e Medium enterprise (1,000 — 4,999 employees)

e Large enterprise (5,000 or more employees)



Demographics



Company size

Q1: How many employees are in your company worldwide?

0% 10% 20% 30% 40%

500to 999 37%

50%

1,000t0 4,999 31%

5,000 or more




Industries



Medium enterprise



Medium enterprise



Large enterprise

Q7: What is your role within your company?
(Only asked of Large Enterprise)

0% 20% 40% 60%

Cio 25%

CI50 25%

Director, VP or SVP for IT S0%

80%

100%



Large enterprise



Objectives



Security risks



Enterprise security status



IT improvements



Planned change for enterprise security

Q12: How would you characterize the level of change to the enterprise
security you are planning for 2010?

0% 20% 40% 60% 80% 100%

Significant changes 48%

Minor changes 46%

Virtually no changes




Vendor security protection

Q13: How importantis the security protection level of your vendors
(companies you buy goods or services from)?

0% 20% 40% 0% 0% 100%

Extremely important 49%

somewhat important 9%

Meutral

somewhat unimportant |1%
Extremely unimportant |



Vendor security



Vendor security



Staffing & Budget



Enterprise security staff

Q16: Roughly how many people work on enterprise security

or IT compliance in your organization worldwide?

Median 120 people



Enterprise security staff

Q17: How does the size of your enterprise security and IT compliance
staff compare to 12 months ago?

0% 10% 20% 30% 40% 50%

Maore 12 months ago 445,

About the same 21%

Less 12 months ago 35%




Enterprise security staff

Q18: How will the size of your enterprise security and IT compliance
staff change over the next 12 months?

0% 20% 40% 60% BO%

Maore 12 months from now 54%

About the same 13%

Less 12 months from now

100%



Manpower capacity change



Manpower capacity staffing



Enterprise security job requisitions

Q20: How many requisitions for enterprise security jobs does

your company have open worldwide at the moment?

Median 20 requisitions



Enterprise security job requisitions

Q21: How does the number of enterprise security jobs your company
currently has open compare to 12 months ago?

0% 10% 20% 30% 40% 50%

Maore 12 months ago 45%

About the same 23%

Less 12 months ago




Staff recruiting



Enterprise security budget

Q23: What will your annual budget for all of your enterprise

security worldwide be in 2010?
Median $600,000




Enterprise security budget

Q24: What is the percentage change for your enterprise

security budgets over 2009?
Median 11%



Enterprise security budget

Q25: Looking ahead, what do you anticipate the percentage

change for your enterprise security budgets will be in 2011
when compared to 2010?

Median 11%




Outsourcing



Outsourcing



Outsourcing



Outsourcing impact

Q30: Over the past 12 months, how do you think the use of outsourcing
has impacted internal users' satisfaction with the organization's
enterprise security? (Only asked of those who indicated that they are at
least considering at least one of the tactics

0% 10% 20% 3% 40%

Much more satisfied

Mare satisfied 41%

Meither more nor less satisfied 33%

Less satisfied

Much less satisfied

0%



Training budget



Training budget



Training



Attacks & Remediation



Cyber attacks



Cyber attacks



Cyber attacks



Cyber attacks



Cyber attacks



Cyber losses



Cyber attack costs



Cyber attack costs



Cyber attack info



Safeguards



Network Security



laaS and network security



PaaS and network security



Server virtualization and network security



Hypervisor malware

Q47: What is your experience with hypervisor malware?

0% 20% 40% 60%

Mever heard of it 20%

Heard of it, but never seen one 54%

Had hypervisor malware attacks on our network

30%

100%



Hypervisor malware



Endpoint Security



Endpoint types



Endpoint types



Endpoint vulnerability



Employee-owned endpoints

Q52: What percentage of your endpoints was selected, purchased, and

is owned by your employees?
(Medians shown)

0% 10% 20% 30% 40% 0%

Windows-based desktop PCs 20%

Windows-based laptops 12%

Smart phones

Apple Mac desktops | 0%

Other PCs (not Windows or Mac) | 0%

Apple Mac laptops | 0%

PDAs with no phone | 0%



Employee-owned endpoints



Endpoint standardization



Endpoint control



Endpoint safeguards

Q56: Which of the following endpoint security safeguards do you use?

0% 200 400 60% 80% 100%

Anti-malware 85%

Client firewalls 76%

Client intrusion-detection




Endpoint attacks



Attack remediation costs



Endpoint attack causes

Q59: What percentage of the aforementioned attacks were
the results of improper configurations such as missed OS

patches, incorrect security settings, out of date virus profiles,
etc?

Median 20%




Lost devices

Q60: How many of each of these mobile devices are lost or stolen

worldwide within your organization annually?
(Medians shown)

0 2 4 G 3 10

Laptops

Smartphones

PDAs

12



Endpoint security processes



Endpoint security processes



Windows 7



Windows 7



Endpoint virtualization



Endpoint virtualization



Software-as-a-Service



Data Loss Prevention



Data loss concern



Data loss prevention



Data loss prevention



Data loss prevention



Other information security systems



Previous data loss



Previous data loss



Data loss consequences



Data loss threats



Virtualization strategy



Virtualization strategy



Cloud computing strategy



Cloud computing strategy



DLP selection



Messaging/Collaboration Security



Email systems

Q82: What kind of email systems are used within your organization?
Mark all that apply.

0% 20% 40% 60% 80 100%

Client-5erver corporate email system Ba%

Saas corporate email system

Web-based consumer mail system




Email systems

Q83: Which client-server corporate email system(s) do you use?
(Asked only of those who indicated that they use a client-server corporate email
system)

0% 20% 4% B60% 0% 100%

Microsoft Exchange 89%

IBM Lotus Domino IT%

Other (please specify) 2%



Email systems



Email systems



Collaboration systems

Q86: What kind of collaboration systems are used within your
organization? Mark all that apply.

0% 200 40% 60% 20% 100%

Microsoft SharePoint 82%

IBM Lotus Domino/Motes 39%

Other (please specify) 4%



Instant messaging



Social media tools



Social networking sites

Q89: Which social networking sites are used officially within your
organization?
(Asked only of those who indicated that they officially use social networking sites
within their organizations)

0% 20% 408 60% 20%

Facebook 78%

Linkedin

MySpace 43%

Other (please specify) 5%

100%



Employee access to social media

Q90: Do you have an organization-wide policy on employee access
to/use of social media sites?

0% 20%

27%

We are considering adopting one 31%

We are implementing one currently 15%

Yes 28%

410%

60%

20%

100%



Employee access to social media



Messaging/Collaboration threats



Messaging/Collaboration security

Q93: How many security individual incidents have you experienced
worldwide within your organization for each of these

messaging/collaboration tools in the past 12 months?
(Medians shown)

0 1 2 3 4 5 G 7

Email

social network sites




Messaging/Collaboration protection



Messaging/Collaboration protection



Hosted security



Hosted security



Web Security



Web property security

Q98: How would you rate the security threat for your web properties?

0% 10% 20% 30% 4055

Extremely high 23%

somewhat high 35%

Meutral 27%

somewhat low

Extremely low

50%



Web property security



Web property attacks

Q100: How many of each of these types of attacks has your organization

sustained against your web properties over the past 12 months?
(Medians shown)

0 1 2 3 4

Planting of malware

Pk

Denial of service

Theft of proprietary information

Defacement

SOLinjection

Unauthorized access to paid content

| | | | I I
=t

Harvested confidential visitor data (passwords, credit card info, etc.)



Web property attack costs



Safeguards



Compliance



Standards and frameworks



Standard compliance



Compliance budget

Q105: What is your total budget for compliance efforts

worldwide?
Median $200,000



Compliance budget



Compliance budget



Industry Verticals: Financial



Industry Verticals: Financial

Q108: Which best describes your organization?
(Only asked of Financial Companies)

0% 20% 40% BO0%

Banking 63%

Securities and investments 18%

Insurance

Payments 5%

Other (please specify) 4%

80%

100%



Industry Verticals: Financial

Q109: Considering the financial crisis of the past year, do you find your
IT security to be...?
(Only asked of Financial Companies)

0% 20% 408 60% 20% 100%

More important than it was before the crisis 61%

About the same 39%

Less important than it was before the crisis 1%



Industry Verticals: Financial



Industry Verticals: Financial

Q111: How has the financial crisis affected your IT security?
(Only asked of Financial Companies)

0 20% a0% 60% 20%

&

Significantly hurt 24%

Somewhat hurt 23%

Meutral 49%

Somewhat helped 31%

Significantly helped | 0%



Industry Verticals: Financial

Q112: How would you rank the importance of having an integrated
approach to security across delivery channels (branch, online, call

center, mobile, ATM, etc.)?
(Only asked of Financial Companies)

0% 10% 20% 30% 4084

Extremely high

Somewhat high 26%

Meutral 0%,

Somewhat low

Extremely low

50%



Industry Verticals: Financial



Industry Verticals: Healthcare



Industry Verticals: Healthcare

Q114: Which of the following best describes your organization?
(Only asked of Healthcare Companies)

0% 20% 40% 60% 80%

Healthcare provider T1%

Healthcare payer

Other (please specify)

Life sciences

100%



Industry Verticals: Healthcare

Q115: Who owns the budget for security in your organization?
(Only asked of Healthcare Companies)

0% 20% 40% 60% 80% 100%

Cardiology . 6%

Radiology 2%
Hospital affiliates 2%

Academic center



Industry Verticals: Healthcare

Q116: Who manages security in your organization?
(Only asked of Healthcare Companies)

0% 20% a40% 6% 80% 1004%
Radiology . 4%
Cardiology I 2%

Hospital affiliates | 0%

Academiccenter | 0%



Industry Verticals: Healthcare



Industry Verticals: Healthcare

Q118: Which of the following have you experienced in the past 12

months?
(Only asked of Healthcare Companies)

0% 20% 40% 60% 8 100%

Accidental loss/exposure of patient protected health information (PHI) 58%

Theft of patient protected health information (PHI)

Malware attacks on medical equipment

Fraud through medical identity theft 7%



Industry Verticals: Public Sector
(US)



Industry Verticals: Public Sector (US)

Q119: What best describes your organization?
(Only asked of Public Sector Companies in the US)

0% 10% 20% 30% 40% 50%

State and local government 46%

42%

Federal civilian government

Defense and intelligence

Education

Other [please specify) | 0%



Industry Verticals: Public Sector (US)

Q120: What percentage of your security funding is coming

from national stimulus funding currently?
Median 0%



Industry Verticals: Public Sector
(Non-US)



Industry Verticals: Public Sector (Non-US)

Q121: Which best describes your organization?
(Only asked of Public Sector Companies not located in the US)

0% 208 40% 60% 80%

Mational level government agency -- CIVILIAN _ 50%

Local povernment agency — DEFEMNSE or INTELLIGENCE

Education . 7%

Other | 0%

43%

100%



Industry Verticals: Public Sector (Non-US)



Industry Verticals:
Telecommunications



Industry Verticals: Telecommunications

Q123: How do you rate the impact of Data Breach Notification for your

security spending in the next coming months?
(Only asked of Telecommunications Companies in select countries)

0 20% 40% 60% 8

Huge impact

Moderate impact 48%

Mo impact 11%

| am not aware of this E-Privacy directive 7%

100%



Industry Verticals: Telecommunications



Industry Verticals: Telecommunications

Q125: As you are transforming your Telecommunications network into a
modern Next Generation Network (NGN) based on ALL-IP, who do you

consider as the major security vendors?
(Only asked of Telecommunications Companies)
100%

80% -

64%

60% -

40% -

36%

20% -

0% =
Metwork equipment providers Security companies




Industry Verticals: Telecommunications

Q126: How importantly do you rank security in the NGN?
(Only asked of Telecommunications Companies)

0% 10% 20% 30% 40%

Extremely important 36%

Somewhat important 36%

Meutral

somewhatunimportant 1%

Extremely unimportant | 0%

50%
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