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Novell a historie spravy identit

- DirXML

- v roce 2000 uplné prvni identity manager

- spoluprace s Forrester Reseach a Burton Group na definici,
co je to adresar (jako industry implementace X.500)

* Novell Identity Manager

* Novell Access Manager
- rebranding produktt v roce 2003

* Novell Sentinel
- akvizice spolecnosti eSecurity v roce 2006

- Novell je leaderem v oblasti Spravy identit
a bezpecnosti pro enterprise zakazniky
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Duvod zajmu a hlavni cil

- DUvody
- vstupuje do popfedi zajmu jiz nékolik let
- divodem jsou naroky novych predpist a zakon(
- nafizeni regulatord, ale i naroky z procesniho fizeni

- Cil

- Reseni jako celek je auditovatelné v kazdém okamziku
- Dva hlavni stavebni kameny

- Prvni, ktery politiky fidi, definuje, vynucuje
- Druhy, ktery v realném Case provadi kontrolu, audituje

© Novell Inc. All rights reserved



Sprava identit a bezpecnosti
— sjednoceni pojmu

Identita = totoznost, uplna shodnost
- IT identitou maze byt ,cokoliv* (Clovék, mistnost, program, ...)
- Trezor identit udrzuje bezpelné vSechny potfebné informace o identité
. Provisioning = poskytnuti, poskytovani, propujceni, zabezpeceni

- Systém spravy identit zajiStuje on-line kontrolované a fizené poskytovani informaci
o identité ostatnim systémuim v jimi pozadované formé

- Systém spravy identit zajiStuje fizené a kontrolované provedeni pozadovanych
operaci zavislych na zménach, které se dotykaji identity nebo jeji reprezentace v
koncovych systémech

Single Sign-On = jediné navazani, jediné oznaceni, jediny podpis

- Pokud adresar se skladem ucta a hesel neni napojen na trezor identit — neni to
reSeni souvisejici se spravou identit!

Password Synchronization = synchronizace hesla
- Muaze/nemusi souviset s feSenim spravy identit

Self Management = samosprava, samoobsluha
- Muaze/nemusi souviset s feSenim spravy identit
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O ¢em sprava identit a bezpecnosti je

VZNIK - SPRAVA®
Zameéstnanci, externisti, partnerl
zakaznici, certlflkaty okeny

/‘ Profily a prava, audit
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PFistupy historie
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Sprava hesel a pfistupt
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Rizeni procest - workflow H
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Architektura reseni
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Centralni ulozistée identit — trezor

- tzv. , Trezor identit”

- feSi problémy s izolovanymi identitami

- centralni dlozisté

- misto pro centralizovanou spravu identit

- cela fada aplikaci sdili o identité tytéz udaje

- autentizace a autorizace je funk&né sjednocena

- poskytuje zaklad pro centralizované fizeni pfistupu

- umoznuje perzonalizaci zalozenou na rolich a
jejich prostrednictvim pridélovanych pravech
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Metaadresarove sluzby

- metadirectory (metaadresare)

- tuto techniku pouzivame k agregaci dat souvisejicich s
iIdentitou do centralniho ulozisté

- dovoluje na zakladé dat pfislusejicim jednotlivym
subsystémum zaloZit jedinou, bohatou identitu pro kazdého
uzivatele, pfi zachovani puvodnich dat

- umoznuje dale distribuované vilastnictvi ¢asti takto vzniklé
identity...

> po zalozeni jednotné, centralizované identity maze tato byt sdilena mnoha
systémy
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Trezor identit
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Asociace identit, u¢tu a zaznamu
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riklad provise a SSO y e

ORG.CZ
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Usert 123456 adresaru, systému a aplikaci
informacniho systému pies
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Sprava identit a bezpec¢nosti umoznuje

- Automatické zalozeni a spravu uziv. Uctu
- Samoobsluhu v oblasti spravy hesel

- Bezpecny zaznam udalosti, auditovani
a generovani vystupu
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Produkty

- Dva hlavni stavebni kameny

Novell Identity Manager

- zajiStuje spravu identit

tj. produkt, ktery politiky fidi, definuje, vynucuje
Novell Sentinel

- nastroj pro bezpecnostni kontrolu

- auditovaci nastroj
tj. produkt, ktery v redlném Case provadi kontrolu, audituje
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IDM
— pohled administratora

Novell= iManager

n T B
2::::1:&:! Access -/1@’@ u@@lﬁl@ IEI N

§ - Bifes snd Ik & Provisioning Requests in 'UserApplication.IDMDriverSet.novell' ]
|AII Categories S
10enTTy Manager 'E! The following table lists the Provisioning Requests that are currently defined in
Utilities 'UserApplication. IDMDriverSet.novell'. You can use the commands in the menubar to perform operations on these
LDAP Provisioning Requests.
NMAS
Novel CortiBicaks Provisioning Requests :
e Create from... | Delete | Refresh | Statusw | Actions« 30 [tem(s)
[ Name [Z| Status Category Description |~
Novell Certificate - - = . - - -
S [~ Access Financial System @ Active Accounts Access Financial System - requires 2 level
Partition and [ Adobe Software Access @ Retired  Entitlements Adobe Software Access - requires manager,
Replica [~ Cell Phone Model 5100 i@ Active Entitlements Cell Phone Model 5100
Management [~ Cell Phone Model 5200 & Inactive  Entitlements Cell Phone Model 5200 - requires managet
Passwords [~ Revoke Access Financial System @ Active Accounts Revoke Access Financial System - requires
PBX [~ Revoke Adobe Software Access | @ Active Entitlements Revoke Adobe Software Access
Provisioning [~ Revoke Cell Phone Model 5100 @ Active Groups Revoke Cell Phone Model 5100
- Request | Rewnke Call Phana Madel 5200 | @ Active Qraime Revnlea Call Phana Madal 5200 Ad]
Configuration 4]
Provisioning
Requests
R Close W z /4 . . v rd
= Rights 3 N—— PIné vybavena webova administracni konzola.

» Monitorovaci, tiskové a auditovaci funkce

* Integrovana do spole¢ného administracniho
portalu iManager (jednotna platforma CIM)

e Oddéleno od nastroju pro architekty /konzultanty
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IDM
— atraktivni a flexibilni uzivatelské prostredi

velle Identity Manager

Welcome, Anthony Identity Self-Service Requests & Approvals
Information Management

Organization Chart Org Chart
My Profile ~

o Lookup
Directory Search

Password Management
Password Challenge Response Renee Resource

Di r, Human

=

Password Hint Definition

Change Password

Directory Management g oifces

Create User or Group

Jane Smith

Fred Stats

Controller

BrainShare Inc.
Welcome, Anthony

Th

| dentitySetiSenice |[  Requests & Approvals | [
anagement

iom Chart org Chart

Inform:
Organi:
My Prafile

™ Lookup
Directory Search

ord Management

Password Challenge Response

Renee Resource
Dirzetos, Human
Resource

Jane Smith

HR, Reprassnistive
Password Hint Definition

Change Password

- Anthony Palani
o Chief Operating Officer

[@.&] “

Direct: lanagement

Create User or Group /

Fred Stats.

Contraller
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ursday, September 1, 2005

Logout || Hew |

?7&8-_0

Identity Manager
Welcome, Anthony

Identity Self-Service
Information Management 4
. Organization Chart QrzaChagt
My Profile o!
v % Lookup

Directory Search
Password Management A
Password Challenge Response
Password Hint Definition
Change Password
Directory Management Py

Create User or Group

Anthony Palani
Chiet Sperating Oficer

Requests & Approvals

Renee Resource
Director, Human
Resourcs

Fred Stats
GController

Webova aplikace zdédila funkce
z Novelle SOA technologie.

» Robustni vybaveni; pratelské pro spravce
» Pfedefinované vzhledy; pIné pfizplsobitelné.
» Respektuje standardy pro interoperabilitu

Thursday, September 1, 2005

Jane Smith
HR, Reprasentative

Help

Ta_0




IDM z pohledu manazera
- Integrovany schvalovaci proces

&) Approval Task List - Mozilla Firefox

File Edit Yew Go Bookmarks Tools Help
QZl - - @ @ | http: finewman.qalab.wal novell.com: 8050/ SpitfiregetAFT askList, do?af TaskList Tvpe=self V| “Q, |
|| Firefox Help | | Firefox Support | | Plug-in FAQ | | Movell eGuide | | Movel Inner'Web | | Any'Wha: Internet Di...
Novelle |dentity Manager Vednesday, May 4, 2005 N
Wel . Admi
seome mn Nivy Pages Workflow Administration Logout Help
Ny Task lkems #
+ My Tasks LEMELLE
iy Tasks a5 a Proxy Click on the task name to view its details.
Ny Team's Tasks - o
# Task Hame Workflow Hame Initiated For Expires in
Resource Mccess Y 1: ﬂ 47 Manager Approval Cell Phone #cquisition approval Jack miiller 19 Days
Request a Resource 2 ﬁ HE. &pprowal Peopleboft Access approval Christine Stone 19 Daws
Feaes: o FEsmures on messe s ﬁ 47 HR Approval Cracle Access approval Francis Bacon 19 Daws
& ﬂ Mhanager Approval Cracle Access approval Jill Littlewood 19 Daws
Processes in Progress & 5 ﬂ ihanager Approval Oracle Access approval Bab Smithers 19 Days
My Requests B! ‘ L5 Manager Approval Oracle &ccess approval Reikha Singer 19 Days
Ny Team's Requests
1-éofé
Ny Team's Participation
Proxy and Delegate #

Proxy Aszignments

Delegate Assignments

— UZivatelska aplikace ukazuje schvalovaci Gkoly
ety v jediném okné. Zahrnuje pIné vybavené workflow,
| am not available Zahrnt iCi:

»

pdvanced Aty * Definice roli, skupinovych nebo individualnich pfifazeni
Ny Team's Availability v . o v Ve
t » MoZnost delegace pravomoci a role divérnika
[ ]

Nastaveni expirace a eskalacnich politik
< Samoobsluha pfi zakladani uctd, zadosti o pfistupy
Netfeba znat programovani (Java, script, XML, atd.)

A
([ ]
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IDM 2x z pohledu uzivatele N
Aplikace pro praci s identitami - vyhledavac
& Directory Search - Mozilla Firefox =3

File Edit Yiew Go Bookmarks Tools  Help

. —
Q—ZI - L‘> - % |_) @ L http:,l',l’newman.qalab.wal.novell.com:SDBDIIDMProv,l’portal,l’cn,l’DefaultContainerPage,l’CompanySiM @ Go @,

’ Getting Started E_Ll Latest Headlines

Novelle |dentity Manager Tuesday, June 21, 2005 N
Wel . Admi . .
— S Identity Self-Service Requests & Approvals Administration Logout  Help
Information Atanagement R
i ?
Qrganization Chart Search List Td_ 0O

iy Profile Basic Search
+ Mrectory Search

Passward flanagement & Identity Location Skills

Pazswaord Challenge Responze
Search for:
Pazzwiord Hint Definition H

User
Change Password with thiz criteria:
: Group
Directory Manazement & FirstName M Device M

Create User

= Search

Sawed Searches Save search Advvanced Search Mew Search

Pokrocila webova aplikace pouziva sjednocena data.
» Pfehledné org. schéma a seznamy
« Samoobsluha spravy hesel

» Delegovana administrace az na uroven vedoucich
jednotlivych pracovnich tyma. B




IDM — pohled na vypis z vyhledavace osob

Novells ldentity Manager

Tuesday, November 22, 2005

jValcama, Aik=on Identity Self-Service

Information Management

+ Organization Chart SETSLESA
My Profile Q, ook
Directory Search

Password Management =
Password Challenge

Response
Password Hint Definition
Change Password

Directory Management =
Create User or Group

Director, Marketing,
Vice President

[@.[.]

BN

Pokrocila webova aplikace pouziva sjednocena data.
» Pfehledné org. schéma a seznamy

Requests & Approvals

Jane Smith
Marketing Research
Director

(O
.

L

Logout Help

7T&a_0

Margo
MacKenzie

Director, Marketing

e
;

Josh Kelley
Marketing Assistant

@.[&.]

]

Kevin Chester

Marketing Assistant

Allison Blake
Senior Creative
Assistant

™

=9
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» Samoobsluha spravy hesel
» Delegovana administrace az na urover vedoucich

jednotlivych pracovnich tymu.



IDM - z pohledu administratora, Designer

@ Designer - Grant Membership to IT Group - Designer

[IREST = T A ([ U (R 223 (S e |
[ ] Bl Grant b ip bo | T Group X

™ stan

fonward

A Branch

Tonward Tonward

/

a First approval from the recipient's manager a Second approval from the IT group

v_?pzd

A denied denied
/V' approved /

Log for manager approval activity Log for IT aroup_approval activite
|

Torward

Y Merge
|

Torward

<> Approval Condition

S
true IEI false

Y

Log all denied activities Entitlement Provisioning Activity
. e

Torward Torward

¥2 Finish
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Sentinel

— nastroj pro Compliance monitoring

File  Actions  Options

JH - JEE x|| B = =0 | Remedy

Incident ID: 604
Tllll!:lCDrrelmiun

State:|ASSIGNED [

Emrity:lﬁevere (5 = |

Friority:| Top (5)

Category:{SECURITY WEAKNESS « | _J

Originator: ESEC_CORR

Respon sihla:[e sacadm = i

Description:

DoS Attack detected FROM
Outside022:3770 TO eComim 2580

Resolution:

115 is running 2nd WwehDAY is enabled.
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Valid Attack|HTTP YWehDAY MSXML Attribute |

The vulnerability can be exploited when il

iTRAC Process:

| Everts | Assets | Vuinerabiity | Advisor ITRAC | History | Attachments | 4 b x

I&utnmati-: Response

5| < d

-

rocess Monitor

AEEEER

|
finnisice ~ [Fooeptinsidert |

> —>g8==2 |

= |
Fezignser

————— [y

R =

|
|
|
|
I hhifylncidentﬂssiyment Enntainrneﬂ Eradication
| SRR . - T———- :'r—-——r--.? i"___""'lar.nf_ —)-‘.a e

Data Collection Completions

™

o | nstances | Eventtype | oOldState | Newstate |
o Automatic...|309_Trac_iTr... jprocess_cre... | |_1
2F Automatic... EIDB_lTra::_lTr - Process_| l:;urt t{} ) -[cnriﬂ"lnnnt L_j

]]_@ Rafrssl'u]]_ﬁutad ]fsum running |




Déekuji za pozornost.

sbirnerova@novell.com
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