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Co je sprava identit?




Vase organizace ma vice systému
s vlastnim ulozistem informaci o
identitach uzivatelu.

- Mnoho podnikovych aplikaci vlastni a pouziva kus
identity uzivatelu
- tato data:
> je drahé udrzovat
> nemohou byt plné sdilena témi, kdo je potrebuiji
> mohou byt nepfesna, nekonzistentni a neaktualizovana

Sitovy OS/

Lidské Email Podnikoveé tel.
.] zdroje gi?esctory .] '] aplikace ustre
|dentity Stores dna
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Centralni uloziste identit

- probléemy s izolovanymi identitami vyresi centralni
uloziste tzv. ,ldentity Vault”
- misto pro centralizovanou spravu identit

- mnoho aplikaci sdili tytéz udaje o identite a autentizace a
autorizace je funkéné sjednocena

- poskytuje zaklad pro centralizované rizeni pristupu

- umoznuje personalizaci zalozenou na rolich a jejich
prostrednicvim pridelovanych pravech

N’ |dentity Vault

Sitovy OS/

Lidské Email Podnikoveé tel.
.] zdroje gi?esctory .] '] aplikace ustre
|dentity Stores dna
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Metaadresarove sluzby

- Abychom monhli agregovat data souvisejici s identitou
do centralniho uloziste, pouzivame techniku meta-
directory (metadresare), ktery

- dovoluje na zakladé dat prislusejicim jednotlivym
subsystémum zaloZit jedinou, bohatou identitu pro kazdého
uzivatele, pfi zachovani puvodnich dat

- umoznuje dale distribuované vlastnictvi Casti takto vznikle

identity...
> po zalozeni jednotné, centraleované identity muze tato byt sdilena miliény
systémi _
e’/ [ dentity Vault
I
 Lidské ey 0%/ R '] Podnikové e Tel.
zdroje Directory aplikace ustre

zdroje identity dna
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|
Zalozeni uzivatelského uétuna N

zaklade roli

Scénare: Novy zaméstnanec, zakaznik, partner,
dodavatel Personalni odd.

1) Novy zaznam je zalozen v p
personalistickém systému (nebo Personalni
jiném autoritativnim systému) 'I' manazer

[ Jan Novak ]

= |dentity
. -
lanIielzglce i% Va J lt Microsoft

Exchange
Fyzicka zafizeni E%

Database ﬁ@i ‘
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]
Zalozeni uzivatelského uctu na

zaklade roli

Scénare: Novy zaméstnanec, zakaznik, partner,

dodavatel

Database ﬁ@i ‘

Jan ]

] iy
Ucetni $
aplikace ~

Jan_Novak

© Novell Inc. All rights reserved

Personalni odd.

S Personalni
'I' manazer

[ Jan Novak ]

‘ Linux E“
‘ ‘ [ inovak ]

= |dentity
Vault
Microsoft
| Exchange
' E jnovak@xxxx.ccz
1 y7icka zafizeni Q
[ +420-555-4567 Jﬁ

2) ldentity Manager zachyti udalost

3) Identity Manager pak zalozi ucty ve vSech
propojenych systémech a synchronizuje je na
zakladé definovanych pravidel

N



Novelle Identity Manager 3.x
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Novelle Identity Manager 3.x

Administer
my resources
El 'll' or workgroup

I ’A,'(JEJ|( -Soft.

Environment

users or resources

Search / browse QE. Identity & Provisioning

Request
access to
resources Approve

'N.T’m._l | o %w Database '
= n/
= = S Bi-Directional : :
d - e Synchronization Metadirectory l»ﬂ a Mainframes '

s [ '
L4
Recover forgotten ﬁ \ / :
password . : — H ?  GroupWise )
Self-administration )

- !III CbMCREMEDY )
. . — E-VAvaya PBX )

Novell Identity Manager 3.x poskytuje:
» Automatické zalozeni a spravu uziv. uctu " LoaP Directories |

« Samoobsluhu v oblasti spravy hesel
* BezpeCny zaznam udalosti, auditovani a generovani vystupu

To v8e napfi¢ platformami: Linux, Windows, Solaris, HP-UX, AlX a NetWaree
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Zakladni vyhody reseni Novell

1. Vyuziti technologickych vyhod vyspelého
metadresare zalozeneho na Novell eDirectory a
synchronizacni technice DirXML

2. Integrovany schvalovaci proces pro algoritmizaci a
automatizaci pridelovani pristupovych prav
(workflow).

3. Webova aplikace iManager pro spravu identity

4. Atraktivni a flexibilni uzivatelské prostredi (webovy
portal)

5. Designer for Identity Manager - graficky navrhovy
system

6. NejvySsi pocet propojitelnych platforem a aplikaci

7.\ysoka skalovatelnost a bezpecCnost dat, audit a
propojeni s bezpecnostnimi a autentizacnimi systémy

© Novell Inc. All rights reserved
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Novell Identity Manager -

N

propojitelné systemy (drivery):

database

IBM DB2

Informix

Microsoft SQL Server
MySQL

Oracle

Sybase

JDBC

directories

Critical Path InJoin Directory
IBM Directory Server (SecureWay)
iPlanet Directory Server
Microsoft Active Directory
Microsoft Windows NT Domains
Netscape Directory Server

NIS

NIS +

Novell NDS

Novell eDirectory

Oracle Internet Directory

Sun ONE Directory Server
LDAP

email systems

Microsoft Exchange 2000, 2003
Microsoft Exchange 5.5

Novell GroupWise

Lotus Notes

11 © Novell Inc. All rights reserved

enterprise applications

Baan

J.D.Edwards

Lawson

Oracle

Peoplesoft

SAP HR

SAP R/3 4.6 and SAP Enterprise
Systems (BASIS)

SAP Web Application Server (Web
AS) 6.20

Siebel

enterprise message bus
BEA

IBM Websphere MQ
Open JMS

Oracle

JBOSS

Sun

TIBCO

mainframe
RACF
ACF2
Top Secret

midrange
0S/400 (AS/400)

operating systems
Microsoft Windows NT 4.0
Microsoft Windows 2000, 2003
SUSE LINUX

Debian Linux

FreeBSD

Red Hat AS and ES

Red Hat Linux

HP-UX

IBM AIX

Solaris

UNIX Files - /etc/passwd

other

Delimited Text

Remedy (for Help Desk)

SOAP

DSML

SPML

Schools Interoperability Framework (SIF)

pbx
Avaya PBX

*NOTE: Identity Manager customers have integrated
numerous other systems utilizing general purpose Identity

Manager drivers such as JDBC, Delimited Text, or LDAP



Integrace schvalovaciho postupu

Z pohledu manazera

) Approval Task List - Mozilla Firefox

File Edit \iew Go EBookmarks Tools Help

@-» - & @ |

http:/newmnan. galab. wal.novell. com: 5080/ Spitfirefget AFTaskList. doraf TaskList Type=self

lj[e! |

| | Firefox Help | | Firefox Support || Plug-in FAQ || Movell eGuide | | Movell Innerweb | | Anyiwhao: Internet Ci. ..
Novelle |dentity Manager

Welcome, Admin

My Tazk [tems

+ My Tasks
Moy Tasks as a Proxy
My Team's Tasks

Resource bccess
FRequest a Resource

Request a Resource en

Processes in Progress
My Requests
My Team's Requests

My Team's Participation

Proxy and Delegate
Prosy fzsignments

Delegate Assignments

fevailability

| am available

| am not available
fdvanced Availability

Moy Team's Availability

W orkflow

YWednesday, May 4, 2005

My Pages Administration Logout Help
FS
My Tasks
Click on the task name to view its details.
# Task Hame Workfow Hame Initiated For Expires in
2 s ﬂ 4y fhanager Approval Cell Phone Acquisition approval Jack fiiller 19 Daws
2 ﬁ 47 HR Approval PeopleSoft Acceszz approval Christine Stone 19 Davs
SRR 3 ﬁ 42 HR Approwal Oracle dccess approval Franciz Bacon 19 Days
4 ‘ Manager Approval Oracle Access approval Jill Littlewood 19 Days
A g ﬂ fManager Approval Oracle Access approval Bob Smithers 19 Days
[} ‘ 4  Manager Approval Oracle Access approval Reikha Singer 19 Days
1-6ofé
S
Uzivatelska aplikace ukazuje schvalovaci ukoly
. v jediném okneé.
Fad

Done
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Je zde pIné vybaveny workflow, zahrnujici:

*Definice roli, skupinovych nebo individualnich
prifrazeni

*Moznost delegace pravomoci a role duvérnika
*Nastaveni expirace a eskalacnich politik
*Samoobsluha pfi zakladani uctd, zadosti o pfistupy .
*Netfeba znat programovani (Java, script, XML, atd.)



——————
Aplikace pro praci s identitami

z pohledu uzivatele

Novelle Identity Manager

Welcome, Allison

Directory Search

Password Management Py

Password Challenge
Response

Password Hint Definition

Change Password

Directory Management b

Create User or Group

Director, Marketing,
Vice President

(@[]
EW

= Identity Self-Service
Information Management & :
ST Org Chart
+ Organization Chart
My Profile
v % Lookup

Timothy Swan

Requests & Approvals

Jane Smith
Marketing Research
Director

[CRES

Margo
MacKenzie
Director, Marketing

Pokrocila webova aplikace pouziva
sjednocena data.

Tuesday, November 22, 2005

N

Logout Help

Josh Kelley
Marketing Assistant

(©.[&,
EN

z7a8_0

Kevin Chester
Marketing Assistant

| [@uded

EX

Allison Blake
Senior Creative
Assistant

[CHEN

[«

*Pfehledné org. schéma a seznamy

« Samoobsluha spravy hesel
*Delegovana administrace az na uroven
«vedoucich jednotlivych pracovnich tyma.



Aplikace pro praci s identitami
pohled na vypis z vyhledavace osob

PokrocCila webova aplikace pouziva
sjednocena data.

*Prehledné org. schéma a seznamy
*Samoobsluha spravy hesel

*Delegovana administrace az na uroven

» vedoucich jednotlivych pracovnich tyma.

& http:/fnewman. galab.wal. novell.com: 3080 - DetailPortlet - Mozilla Firefox [._Hglﬁ
Detail TS _ O
Chip H
P =m0 4/’? Edit User

First Mame:

Last Mame:

Email:

Region:

Telephone Mumber:
Department:
Manager:

Cost Center:

Groupuise [

Yahoo b

AOL 18

Certification/Education:

Product Skills:

Azzigned Devices:

{Z]Send Identity Info

& Dizplay Qrganization Chart

Chip

ano
test@novell.com
Mortheast, U.5.
{FBR) EEE-1232
Management
Jack wiler

51122

Q@ &
@ 4%
SF:

M3 - Massachusetts Institute of Technology, CHA - Certified Movell Administrator, CHE -
Certified Mowell Engineer, CLE - Certified Linux Engineer, PMP - Project Management
Professional, HPCP - HP Certified Professional

Movell exterd, Navell [D#, Movell Groupwise, MNowell SUSE, Movell eDirectory, Novell Ximian,
Mawvell iChain, Movel BarderManager, Movell Metware

Latitude DS00, HP Color Lazerdet 3700, Samsung 1700 Pocket PO, Motorola W10, 1BM
ThinkCentre 53028

Done




Aplikace pro praci s identitami N
pohled na vypis z vyhledavaée osob

0 Directory Search - Mozilla Firefox [._”Elm

File Edit Yiew Go Bookmarks Tools  Help

qﬂ - E:> - @ @ D http:,l',l'newman.qalab.wal.novell.com:BDBEI,I’IDMProv,l’portaI,l’cn,l’DeFaultContainerPage,l'CompanyStM @ Go Gl,

’ Getting Started @ Latest Headlines

Novelle Identity Manager Tuesday, June 21, 2005 N
Welcome, Admin . . = o
Identity Self-Service Requests & Approvals Administration Logout  Help
Information Atanagement £
- s h List ?
Orzanization Chart gare 1 28 _ 06
vy Profile Basic Search
+ Mrectory Search
Paszword Mlanagement e Identity Location Skills
Paszword Challenge Responze
Search for:
Password Hint Definition
Change Password W';Fh :h[:]s criteria: [:l Grogp [1]
[irectory Management A Irstihame Device
Create User % earch
Sawed hearches Sawe Search Advanced Search Mew Search

Pokrocila webova aplikace pouziva
sjednocena data.

*Prehledné org. schéma a seznamy
*Samoobsluha spravy hesel

*Delegovana administrace az na uroven
» vedoucich jednotlivych pracovnich tyma.

B




Aplikace pro praci s identitami w
pohled na vypis z vyhledavace osob

@ Directory Search - Mozilla Firefox [._HEIE

File Edit W¥ew Go Bookmarks Tools Help

@ - EL\) A gl O @ | http:,l',l'newman.qalab.wal.novell.com:SDBD,I'IDMF‘ro\r,I'portaI,l'cn,l'DefaultCOntainerPage,l'CompanySeM @ Go GL

’ Getting Started El Latest Headlines

Novells Identity Manager

Welcome, Admin

|dentity Self-Sendce Requests & Approvals Administration Logout  Help
Infarmation Management e
Crganization Chart Seanchalist *r&a8 -0
My Profile Results
» Mrectory Search
Password Management # Identity Lacation Skills Organization

Password Challenge Response User: [ First Mame startz with a Jor

Password Hint Definition (First ame starts with b or
- 5 ¢ | First WMame starts with £ ) Sorted by: Lazt Mame Total Matches: 13
iSRS First Mame Lazt Mame Telephone Mumber Grouprize [ “fahoo 14 Email
Directory Management & Bill Bender {555) 555-1320 S & S iy =
b
freate User Allisan Blake (555) 555-1222 e SR ) =
Bill Brown [5556) BEE-1225 & &.‘-‘ &) 4}'@, = |
Bill Burke [555) BEE-1210 S &.‘-‘ & 4}'@, =4 I
Angie Chung [555) BEE-1208 & &.‘-‘ &) 4}'@, =
Admin idmzample [817) BEE-1212
Bob Jenner [55A) BBA-1314 @ &IL_‘ @ 4}@, =
Brad Jones [B5A) BHB-1313 @ &IL_‘ @ 4}@, =l
T Ml 5hh) BhE-1222 ey =
PokrocCila webova aplikace pOUil’Vé A:::;ny P:la:in Esssi 565-1202 o : :w =
. r @ &h @ =
sjednocena data. - =
Mext Last

*Prehledné org. schéma a seznamy

«Samoobsluha spravy hesel

Sawved Searches Save Search Export Results Rewize Search Mew Search

*Delegovana administrace az na uroven L
«vedoucich jednotlivych pracovnich tyma. 3]




Identity Manager

‘Welcome, Anthony
Information Management
Organization Chart
My Profile
Directory Search

Password Management
Password Challenge Response
Password Hint Definition
Change Password

Directory Management

Create User ar Group

Share Inc.

Welcome, Anthony.

information Management

Organization Chart Sgchasy
My Profile ]

= Lookup
Directory Search

Password Management
Password Challenge Response
Password Hint Definition
Change Password

Anthony Palani

Management

Director

Chist Oparating Offissr

Create User or Group

| dentity Self-Service |

Atraktivni a flexibilni usivatelské N

prostredi

Identity Self-Service

Requests & Approvals

Logout
Org Chart
= Lookup
Renee Resource Jane Smith
Direcor, Human HR. R
Anthony Palani
Chis sting Cfficer

Help

Fred Stats

Controller

My Profile

Thursday. September 1, 2005

Requests & Approvals | [ logout || Help

)

Renee Resource
Director, Human
Resource

Jane Smith
HR, Represenistive

Fred Stats.
Controller

17
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Welcome, Anthony

Information Management &

- Organization Chart

Directory Search

Password Management 2
Password Challenge Response
Password Hint Definition
Change Password

Directory Management Py

Create User or Group

Thursday, September 1, 2003
Identity Self-Service

Requests & Approvals Logout  Help
Org Chart ?2&8_0
™ Lookup

Renee Resource
Director, Human
Resouroe

Jane Smith
HR, Reprasentative

Anthony Palani
Chist Oprating Gfcer

Fred Stats
Controller

Webova aplikace zdédila funkce z Novelle
SOA technologie.

*Robustni vybaveni; pratelské pro spravce
* Pfedefinované vzhledy; pIné pfizpUsobitelné.
*Respektuje standardy pro interoperabilitu



Sprava a konfigurace




Robusti a vykonna sprava
Pohled administratora

Novellg iManager
ADMIN
Unrestricted Access
i I Fhalem soact T uios & Provisioning Requests in 'UserApplication.IDMDriverSet.novell'
|AII Categories -
L0enury Manager 'ZI The following table lists the Provisioning Requests that are currently defined in
Utilities 'UserApplication. IDMDriverSet.novell'. You can use the commands in the menubar to perform operations on these
LDAP Provisioning Requests.
NMAS
il Cartificats Provisioning Requests :
s Create from... | Delete | Refresh | Statusw | Actions+ 30 Item(s)
I Name [£| Status Category Description |=
Novell Certificate " = il 2 < : 7
Samay [~ Access Financial System i@ Active Accounts Access Financial System - requires 2 level
Partition and [~ Adobe Software Access @ Retired  Entitlements Adobe Software Access - requires manager
Replica [~ Cell Phone Model 5100 i@ Active Entitlements Cell Phone Model 5100
Management [~ Cell Phone Model 5200 & Inactive  Entitlements Cell Phone Model 5200 - requires manager
Passwords [~ Revoke Access Financial System @ Active Accounts Revoke Access Financial System - requires
PBX [~ Revoke Adobe Software Access @ Active Entitlements Revoke Adobe Software Access
Provisioning [~ Revoke Cell Phone Model 5100 @ Active Gronne Royoloe Call Dhona Modal Sinn
= g—eq;e—“ " | Beunke Call Phone Madsel 5200 | @ Active o . , , . . v s
Lonliguration
onfiguration |<1 Plné vybavena webova administracni
Provisioning k I
Requests onzola.
Close
Rights . M . T k , d , f k
o onitorovaci, tiskoveé a auditovaci funkce

*Integrovana do spolecného administracniho
portalu iManager (jednotna platforma CIM)

*Oddéleno od nastroju pro architekty
/konzultanty

19 © Novell Inc. All rights reserved



e
Designer for Identity Manager N

Pohled systéemového architekta

Designer -

File Edit View Navigate Search Project Deploy Spitfire Scripting Run  Window Help

i S oS v o Zzoom: | = m = & Designer

Ci~ =& X 70 [Ham B B ™ S| || E-

Project m!ﬂ:. lis¢| *work - Developer

5| W Palette — »

[ select
7, marquee
“—+ Connection

identity vault
E Driver Set
{3 eDir2epir

. Input @ .
| |

E Domain Group
Scherna Mapping &
= Database
Publisher | r .
] El identity vault 1 (= Directory
Even | o} = emai

= Enterprise
= MainFrame
= Message Bus
= Op System
= PBX

= service

[= Tool

== Workflow

[~ Provisioning

' || III"-.
Clalf | e = W [ \/ykonny vizualni nastroj pro design
identity vault 1 Notes PeopleSoft User ApplicationDelimited Text ~ Fan-Out  Active Directory ko m p I etn I’h 0 p rOStFed I’_

S * Graficka konfigurace slozitého systému
*Modelovani metodou “Co kdyby..?”
* Automaticky generovana dokumentace

*Ulozeni znovu pouzitelnych konfiguraci
pro zkraceni implementacni doby

*Prostfedi Eclipse

Active Directory Driver Policy Sets
Lid
ZH outputTransform
Password{Sub}-Pub Email Motifications

& Developer | [ Architect ¥ pataFlow | F3 Table | &Y identity
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N
Editory pouzité v Designeru

- Provisioning Request
Definition Editor

- dovoluje syst. architektovi
vizualné vytvaret
schvalovaci postupy v
Designeru a instalovat je

na IDM server.

- Editor pro vytvareni
el. formularu

- pro schvalovaci formulare
pouzivané ve workflow

- eDirectory Object
Manager

- zakladani, ruseni,
pfejmenovavani, pfesuny
a modifikace vSech druht
objektu a atributd

© Novell Inc. All rights reserved
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Otazky & odpovedi




Novell.



Award-Winning Technology

Ahead of the competition

¢« InfoWorld The Identity Management Challenge

- October 10, 2005 Oliver Rist & Paul Venezia

In a recent shootout of competitive identity management solutions
from Novelle, Courion*, IBM*, Microsoft*, Sun*, and Thor
Technologies®™ Novell emerged victorious.

“Novell Identity Manager proved to be one of the easiest-to-use
solutions in the roundup. The addition of Designer adds even more
intuitive functionality on top of this suite.”

“Designer gives the Novell solution a definite ooh-aah factor not
found in any of the other products here.”
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