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Abstract

When Public Administrations (PAs) decide to enter the cyberspace by being present on the Net, they will have to pay attention to general legal obligations, such as respect for privacy or for property rights, but also to specific legal obligations they have because of their public role.

As part of PACE program, CRID will analyse those obligations and the legal issues PAs will encounter when offering e-services to their citizens. 

At the very beginning of the Internet challenge a PA will have to conclude some contracts. First of all, if it decides to outsource the creation of its web site, a PA will have to conclude an agreement with a web site designer. Secondly PAs could have to enter into a hosting or a maintenance agreement. To prevent a great number of disputes, these contracts should include, inter alia, liability and intellectual property rights (IPR) clauses. Indeed a web site is an (original) database containing original works (sound, picture, texts, etc.) and has to be globally and particularly protected. Moreover, when negotiating the design contract, PAs will have to determine the content of the site, but we will focus on that point afterwards.  

Furthermore, a web site has to find its place in the World Wide Web. A PA will therefore have to register an adequate domain name. This stage can lead to important disputes when PAs realise that "their" domain name has already been registered. In case of problems and depending on the category of names they want to obtain, PAs will have to look either at the ICANN dispute resolution policy (http://www.icann.org/udrp/udrp.htm) or at their national policy. Let's only underscore that some European countries already exclude the registration of www.nameofmunicipality.countrycode by another person or organism than the municipality.

Concerning the content of the web site, first of all the PA must find a way to show the official nature of the site. Though this official mark is not indispensable, citizens will be sure that they are not in front of an individual's initiative. But in all circumstances PAs will have to respect their public obligations. Those obligations and the legal issues to solve will depend on the kind of information that PAs choose to put on the site. 

If the site is limited to a non interactive window only providing information, legal preoccupations will be reduced, but not absent. It should be analysed whether a commercial speech may appear on the site, whether the PA can be liable for outdated information, whether it may publish any kind of information, which kind of hyperlinks the site may contain in order to respect intellectual property rights, etc. 
When offering e-services, new problems appear. Personal data gathered through the Internet must be protected according to the European Directive concerning personal data
, sales should be completed according to the European rules concerning distance contracts
, and it must be determined which administrative documents may be delivered through the Internet. The main issue on this last point will be the equivalence between the digital and the hand-written signature. Though the European Directive concerning digital signature
 establishes, conditionally, this equivalence, this does not mean that any document may be electronically signed. 

Finally, a PA may also play the role of access provider. This distinct job will also raise problems for legal experts. Apart from analysing whether public Administrations have to give this opportunity to their citizens, it should be analysed for what they can be liable. This would principally depend on the kind of services the PAs will supply.    

The aim of this paper is not to give a turnkey solution to each legal question that PAs will encounter when entering the cyberspace. Much more we want to focus on the questions themselves in order to make PAs realise that there are not only technical and commercial challenges in the "Internet adventure". Legal issues are numerous and they deserve to be analysed during the next two years as part of PACE.
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� Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data, OJEC  L 281 of  23 November 1995.


� European Directive EC/97/7 of the European Parliament and the Council of 20 May 1997 on the protection of consumers in respect of distance contracts, OJEC L 144 of 4 June 1997 .
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